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We live in a time of rapid change - change that is driven by developments in science and
technology and challenged by our capacity to adapt in the present and prepare for the future.

Commissioned by Australia’s Chief Scientist, on behalf of the National Science
and Technology Council, Horizon Scanning reports present independent and
timely analyses to guide decision-makers through the decade ahead.

Horizon Scanning reports by the Australian Council of Learned Academies (ACOLA)
draw on the deep disciplinary expertise from within Australia’s Learned Academies
to analyse the future, navigate change and highlight opportunities for the nation.
As interdisciplinary studies, ACOLA's reports include economic, social, cultural

and environmental perspectives to provide well-considered findings that inform
complete policy responses to significant scientific and technological change.

This project has been supported by the Australian Government through the
Australian Research Council (project number CS170100007) and the Department
of Infrastructure, Transport, Regional Development and Communications.

ACOLA collaborates with the Australian Academy of Health and Medical
Sciences and the New Zealand Royal Society Te Aparangi to deliver the
interdisciplinary Horizon Scanning reports to government.
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KEY FACTS
ABOUT THE IOT

IV

Infrastructure

Australia estimates

that there will be

29 billion connected
devices in the world by 2022
of which around 18 billion
will be related to the loT.
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One of the biggest security
challenges with loT systems
is the substantial increase

in the number of available
surfaces for security attack.

The Bureau of
Communications and Arts
Research has estimated that
loT activity increased by

$10.5 billion

or 16.5 percent from
$63.8 billion in 2012-13 to
$74.3 billion in 2016-17.

Strong and ongoing community
engagement will be needed

to maximise the benefits of
loT-enabled technologies.

AN
)

It is estimated that
by 2050 the loT could
consume between
one and five percent
of the world’s
electricity.

A mixture of hard skills,

such as coding, maths and
physics, and soft skills, such as
communication, collaboration,
creativity and problem solving,
are likely to be required

for future careers in the loT
and related technologies.

&Y

Smart loT techniques will
monitor speed, detect
real-time incidents and

provide real-time warnings to inform drivers and

00

loT is likely to create jobs

in network design, planning and
implementation, cyber-security, energy
management, and data monitoring,

(@)

management and analysis.

road agencies of any hazardous situations on the road.

loT applications are likely to exist on a 4G
and 5G hybrid network in the next two
to four years. Standalone 5G networks
(requiring core architecture) are not
likely to emerge until around 2025.



CHAIR'S
NOTE

The Internet of Things (loT) can be

described as a distributed measurement and
control system with sensors and real-time
analytics that utilises the internet to enable
applications. While the term ‘the Internet of
Things'was coined over two decades ago,
itis only in the past few years that rapid
developments in sensor and communications
technologies, artificial intelligence (Al) and
edge computing have revolutionised the
way we envision networked loT systems and
possible applications. Australia has a moment
in time to capture the benefit of these
combined advances in loT to develop unique
applications, or we risk losing our competitive
advantages and being excluded from global
value chains.

New advances in telecommunications

such as 5G mean that devices can now be
connected in wider, denser ecosystems.
Al-driven analytics and edge computing
(where the analytics are done at or near

the source of data) have also changed the
computational output of these devices: they
are smaller, lower-powered and cheaper but
powerful enough to work at the 'edge’ of a
network and make determinations based on
real-time data gathered from the external
environment. While devices have been smart
and connected for some time, they are
increasingly becoming more pervasive and
knowing, with the ability to make decisions
on our behalf. This is already occurring in

our everyday lives: smart traffic light systems
are deciding which vehicles go first on a
congested motorway or determining when
a home swimming pool should be cleaned
based on daily electricity rates.

As of August 2020, the COVID-19 pandemic
has meant that society as a whole has
embraced digital technologies. It has also
made us consider the importance of accurate
and timely data collection. The loT offers

a high level of visibility into the systems
and processes we use. This could improve
our decision making so that decisions and
outcomes are based on evidence, rather
than limited knowledge or assumptions
that we may have previously relied on. For
example, remote monitoring of infectious
COVID-19 patients with mild symptoms

has been piloted in Australia through loT-
enabled pulse oximeters and a combination
of Al and medical staff observations. The
ability to monitor patients safely at home
provided an opportunity to reduce pressure
on the hospital system. When a monitored
patient’s symptoms worsened, an loT system
immediately called an ambulance to the
patient’s home address.

The devastating impacts of the recent
bushfire crisis also highlighted how critical
digital technologies are helping us to respond
safely to environmental disasters. Many
regional communities relied on a mobile



platform that consolidated publicly reported
data to obtain up-to-date information about
where fire fronts were located and when
community members needed to evacuate.
loT sensor networks combined with Al-
driven analytics could further enhance these
types of initiatives. For example, they could
provide accurate real-time data to produce
topographical models of bushfire risk in high-
risk areas, model pathways for escape and
even calculate the expected economic risks.
A review by the Australian Communications
and Media Authority found that a total of
1,390 facilities were directly and indirectly
impacted by the bushfires. Of all the facilities
impacted, 51 percent experienced outages
of four hours or more. The bushfire season
demonstrated our growing dependence on
reliable connectivity and telecommunications
infrastructure, as many essential services
now depend on connectivity. While this

may not be an issue in urban areas, there
may be a disproportionate impact on rural,
regional and remote communities (RRR).
Multimodal communications solutions,
where redundancies are factored in, need

to be considered.

Given the pace of innovation, it is fascinating
to imagine where we will be in ten years
time. The loT will create economic impact
for Australia, present novel opportunities

for the ways we live and conduct business,
and provide solutions to societal issues such
as environmental disasters and pandemic
management. The applicability of the loT
across all sectors is enormous. It is predicted
that within the next decade, we will see
advances in loT-enabled smart mobility —
from connected autonomous vehicles (CAVs)
to improve road safety and convenience,

to the use of ‘mobility as a service’ (Maa$),
which will provide the ability to plan our

daily commute using all modes of travel
(such as bike, car, ferry and tram) through a
single digital platform based on time, cost
and convenience. There will undoubtedly
be a further revolution in loT-enabled health
outcomes, with health wearables providing
real-time health data to enhance patient-
centred care, not only in hospitals but also
in homes. The loT will also create a new
paradigm in manufacturing, using flexible,
self-correcting manufacturing processes to
create cost-effective bespoke products. This
could catalyse a manufacturing renaissance in
Australia over the next decade, allowing the
design and construction of many products
that are currently manufactured overseas

to be re-shored. In particular, ultra-reliable
low-latency communications (URLLC) shows
great promise to support latency-sensitive
applications including industrial automation,
connected and autonomous vehicles and
tele-surgery.

However, the advances mentioned above,
Al-driven analytics, 5G telecommunications
and edge computing, will fundamentally
change the way that the loT is used in society.
The pervasiveness of these systems and the
degree of granularity of the data collected is
raising new levels of concern about privacy
and data sovereignty. An important theme

in this report is digital trust creation. This

is likely to be an ongoing balancing act.
Government, society and industry will need
to continually reassess values such as privacy,
optimisation and convenience and consider
which are more important and whether

there are trade-offs that need to be made.
Frameworks that set minimum standards of
protection, together with ongoing community
engagement and education, will help to build
the trust and acceptance that will be needed
to maximise the opportunities that the

loT presents.



Sustainability is another key issue that will
require consideration over the next decade.
While loT devices and systems offer benefits,
the energy to power these systems is

likely to require one to five percent of the
world’s electricity by 2050. As our report
demonstrates, there may even be rebound
effects, where there is increased energy
consumption using these devices to enable
enhanced comfort, convenience, security and
entertainment. It is therefore important to
consider how sustainability can be integrated
into the design of loT devices and systems at
the outset.

While many recent reports have predicted
the future economic impact of the loT, the
pervasiveness of this technology means that
this is very complex to estimate, however
we do know that the benefits to society and
the economy are likely to be substantial. We
have identified a number of technological
fields where Australia has a unique advantage
and highlighted emerging trends where,

if we do not keep up, we risk losing global
competitiveness.

| would like to thank each individual member
of the Expert Working Group who volunteered
their time to contribute to this report and
the talented team at ACOLA. Thank you

also to the people who made valued
contributions through our consultation
process with government, industry, academia
and community, focusing on the real-world
issues related to the loT that Australia is well
placed to solve. My personal thanks also to
all of the incredible experts from around the
world who contributed their thoughts and
reviewed the document.

Professor Bronwyn Fox FTSE
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PROJECT AIMS

Examine the impact the loT is likely to exert
on Australia over the coming decade.

Identify and assess the opportunities and
challenges presented by the deployment of the
loT in Australia, both in key industry sectors and
as an economy-wide enabler, including:

- the scientific, technological, economic, security,
social, privacy, data ownership, regulatory and
other impacts of the different loT technologies,
applications, data and users

- the future education, workforce, regulatory
and infrastructure requirements to support the
practical measures governments, industry and
other stakeholders could consider to maximise
the benefits of loT deployment and mitigate
potential harms.

Explore the interrelation of loT systems,
people and the underlying infrastructure
(e.g. communication systems, transportation)

that is essential to modern life.



METHODOLOGY

ACOLA Horizon Scanning Reports are primarily
developed by leading academic experts
across Australia and internationally. As the

loT is an emerging field and interdisciplinary
academic research in some areas in this field
is still nascent, the report has also drawn on
evidence, data and reports from industry and
consultant groups. ACOLA acknowledges

that these sources may be based on interest
groups’own values, goals and outcomes.
However, as this report is a horizon scan

over the next decade, these sources provide
valuable context to the currently available
knowledge and research across the sector as a
whole. These views were validated with other
sources where possible.

In 2019, ACOLA also underwent extensive
consultation with stakeholders from
government, industry and community to

seek expert opinions on attitudes, efforts

and investment in the current Australian

loT sector. Key discussion questions were
developed by ACOLA and the Expert

Working Group to direct and inform these
consultations. Over 40 targeted stakeholders
were approached based on recommendations
by the Expert Working Group and government
project sponsors. From September to

December 2019, ACOLA conducted

24 one-hour consultations with four Australian
Government agencies, six state and local
governments, two community groups, seven
industry experts and five academics from
research organisations. ACOLA and the Chair
of the Expert Working Group also consulted
with four key government agencies in
Canberra in September 2019. Following these
consultations, ACOLA assessed the responses
and drew out critical areas or themes; these
have been used to develop this report and

its key findings. A list of the stakeholders
consulted can be found in the Evidence
Gathering section of this report. Information
from these sources has been included in the
report alongside current academic research.

The report underwent academic peer review,
and eight Australian Government agencies
and an industry expert also reviewed

the report.

Due to the rapid growth and complexity of
this field, there are inherent uncertainties

in the available research, literature and
stakeholder consultation responses. This
report is based on the best and most robust
information available at the time of the study.



EXECUTIVE
SUMMARY

The loT can be understood as a distributed measurement and control
system, connecting smart objects, devices, networks and platforms,

that collects, processes and analyses real-time data to enable a broad

range of applications and functions. Recent advances in loT enabling

technologies such as 5G, edge computing and low powered artificial
intelligence have elevated the urgency to embrace loT platforms for

Australia to remain globally competitive.

loT devices and applications have far-reaching
uses and benefits, some of which present
novel opportunities. These are achieved
through devices and systems that enable:

- locational awareness

- environmental awareness

- medical monitoring

- industrial monitoring

- real-time remote operation of assets
- operation at continental scale.

The loT already exists in a nascent form;
however, rapid developments in wireless
connectivity, miniaturisation and advances in
Al will enable the loT to become embedded
into the fabric of our society, much like

the conventional Internet. The opportunity

is vast, but there are also risks, including:

not mitigating the harms or unintended
consequences of the |oT, or being unprepared
to capitalise on this technology.

What does the term ‘Internet
of Things' actually mean?

The loT is a gigantic network of connected
smart 'things, enabled by data analytics
and artificial intelligence, that can make
our lives easier, cheaper and more reliable.
Examples of these include home devices,
health wearables, agricultural sensors, and
autonomous factories and mines.

Over the next decade, 10T capabilities

will increasingly become embedded into
services and products. The capture of
exponentially increasing volumes of granular
data will enable us to analyse patterns,
anticipate changes and alter objects and the
surrounding environment. The data will also
help us to optimise the services and products
that generated the data and will drive future
innovation and research. A critical aspect

of loT development over this period will be



advances in data analytics and Al to expand

human-to-machine or machine-to-machine
(M2M) interactions and edge computing.
Devices are increasingly smaller, lower-
powered and have the computational
output to make decisions at the edge of the
network. Potential benefits are multifactorial,
with the opportunity to improve processes
and systems across society — within the
home, across industries and in public
service delivery.

To capitalise on this opportunity, Australia
must look to niche areas of strength or
comparative advantage. For example,
advanced manufacturing (where the
application of Industrial 10T is known as
Industry 4.0") and the health sector are
already beginning to understand and use the
loT to increase productivity and reduce costs.
Australia should also consider leveraging

its unique geographic diversity, climate and
dispersed population as a testbed for future
applications.

The Australian and state and territory
governments are already progressing a range
of initiatives that will help support Australia’s

transition towards a digital economy, both in
managing the technologies and preparing the
workforce. Many of these lay the foundation
for supporting the effective implementation
of the loT, as well as other emerging digital
technologies, such as Al and blockchain.
Further actions will be needed that address
the specific needs of the loT and emerging
technologies in general, to ensure that its
continued adoption is smooth, cost effective
and supports responsible and ethical usage,
especially in the areas of data privacy and
cybersecurity.

We have had sensors for a long
time, how and why is loT a game
changer now?

A number of technological advances have
allowed connected objects to become
intelligent: ‘sensing and knowing'’ This
enables them to communicate and

make decisions in real-time without or
with less human input. There are diverse
opportunities to apply this technology to
which can the way our society functions.

1 Initially coined by the German government, Industry 4.0 refers to the fourth industrial revolution, where advances in
automation and digitisation technologies in manufacturing, such as loT, cyber—physical systems and big data analytics,
are enabling a higher level of operational productivity and efficiency.



Opportunities and challenges

Cities and regions

There are opportunities to promote the
development of smart cities and regions
through the measured introduction of loT
technologies. In cities, current and potential
benefits include: (i) energy use, such as
rooftop home solar installations connecting
to the national electricity market to manage
energy consumption and resale of excess
stored energy; (ii) enhanced citizen and
government engagement, such as using

loT sensing ecosystems and mobile apps to
provide real-time information on weather
and public transport; (iii) improvements to
service delivery, such as smart lighting and
smart bins to enhance the use of public
spaces and buildings; (iv) healthcare, using
wearables such as insulin monitors to manage
remote patient care; (v) enhancing student
experiences education by monitoring facilities
and services such as the use of shared
study areas.

In RRR areas, benefits include (i) cost savings
and efficiencies in agriculture and resource
use, for example monitoring environmental
conditions such as soil moisture to improve
crop growth; (ii) improved quality of and
access to healthcare, for example using loT
wearables to enhance patient-centred care,
which is currently limited by distance and
cost; (iii) enhancing education experiences,
for example by enabling access to data

from loT systems in urban-located facilities
such as research labs to support distance
learning and research; and (iv) disaster and
emergency management, such as monitoring
environmental conditions to prevent and
manage bushfires and drought.

Challenges include assessing connectivity
and access, as well as identifying potential
risks and unintended consequences that

may occur with the uptake of an emerging
technology. For example, while industry tends
to highlight the energy-saving benefits of

loT technologies, research has demonstrated
that usage may in fact increase overall
energy consumption in households due

to factors such as increased convenience,
known as rebound effects. Energy efficiency
strategies may not be sufficient and could be
complemented by sufficiency strategies? and
evaluations of energy consumption by loT in
practice, as well as community education and

awareness raising.

The environmental and sustainability impacts
of the manufacture and usage of loT devices
are also likely to be substantial. Growing
dependence on devices to support our
digitally enhanced lifestyles is likely to lead
to the exponential growth of e-waste, arising
from virtual wear-out, planned obsolescence
or vendor lock-in. Holistic and sustainable
design approaches will be important for
industry and government to consider as ways
to mitigate these risks.

Security

Security vulnerabilities will be an ongoing
challenge as loT applications become more
ubiquitous over the coming decade. Australia
should continue to be proactive in its
approach to security to ensure that minimum
baseline protections and redress mechanisms
meet citizen expectations. Australia's ongoing

2 Thisis a sustainability strategy that aims to limit or reduce the demand for energy supplied by technology through
changes in technology use and other use aspects to a sustainable level.



participation in international standards
committees will continue to play an
important role in monitoring and managing
national privacy and security interests as well.
Care should also be taken when sourcing

loT devices or components from countries
with poor security and privacy track records.
Governments could provide leadership

in protecting personal data and helping
Australians to be aware of and understand
security risks associated with loT technologies.

Privacy and data

Itis likely that a greater quantity of data,
including personal or sensitive data, will be
collected and processed by industry. However,
users' knowledge of what and how much data
are being collected and by whom, the uses
of that data and how long data are used may
be limited. Ensuring that legislative measures
in Australia are cohesive and adequate at
establishing a baseline of protection and
responsibility is a key consideration for

the Australian Government. National data
standards that build on the ongoing work of
the Office of the National Data Commissioner
(ONDCQ) could provide guidance on the
definition, capture, analysis and reconciliation
of data across all three levels of government.
It will be important for governments and
industry to consider the usability, availability,
security, integrity and commercialisation of
data as loT applications extend into diverse
industry and public service contexts and
supply chains over the next decade.

Standards and interoperability

International loT standards are currently
heterogenous, and consolidation over the
next decade will increase the likelihood of
effective implementation internationally and
domestically. There is growing recognition
for the need for collaboration through

international forums and standards-making
bodies to provide both international guidance
to industries and countries. Australia’s
continued participation in international
standards committees will be important

to manage our interests and monitor
international developments. Building on
existing frameworks and national and
international regulations on data security
and privacy, our domestic approach to
standards should continue to focus on being
technology-neutral, flexible and principles-
based. With this approach, Australia could
be a model for other countries seeking

to develop the loT in a measured and
responsible manner.

The mobility sector may face specific
challenges with interoperability due to
manufacturing mostly occurring overseas.
Consistent regulations across states and
territories will reduce industry uncertainty and
prevent barriers to the deployment of CAVs,
particularly by overseas manufacturers, given
Australia’s relatively small market size.

Social and community considerations

Across Australia and internationally,
communities are at relatively early stages

in their engagement with the loT. It is still
unclear how the loT will interact with social
change factors in the Australian context.
Research is required on the social and cultural
dimensions of loT use across the broad range
of potential domains in Australia, including
farming, education, healthcare, transport and
industry, as well as consumer loT devices.
Current knowledge gaps include how
Australians across these domains understand
what is meant by the loT, what benefits they
gain from these technologies, factors that
might affect their use or avoidance of the loT
and what developments and improvements
would help the loT to better suit their needs.
In addition, it would be beneficial to assess



the potential for the loT to exacerbate existing
inequalities or create new impacts or harms,
such as the impact on the elderly or children,
Indigenous communities or those who may
choose to opt out of this technology.

Proactive stakeholder engagement and
alignment with community values will be
integral to building trust and demonstrating
the value of loT initiatives and products

to Australians.

Jobs, training and research

The inter-connected nature of the loT and
related technologies, such as Industry 4.0,
block-chain and machine learning, is
expected to have compounding effects,
impacting the job market more significantly
than through the independent use of these
technologies. The expected digital disruption
and complexity of the loT is therefore likely
to require the development of both "hard’
technical skills and ‘soft’ non-technical skills
over the next decade.

A domestic loT industry is likely to create
jobs in network design, planning and
implementation, cybersecurity, energy
management, and data monitoring,
management and analysis. Other potential
areas include Industry 4.0, and sensor

and systems design and management. To
meet these needs, Australian universities

have begun to offer loT-specific subjects
and degrees. This is likely to provide new
opportunities in international education

to support a domestic and international
workforce, building on Australia’s existing
global reputation for high quality education.

As jobs evolve over the next decade,
businesses and government could actively
assess opportunities to promote the
importance of continuous learning, in order
to skill, re-skill and upskill workers. Targeted
up-skilling programs and innovative learning
methods, including augmented reality
(AR)-based training, game-based learning
and micro-credentials, may help bridge skill
shortages. Support may be required for small
to medium enterprises (SMEs) to upskill their
workforce.

Important enablers to support an loT-capable
workforce include partnerships between
industry, education and employers to
facilitate access to industry-relevant training,
as well as the necessary cloud and network
infrastructure for student learning. It will also
be important to future-proof the national
curriculum to ensure that students have a
mixture of hard and soft skills. Trainers and
teachers at all levels will need to up-skill and
acquire the necessary knowledge to equip
students for the changing workforce, with
government and industry playing a crucial
part in this process.



If the loT becomes ubiquitous across
Australia, it may provide new opportunities
for employment and education in RRR areas.
For example, increasing requirements for the
storage, hosting and security of data have
led to the establishment of data centres in
RRR areas, which may lead to the creation of
jobs in cloud and hosted services. To support
education and the creation of loT jobs,
ongoing institution-wide commitment and
collaboration between vocational education
and training (VET) providers, universities,
external agencies and community networks
will be needed.

Areas for future research include new and
novel loT applications; the number of devices
in Australia; the economic value of data, with
particular respect to the shifting boundaries
of property rights regimes; social impacts of
loT across homes; smart cities and RRR areas;
future environmental impacts of devices;
the use of CAVs; and ongoing research into
the use of radiofrequency electromagnetic
energy (RF EME) and 5G to reassure the
Australian public.

National approach

This report outlines a range of opportunities
and challenges, as well as practical actions
and measures that Australia could consider
in the deployment of loT responsibly and
effectively in our cities and regions. However,
the inherent complexity and breadth of this
technology necessitates a national approach
to highlight areas where Australia could
prioritise its efforts. This would identify

and galvanise areas for individual and
collective action by government, industry
and community. In addition, a national
approach would be useful to articulate the
potential risks that the loT poses, as well

as the strategies to minimise harms and
unintended consequences. This would help

build community trust and acceptance and
encourage industry to take a considered

and measured approach in developing

loT. Engagement and collaboration across
community, industry and government is likely
to be required. As outlined in the key findings
of the report, some areas that could be
considered in a national approach are:

- ensuring that Australia has flexible,
technology-neutral, principles-based
regulatory settings

. establishing minimum safeguards for the
digitally illiterate or ambivalent, including
open data frameworks, privacy and
consumer protection policies, and baseline
security measures

- incentivising research and development
(R&D) of loT technologies, particularly in
niche areas where Australia has existing
capabilities

- engagement of citizens and consumers
in the design and development of loT
systems and their implementation

+ building early community awareness, trust
and acceptance of loT technologies

+ ensuring the necessary connectivity across
our cities and regions to enable the use
of the loT

- identifying and supporting initiatives that
future-proof our national curriculum, and
building capabilities and expertise to
create a domestic loT sector.

By taking a national approach we will be able
to realise the potential of this extraordinary
but currently poorly understood technology
that in time will redefine our society and
economy. A proactive approach to adoption
will allow Australia to remain globally
competitive in the rapidly evolving digital
landscape over the next decade.
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1

Australia could consider a national approach on loT, with a view to responding to the
opportunities and challenges that 10T present over the next decade, building on existing
industry and government efforts.

- A national approach to the loT developed « At a minimum, it could identify the
collaboratively by industry, governments, expectations for regulations, standards,
academia and the community will connectivity, and future research and
support the ethical, efficient and effective investment priorities.

deployment of the loT in our cities, regions
and society. This would provide guidance
on some of the key use cases that will be
beneficial to Australia.

2

Australia should focus on areas of strength and comparative advantage to bolster our
competitiveness in the global IoT market. This includes leveraging our geographic and
climate diversity to test novel loT applications.

- Over the next five years, industry should - platform solutions that can be integrated

focus on developing niche loT solutions
where it has specific expertise or global
scale, for example in agriculture, resource
management, environmental monitoring,
disaster management, health, mining and
mass data collection in smart cities or

regions.

- Opportunities for niche products or services

in these sectors include:

- tailored middleware solutions for industry

verticals (i.e. where products can only
be used in one particular industry, for
example, the health industry)

with existing platforms used across
horizontal markets (i.e. where developed
products can be used by customers
regardless of industry)

- leveraging unlicensed spectrum to
provide connectivity solutions in
niche areas, such as rural, regional

or remote areas.

- loT-enabled solutions will facilitate the

development of a competitive advanced
manufacturing sector (Industry 4.0) in
Australia over the next 10 years. Key focus
areas include developing capabilities in
digital twin technology and automation.
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- The recent investment and focus on space
technologies could be leveraged by the loT
satellite and telecommunications sector to
build scale in the domestic industry and
encourage research and collaboration.

- Although 5G is still an emerging technology
in Australia and is likely to remain so until
2025, industry and governments could
consider the next iteration of wireless
technologies, tentatively characterised as
6G, and its role in future connectivity in
Australia. Participation by industry and the
Australian Government in international
forums to shape the global conversation
and consider opportunities for national
deployment would be beneficial.

3

- Translation from research to

commercialisation is an ongoing challenge
for emerging technologies. Government,
industry and academia could canvas
existing partnerships to encourage the
ongoing development of loT products and
services over the next decade. Industry
could include humanities and social
sciences researchers in loT R&D to assess the
social and ethical concerns of commercial
products.

- The integration of loT technology into

service delivery by governments should be
considered in the broader reinvention of
governance and government as a service.

Opportunities to implement the loT to improve wellbeing and quality of life in Australian

cities and regions will enable greater understanding of the technology and its applications

by government, businesses and communities.

- Benefits to the development of smart
cities through the considered introduction
of loT technologies include: optimising
energy production and use, waste
management, service delivery (e.g. health,
public transport, and public spaces and
buildings) and education, reducing road
congestion, and enhancing citizen and
government engagement.

- Benefits to regions include promoting cost
savings and efficiencies in agriculture and
resource management, enhancing disaster
management, and improving the quality
of and access to healthcare.

- Given governments’significant investment

in past and current loT initiatives in cities
and regions, there could be a greater role
for the Australian Government to facilitate:

- the sharing of learnings and international
best practice with and between, states
and local governments to assess broader
impact and scalability

- collaborations between industry,
academia, governments and communities
in identifying and implementing
potential solutions

— identification of loT systems that will be

of greatest use and ongoing cost-benefit
to communities



— understanding and mitigating the risks
of smart system failures and security
breaches to mitigate the scale of potential
impacts and harms

- understanding of the impacts of
increasing dependence on major
technology companies and the potential
merging of private and public interests in
the provision of service delivery.

- The Australian Government could continue
to explore different connectivity solutions
for RRR areas, so that these communities
can access the benefits of loT technologies.

4

- Data captured from loT applications could

be used to measure at a national level the
comparative performance of cities and
regions in indicators such as sustainability,
quality of service delivery and population
mobility. These data could be used to inform
inputs and metrics such as the National
Cities Performance Framework.

Digitalisation is expected to continue at a rapid pace over the next decade. It is important

to ensure that data collection, usage and application from the loT and related digital

technologies is ethical, meaningful and fit for purpose, supported by appropriate legislation

and regulatory frameworks.

- Building on existing initiatives, the
Australian Government could provide
leadership in developing national data
standards relating to the definition, capture,
analysis and reconciliation of data, to ensure
that data are appropriately used and shared.

- As the value of data grows, the Australian
Government could regulate the
ownership, usability, security, integrity
and commercialisation of data by industry,
particularly where there may be new
asymmetries in data access and re-use by
major platform companies, compared to
smaller Australian companies and citizen
initiatives.

- All levels of government could consider the
use of application program interfaces (APIs),
data marketplaces and data collaboratives or
‘trusts’that seek to create common protocols
and frameworks for data sharing across
vendors, public—private agencies and citizens.

- The loT will create challenges for existing

legislative measures in Australia, which
may test whether existing privacy and
cybersecurity frameworks are fit for
purpose. Areas that may require ongoing
review include:

- building on forthcoming review of the
Privacy Act 1988 (Cth) and the potential
impacts of the loT on businesses
and consumers

- considering the functions and ongoing
resourcing of the Office of the Australian
Information Commissioner and the Office
of the National Data Commissioner to
meet consumer and industry expectations
related to the loT

- assessing the applicability of current
definitions of technology-facilitated abuse
and other criminal acts to ensure they
cover the scale of 10T applications.
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Regulatory frameworks and policy guidelines should be technology-neutral, flexible and

principles-based building on existing frameworks. This will ensure they are consistent

with international standards, and can respond to future technological developments

and changing consumer behaviours and preferences over the next decade.

- Current international standards
represent the range of interests of
device manufacturers, service providers,
governments and standards-making
bodies. Over the next decade, standards
will continue to be driven by international
developments. The Australian Government
and industry bodies could continue to
participate in global forums to understand
these developments and to ensure national
interests are supported and represented.

- The development of any national standards
by the Australian Government or industry
should be principles-based to ensure
that Australia is able to fully participate in
global supply chains. Public engagement
on these standards will be an essential part
of this process.

6

- Consistent regulations across states and

territories will reduce industry uncertainty
and prevent barriers to the deployment
of CAVs, particularly by overseas
manufacturers, given Australia’s relatively
small market size.

- The Australian Government could continue

to assess Australia’s transition towards a
distributed energy system. Standards should
be considered to regulate data use and
collection by consumers, ensure that local
incumbents do not slow down adoption,
and to ensure that localised smart grid
infrastructure is reliable and safe to support
these new models.

Australia should continue to be proactive in its approach to security and could establish

baseline protection and redress mechanisms. These will need to be adapted as the digital

landscape evolves and new risks arise, including in the context of increased loT adoption

and deployment.

- The Australian Government could establish
baseline security standards for the use of
loT technologies in government agencies to
protect citizen data. Best practice standards
would provide leadership and guidance to
state and territory and local governments.

- Australia should continue to monitor

international developments relating to
security. Governments and industry should
be cautious when procuring technology
solutions from overseas companies

and nations that may have competing
security interests.



- Security measures on the use of loT — creating security guidelines and policies
technology must be proactively assessed that are agile enough to be applicable
by government, businesses and consumers. to future technologies

nsideration | iven to: e
Consideration could be given to — certification of whole systems, not

— assessment of supply chains to ensure an just components and products
appropriate level of independent testing

- considering software resilience

and protection against unauthorised and redundancy

access, control or interference
- robust end-to-end system maintenance.

/

Early and proactive community education and engagement is necessary to encourage
community awareness, acceptance and trust of the loT and related digital technologies,
particularly as loT devices and applications become more widespread and embedded in our
built environment.

- Educating the public about data-collection - Government and industry could refine
techniques and security vulnerabilities existing tools (e.g. developing privacy,
in devices and infrastructure is vital. This ethical and social impact assessments)
includes how data are used in data-driven to assist designers and innovators with
services in everyday life (e.g. public self-assessing their loT technologies
transport and infrastructure), informed during development to support
consent for data collection, and choices user-centred design.

about devices, manufacturers and - . o
- Participatory citizen-sensing initiatives

service providers. ) : : )
in galleries, libraries and museums may

- Potential harms of the loT go beyond assist in improving data literacy and
privacy and security and include threats creating better community awareness
to personal safety, health and wellbeing. and understanding of loT applications.

Ongoing government and community-led
engagement on the potential risks and
harms of the IoT is important, particularly
for vulnerable groups, including children
and socioeconomically marginalised and
disadvantaged people.
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Close industry-government-education collaborations will help to ensure that Australia’s

workforce acquires the new skills and enhanced capabilities necessary to thrive in an

loT-permeated economy.

- The loT is likely to require both ‘hard’
technical skills (e.g. loT engineering,
cybersecurity, data science and data
knowledge) and ‘'soft’ non-technical skills
(e.g. user-centric design, critical analysis of
social issues, problem solving and ethics).
Governments and the education sector
should continue to future-proof the national
curriculum to ensure that students are
sufficiently equipped with both skillsets.

- The successful deployment of loT training
and education will require collaboration
between industry, government and
education sectors to:

— attract and retain trainers and teachers
with the appropriate skills and knowledge

- enable access to or maintenance of loT
servers or systems with diverse data and

sensors for student learning

— establish cloud and network infrastructure
to protect data, manage devices and
perform data analytics.

- To support the development of loT

capabilities in RRR areas, VET providers,
universities, external agencies and
community networks could consider the
expansion or adoption of regional study
hub models, which provide infrastructure
and academic support for students studying
via distance learning at partner universities.

Governments could consider supporting
SMEs in their collaborations with industry
and education providers so that employees
are well-equipped to adapt to and adopt
loT technologies.
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Research priorities will continue to evolve as loT technologies mature. Proactive assessment

of research gaps and consideration of associated funding towards these will ensure that the

loT is developed in a responsible and measured approach.

. Possible areas for research include:

— New and novel loT devices and applications
to support a domestic loT industry and

encourage innovation.

— The number and nature of loT devices
in Australia, as current research on these
figures is nascent and still based on
industry estimates.

— Economic assessment of the value of loT
data produced under different property
rights regimes and regulatory regimes.

— The social and cultural dimensions of loT
use and impacts across the broad range of
applications need to be better understood,
particularly related to applications in
homes, Indigenous and RRR communities.
This could also include assessment of the
potential uneven impacts of the loT across
vulnerable populations.

— The use and acceptability of CAVs in the

Australian context, including understanding
the potential impact of legacy issues

and backward compatibility, as well as

the utility of CAVs to improve road safety
by supporting existing road safety and

emergency management systems.

Ongoing evaluation of the risks and
potential impacts of increasing our
dependence on connectivity for the
provision of essential services, particularly
in the context of disaster management for
extreme climate events.

Environmental impacts of loT manufacture
and usage, including vendor lock-in,
planned obsolescence and virtual wear-out.

Health impacts of radiofrequency
electromagnetic energy (RF EME), including
research in the millimetre wave spectrum
and usage by emerging technologies,

is needed to provide assurance to the

Australian public.




INTRODUCTION

The loT will provide opportunities to improve the way Australians live,
and increase productivity and efficiency in a variety of sectors. There
is much discussion about the loT across government and industry,

particularly in relation to ‘smart cities’, but the technology is not well
understood by the public or Australian institutions and agencies.

This report aims to provide a greater
understanding of the loT and explore the ways it
can benefit Australia if managed appropriately.
Management of the loT is important; as with
any emerging technology, it can pose potential
risks, harms or unintended consequences.
These need to be identified and addressed,

so that the benefits of the loT can be realised
without intensifying social and economic
problems, causing privacy and security issues
or creating socioeconomic disadvantage.

Potential of the
loT in Australia

There are already more loT devices on Earth
than humans and this number will only
increase (Hung, 2017). The economic and
technical incentives built into the technology
have led to loT devices becoming increasingly
ubiquitous throughout society. More data
mean greater insights, leading (at least in
theory) to improved efficiency, more desirable
products and services, and better economic
returns (Manyika et al, 2015). As a result, the loT
presents Australia with many new opportunities
for economic growth and prosperity.

In Australia, innovation in the loT is well
underway. Governments and local councils

have already begun to capture the value

of the IoT to enhance the liveability and
sustainability of their communities. With

the ability to optimise homes, cities and
regions, the loT can improve living standards
for Australians. However, Australia can be
much more proactive about harnessing

the potential economic benefits of the loT
to remain globally competitive. A strong
domestic loT industry will have flow-on effects
for the employment sector and can support
the development of skills and the creation
of new jobs, in particular for data scientists,
software and systems engineers, full stack
developers, cybersecurity professionals, and
communications and network designers.

While the loT offers great potential for Australia,
it does come with challenges and risks. Issues
of data collection and management, privacy
and security will be important considerations
moving forward. The potential for changes

in employment conditions for Australians,
such as re-skilling and up-skilling workers,
even while new employment opportunities
emerge, requires careful consideration. loT
technologies may also lead to unintended
consequences such as the exacerbation of
existing inequalities for socially disadvantaged
groups or family violence.



The structure of the report

As with all ACOLA Horizon Scanning reports,
this report uses an interdisciplinary approach
to assess the opportunities, impacts and risks

of the loT in Australia over the coming decade.

While large international technology firms will
drive aspects of the IoT, this report describes
areas where Australian stakeholders can

focus their efforts to lead the development
and implementation of the loT in our cities
and regions.

Chapter 1 provides an overview of loT
developments globally and in Australia.

Chapter 2 assesses the applications of loT
in smart cities and regions.

Chapter 3 assesses security and privacy issues.

Chapter 4 assesses enablers for deployment
and sustainability considerations.

Chapter 5 assesses social and community
considerations.

Chapter 6 assesses jobs, skills, education
and research.

Key considerations at the beginning of each
chapter provide a summary of the main
points, and are categorised by their short,
medium and long-term impacts, informed by
our Expert Working Group.

The following areas will have a significant
impact on legislative, judicial and corporate
areas and are discussed in the Appendices:

- international context: the development
and implementation of the loT
internationally will influence the
governance of the loT in Australia,
so background information on the
international context is provided
(Appendix A)

- technological infrastructure: the loT will
increase pressure on data-transmission
networks and data storage centres
(Appendix B)

- security vulnerabilities: attacks in loT
typically occur in five areas which require
mitigation strategies to minimise the risk
of harm (Appendix C)

- Australia’s privacy framework and its
applicability to loT: assessment of the
Privacy Act 1988 (Cth) will require review
in a number of areas to ensure there
is adequate protection for consumers
as novel applications of loT increase
(Appendix D)

- accountability and liability: overlapping
contracts from multiple service providers
and device operators will complicate the
process of assigning blame and resolving
problems when loT systems generate
harms (Appendix D).

Other social considerations of the loT are
described in Appendix E. National use cases
are interspersed through the report, with
international use cases across different
industries outlined in Appendix F.

The report does not examine in detail some
of the technical aspects of loT technology,
such as Al and machine learning, as

these are covered in the ACOLA report

on artificial intelligence, The effective and
ethical development of artificial intelligence:
an opportunity to improve our wellbeing
(Walsh et al., 2019). Data considerations and
privacy implications, relevant to loT and
other emerging digital technologies, are
also discussed in more detail in the ACOLA
artificial intelligence report.
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CHAPTER 1
THE INTERNET OF
THINGS LANDSCAPE

Chapter overview

- Estimates of the economic value of the

loT differ widely, as definitions and key
indicators for measurement vary. However,
in 2018, the International Data Corporation
forecast that loT spending could grow at
an annual compound rate of 13.6 percent
from 2017 to 2022 to reach US$1.2 trillion
in 2022.

- The Bureau of Communications and

Arts Research has estimated that loT
activity increased by $10.5 billion or

16.5 percent from $63.8 billion in 2012-13
to $74.3 billion in 2016-17. PwC has
estimated that on average, a two percent
productivity increase per annum could be
realised across each of these five industries
in Australia representing 25 percent of
Australia’s GDP in 2018: construction,
healthcare, mining, agriculture, fishing
and forestry, and manufacturing.

- Itis estimated that there will be 29 billion

connected devices in the world by 2022,
of which around 18 billion will be related
to the loT.

. In 2018-19, there were 16 million

loT-connected devices installed in
Australia, and it was forecast that more
than 47 million smart devices will be
installed in Australian homes by 2022.

. Large investments and international

efforts by both industry and governments
demonstrate a shared sense of urgency to
capture the anticipated economic value
from loT applications.

- Interoperability remains a critical issue

for devices, networks and platforms,
which can cause multiple problems in
loT networks, including vendor lock-in,
difficulty in plugging loT devices into
non-compatible platforms and a lack
of cross-platform and cross-domain loT
applications.

« Across industry, governments and

international bodies, standards are
currently heterogenous, with competing
standards and initiatives being developed
across different aspects, including security,
privacy, architecture and interoperability.
However, there is a growing recognition
of the need for international collaboration
through the use of international forums
and standards making bodies.
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- The lack of data sharing incentives,
tools and associated security concerns
means that access by government to
data collected by companies is currently
limited. However, national and state and
territory governments are beginning to
make use of open data platforms and
data sharing initiatives to encourage
greater transparency, accountability and
innovation.

- Businesses are collecting and analysing
data from loT devices in increasingly
sophisticated ways with Al and machine
learning technigues to maximise value to

both users and company revenue streams.

- Connectivity is an important enabler of loT;
however, people living in RRR areas, even
in some areas very close to major cities,
sometimes lack reliable internet access.

1.1 Definition of the
Internet of Things

It is difficult to provide a concise definition
of the loT due to the complexity, breadth
and inconsistency of what has been implied
by the term over time, in both its technical
and social dimensions (Manwaring and
Clarke, 2015). Scholarly work has tended,
although not exclusively, towards a narrower
definition, concentrating on the relevant
enabling infrastructure. However, the popular
explanation of the loT tends to be broader in
its scope and includes ‘smart’ devices, as well
as incorporating (usually only by implication)
related technologies such as ubiquitous and
pervasive computing, ambient intelligence
and smart environments.

23 IEEE—



me—— 4

For the purposes of this report, the authors
prefer the Organisation for Economic
Co-operation and Development (OECD)
definition:

loT refers to an ecosystem in which
applications and services are driven by

data collected from devices that sense and
interface with the physical world. In the
Internet of Things, devices and objects have
communication connectivity, either a direct
connection to the internet or mediated
through local or wide area networks.
(Organisation for Economic Co-operation
and Development, 2016).

Typically, an loT device consists of an
embedded sensor and/or an actuator
(hardware), a microprocessor with software, as
well as communication infrastructure. These
components enable data collection, handling
and communication. A typical loT device
senses data and sends it to a separate location
for processing via the internet or private
network; it also receives data and performs
limited actions. loT devices can be small, are
often resource constrained and are typically
embedded in other real-world objects. Please
refer to Appendix B for further information.

Many loT devices are also components of
‘oroduct-service packages’, where services are
provided alongside the loT device as essential or
optional elements of the functionality provided.
Many loT devices may be nested within a
larger loT device or form elements of a larger
distributed system. Issues arising out of loT
devices may relate to a single loT device, to the
whole or to some elements of the ‘ecosystem”
in which the loT device participates. Today,
the loT encompasses billions of connected
devices, many of which are integrated with
industrial services and infrastructure, such as
energy services, water, transport and logistics,
consumer services or retail.

Some definitions of loT devices exclude
smartphones and tablets because they are
used for general computing processing.
However, when considering the social impact
of the 10T, the context-specific role of these
devices, particularly smartphones, cannot be
ignored. These devices and the applications
installed on them form an integral part of
many systems involving other loT devices,
either as a remote controller or as the primary
device to which data are communicated to
people in an intelligible form.

Box 1: Definitions: sensor, actuator and microprocessor

Sensor: records and transmits data via

the internet or through private networks
about the physical environment, including
movement, sound, light, electrical potential,
temperature, moisture, location, air quality
and body metrics (such as heart rate and
variability, skin conductivity and blood flow
volume) (Swan, 2012).

Actuator: component that uses collected
and processed data to effect a change in the
environment such as temperature control
(Sethi and Sarangi, 2017).

Microprocessor: component that accepts data
recorded from sensors (input) and processes
it to execute a wide variety of applications
(output); must be able to dynamically adapt
to various execution scenarios and data
characteristics (Adegbija et al.,, 2018).

3 The term 'ecosystem’was adopted from Noto La Diega and Walden (2016) and Millard et al. (2017).



Scenario 1: The connected home

It is 5:30 am and the sky is just beginning to
brighten over Perth, WA. The Singh family

are still sleeping but their connected home
loT platform has been busy. It has been
monitoring the four family members’sleeping
patterns and, based on data collected on
their daily sleep cycles, is deciding on the
best time to wake them. Combined with data
on weather and traffic conditions accessed
from local news agencies, it decides that the
optimal time to wake up Priya Singh is at
6:30 am. This will allow her to comfortably
go through her morning routine and get

to work by 8:30 am. The home loT platform
directs her smart bracelet to vibrate briefly
at intervals of 10 seconds, waking her with
minimal disturbance. Her partner Jai is still
asleep and prefers to wake up with natural
light. Noting this, the home loT platform

The promise of loT technologies lies in the
data that is generated by these connected
devices that will have the ability to create ‘big
data’ecosystems (Organisation for Economic
Co-operation and Development, 2016). This
data can be used to analyse patterns, anticipate
changes or alter an object or the environment
to achieve the desired outcome. This will drive
innovation and research, as well as optimisation
of the services and products that generated this
data. For example, a smart mobility scenario
could include sensing and analysis of traffic
flow, which enables control responses to
adjust traffic lights to manage congestion.

sends a notification for the blinds to open
in their room at 7 am.

As Priya steps into the bathroom, the
movement sensors turn on the bathroom
lights. The home loT platform has already
turned on the home's energy systems, which
were on ‘energy-saving’ mode as the family
slept, with power only for essential functions
such as the fridge and for emergencies.
While Priya gets ready, the home loT platform
analyses daily rates for electricity and decides
that it will run the washing machine and
dishwasher at 11:45 am, to make use of the
best available off-peak electricity rates. The
home loT platform notes that the house solar
panels have accrued excess solar power and
directs it to be auctioned off through the
city's decentralised grid system.

Advancements in machine learning and

Al have enabled the development of
algorithms and neural networks to analyse
and process data, sometimes within the
device or through edge computing. This
means that decision making may no
longer require human interaction or direct
communication (Walsh et al,, 2019), further
enhancing our ability to aggregate and
analyse data in an agile, on-demand way
and with reduced management effort
(Organisation for Economic Co-operation
and Development, 2016).
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Figure 1 outlines some of the settings
where loT devices may be used to optimise
processes and systems.

Figure 2 provides an overview of the
horizontal architecture of an loT ecosystem.
As discussed, devices typically include sensors
and/or actuators, as well as software and
communications components for device
management. Collected data are then sent
through a network to a remote location

such as a middleware software platform

(e.g. a centrally located cloud service). This
middleware layer acts as the intermediary
between devices, sensors, operating
standards and applications and also provides

Crop management
and monitoring
in agriculture

Real-time
monitoring in

privacy and security functions for the system
(Bandyopadhyay et al,, 2011). It manages
and stores the large volumes of collected
data, analysing and processing it for a range
of applications including visualisations and
alerts. For example, in water management,
data collected from sensors in a network of
pipes would be analysed and processed in
the middleware layer, and an alert would

be sent to the maintenance team if a leak
were detected. Early leak detection means
that the pipe could be quickly repaired,
minimising disruption to consumers and
reducing cost and repair efforts for the water
management company.

Smart building
management
and monitoring

Smart home

public transport and utility
monitoring
Internet
of Things
Remote . . .

patient health & app||ca’r|ons Vehicle and
monitoring supply chain
and asset management
tracking in in freight and
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advanced manufacturing

Figure 1: loT applications
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Cloud services Industry specific
and middleware applications
Data collection

Device software Network management Harvest readiness
and storage

Generic capabilities:

Device management . Pt ]
visualisation, alerts, etc.

Water management

Tractor control

Figure 2: loT architecture components
Adapted from Bradlow, 2019.

1.2 loT applications

loT devices are increasingly appearing in « Medical monitoring will allow health data
all parts of society, business and industry, to be remotely collected from devices
public spaces and in our personal spaces and worn by patients, providing medical
homes. While the application of the loT can practitioners and users with information
vary across different settings depending on to optimise advice and alerts, enhancing
the uses and capabilities that are required, personalised, self-managed healthcare.

the data captured has great potential to . o -
P 9 P « Industrial monitoring will involve

optimise existing processes and products. : . . )
incorporating sensors into machinery,

Given the low cost of sensors and increasing| : ) )
9ty vehicles or other assets in the field to

iqui network connectivi Vi _
ubiquitous network connectivity, devices understand the health and efficiency

are able to operate at a continental scale. :
of equipment and enable accurate and

Example applications are listed below: ' :
proactive maintenance.

- Locational awareness will enable the . . .
- Real-time remote operation of assets in

nsing of le an ' for in . ; i
sensing of people and objects for use industrial contexts such as factories or

mobile asset and commodity tracking, construction, healthcare and educational

fleet management, traffi imisation . . g
eet management, tratfic optimisatio settings and in smart homes will increase

and safety. o )
y optimisation of products and services,
« Environmental awareness will be based and provide greater access, comfort
on sensors collecting a range of data to and convenience.

monitor the environment: for example,
temperature, humidity, noise, visibility,
light intensity, radiation and pollution
(CO, CO,, etc,).
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Table 1 provides a comparison of example
loT applications in an industrial, consumer
and public-space context to demonstrate
the various benefits and uses that can occur
across a range of different settings.

1.3 Data considerations

As more loT devices appear in businesses,
industries, public spaces and in our homes, it
will be important to raise public awareness of
the data considerations associated with these
devices so that consumers can assess the risks
and benefits in an informed manner.

A key challenge for awareness is that loT
devices often take the form of seemingly
innocuous everyday objects (e.g. smart

televisions, front door locks and kettles).

Table 1: Comparison of loT applications

These devices have the ability to
unobtrusively collect and share data without
our knowledge or action. While this ability
makes loT devices useful and convenient,

this also poses concerns. For example, smart
home devices produced by companies

such as Google, Amazon and Microsoft

allow consumers to conveniently automate
processes in their homes, using data from
their home environment (hyper-local data).
These companies analyse the data with Al and
other techniques in increasingly sophisticated
ways, using it to maximise value not only

to users but also for their own purposes

to increase revenue streams, for example

by using customer insights to improve
product development.

Context of loT

Industrial

Application  Monitoring critical
infrastructure in energy,
manufacturing, mining,
health, logistics,
transport.

Benefit Productivity and
efficiency.

loT device A connected network

sensor of sensors on assets

capabilities  provides real-time data
to monitor inputs and

outputs.
Use case National transport
example company SCT Logistics

has deployed sensors
to track and monitor

its rail, freight and road
transport fleet to better
understand usage and
utilisation rates (Prime
Mover, 2019).

Public space/Government

Transport (e.g. connected cars,
congestion management), smart
energy (e.g. lighting), waste
management.

Efficiency of public services and
consumer benefits, including
consumer-focused services.

Sensors embedded into existing
infrastructure, including street
lighting, utilities or in transport
vehicles such as trains or trams.

In Newcastle, NSW, a network of
sensors deployed on smart poles will improve efficiency and
measure environmental conditions
such as air quality, water usage and
humidity to improve sustainability

and liveability. Sensors on smart bins  rate, sleeping patterns,
and in parking areas, will monitor

the performance of urban systems
and assets.

Consumer

Smart home management,
home energy
management, some
wearables and fitness
trackers,* smart locks,
healthcare, ageing in place.

Quality of life,
convenience, energy
savings, health
improvements, time
efficiency.

Sensors embedded in
small, accessible devices
or wearables.

Smart home devices

provide convenience
in the home, while
wearables monitor heart

activity and body weight
to improve quality of life
and health.

4 This excludes wearable and fitness trackers that are sensor extensions of a smartphone app rather than loT devices in their

own right.



Government agencies, in contrast, must abide
by more stringent privacy obligations than
companies regarding the use of citizen data.
Governments currently have limited access

to the data collected by companies from the
use of smart home devices due to security
concerns and a lack of data sharing incentives
and tools. However, they are beginning to
make use of open data platforms and data
sharing, providing public access to transport
and health datasets to facilitate greater
transparency, accountability and to encourage
start-ups to use this data in innovative ways
(see Case study 19, Chapter 2).°

loT applications in industries such as
manufacturing, logistics, transport and utilities
require far more stringent data security and
reliability requirements for the control and
operation of systems compared to consumer-
orientated applications.

While dta are being gathered from an
increasing number of sources and at lower
cost than ever before, questions and
challenges remain about how homeowners,
industries, cities, regions and governments
understand and manage data collection,
including:

- ownership of data

+ making collected data visible
and accessible

- determining and guaranteeing levels
of data accuracy and authenticity

+ protecting citizen, commercial and
state rights

«+ ensuring data are accurate
+ protecting against intrusion and disruption

+ ensuring that socioeconomic disadvantage
is not perpetuated or exacerbated by
inaccurate or punitive use of personal data.

1.4 Economic review

1.4.1 International estimates

Economic analysis of the value of the loT

has been limited in both international and
domestic contexts. As is the case generally
for the analysis of technologies, economic
attribution as a direct result of loT can

be difficult to quantify. This is because
technologies act as enablers within and across
industries, and are used in conjunction with
other technologies — in the case of IoT, this
includes Al and edge computing. As such,
caution should be taken when attributing the
direct impact of loT on economic growth and
productivity.

Most reports assessing the global economic
impact of the loT analyse productivity-
enhancing effects across a range of key
industries (through the lowering of costs),
with revenue-enhancing improvements

in services as a second order effect. The
economic impact is quantified by estimates
of business spending on loT adoption, and
further supported by the growth of loT
devices (i.e. capital).

In 2015, McKinsey forecast that the potential
global economic impact of the loT could
reach US$11.1 trillion per year by 2025
(Manyika et al., 2015). The McKinsey report,
which used a bottom-up, settings-based
estimation methodology, emphasises that
much value capture from loT comes from
integrating systems and allowing data in one
setting to be reused in others, and from more
and better information-facilitated, automated
decision-making.

5 See open data platforms such as Data.NSW and the Open Data Portal for Western Australia.

29 EE—



As the industry matures, global estimates
have become more moderate. A Bain &
Company survey of more than 600 executives
found that, while businesses recognised

the value of the loT, many had tempered
their expectations about the speed of loT
adoption, acknowledging that applications
would take longer to implement and generate
profits (Bain & Company, 2018). In 2018,

the International Data Corporation forecast
that loT spending could grow at an annual
compound rate of 13.6 percent from 2017
to 2022 to reach USS1.2 trillion in 2022, with
the consumer sector, insurance and health
providers being the three leading sectors
by spend (IDC, 2019). The International Data
Corporation also indicated that discrete
manufacturing and transport could be

the largest industries for loT expenditure,
with each industry anticipated to exceed
$150 billion by 2022 (IDC, 2019).

1.4.2 Global estimate of number
of devices

Countries have only recently begun collecting
data on the number of loT devices. This has
been challenging given the complexity in
defining the loT and finding a consistent
metric to capture the number, nature

and type of loT devices and connections
(Organisation for Economic Co-operation and
Development, 2018a). In 2019, ACMA quoted
industry estimates of 29 billion connected
devices in the world by 2022, of which around
18 billion will be related to the loT (Australian
Communications and Media Authority, 2019a).
Alternative estimates based on industry

data from telecommunications carriers also

provide some utility. Ericsson provided more
conservative figures, estimating that there
were 1.5 billion loT cellular connections

in 2019 and expecting this figure to reach

5 billion by 2025 (Ericsson, 2019).

1.5 Global developments

Large investments and international

efforts by both industry and governments
demonstrate a shared sense of urgency to
capture maximum economic value from loT
applications. There are many lessons that
can be learnt from countries that have been
successful in the implementation of loT
systems and networks, such as the European
Union (EU), Germany, United Kingdom

(UK) and South Korea. An overview of key
developments by countries that have shown
leadership or innovation in loT are outlined in
Appendix A, with examples of international
use cases in Appendix F.

1.5.1 Standards

As a response to its inherent complexity

and applicability across sectors, a multitude
of competing standards, regulations

and initiatives have been developed

for the loT around the world, including
standards for security, privacy, architecture
and interoperability. However, this
heterogeneity is difficult to navigate, and
there is a growing recognition of the need
for collaboration through international
forums and standards-making bodies. loT
consortiums established by industry leaders
and governments are also beginning to work
collaboratively to define sets of requirements
rather than standards.®

6 Forexample, in 2016, the Industrial Internet Consortium and 14.0 began to collaboratively map their reference architectures
and identify opportunities for collaboration. The Industrie 4.0 and Japanese Robot Revolution and Industrial loT Initiative
have an enhancement of collaboration agreement, and an agreement of advancement between the Japanese Ministry
of Economy, Trade and Industry and German Federal Ministry for Economic Affairs and Energy (see Japanese Ministry of

Economy, Trade and Industry, 2016).



Key developments include:

- The International Organization for
Standardization (ISO), which Australia is a
member to, has developed a number of
loT-specific standards for architecture, with
further standards in development.’

« The European Standards Organisation
launched the European Telecommunications
Standards Institute (ETSI) Technical
Specification 103 645, the first globally
applicable industry standard on cyber security
for internet-connected consumer devices in
2019. This is currently being transposed into
a European Standard as April 2020.

- The General Data Protection Regulation
provides EU citizens with the right to ‘opt
out’ of data sharing and the flexibility to
withdraw consent, even if previously given.

- The Internet of Things Cybersecurity
Improvement Act of 2019 is currently being
considered by the United States (US) Senate.
This Act would require US government
agencies to apply mandatory security
regulations in the use of loT devices. Industry
initiatives in the US include the National
Institute of Standards and Framework's
Cybersecurity Framework, the Cybersecurity
Maturing Model Certification and the Health
Insurances Portability and Accountability Act.

- The UK is considering legislation that
would require loT devices to be sold with
labels indicating the security measures or
vulnerabilities of that device.

7
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- International 5G standards are currently
in development through the 3rd
Generation Partnership Project.®

- The International Telecommunication
Union (ITU) World Radiocommunications
Conference was held in October-
November 2019, with agreements on the
global use of radio-frequency spectrum
and satellite orbits signed by 3,400
delegates from 165 member states.

1.5.2 Privacy and security
considerations

Internationally, there is a growing awareness
and action being taken to address the
privacy and security challenges that the

loT raises. These include the development
of non-binding codes of practice for

loT consumer goods and connected

and autonomous vehicles (UK), the
implementation of the EU Cybersecurity Act
2019 (EU) and adoption of the GDPR and
the NIS Directive: The directive on security
of network and information systems (EU and
UK) (Brass et al,, 2019). In 2019, the Five Eyes
nations (Australia, Canada, New Zealand, UK
and US) jointly signed a statement of intent
recognising the cybersecurity challenges
that would arise from the loT and to
promote ongoing international alignment
on loT security. There is also an increasing
number of guidelines and standards

being driven by industry consortiums

and associations.’

These include ISO/IEC 30141 for standard reference-architecture, ISO/IEC 27001 for best-practice information security
management systems, ISO/IEC 27032 for cybersecurity, ISO/IEC 27035 for incident management, ISO/IEC 27031 for ICT
readiness for business continuity and ISO/IEC 22301 for business continuity management systems focusing on recovery

and access and security after an incident.

The 3rd Generation Partnership Project is a consortium of standards organisations that develop protocols for mobile
communications. National and regional organisation partners from Japan, the US, China, Europe, India and South Korea
also collaborate with a number of market representation partners to develop standards such as GSM and related 2G and

2.5G standards, and LTE and related 4G standards.

See work by the loT Security Foundation, Global Systems for Mobile Communications Association or Open Web Application

Security Project (Brass et al.,, 2019).
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For example, the World Economic Forum has
proposed agile governance for emerging
digital technologies as a key driver of the
Fourth Industrial Revolution (Brass et al.,
2019). However, these guidelines and best
practices remain non-binding and require
buy-in from industry (Brass et al., 2019).

Overall, the landscape is heterogenous and
complex, with the loT ‘blurring the boundaries
between established standards and regimes
for physical security, cybersecurity, safety,
liability for defective products, data protection
and trust/trust worthiness’ (Brass et al., 2019a,
p. 3). Research has shown that the loT is often
not considered at global cybersecurity policy
forums, partly due to the failure in bringing
experts and policy-makers together and
partly due to the difficulties in addressing
rapidly changing security problems through
conventional governance mechanisms

(Brass et al., 2019).

1.5.3 Social and cultural
considerations

The social and cultural aspects of the loT are

complex, as issues of trust, social norms and

expectations, social imaginaries, surveillance,
control, privacy and the political dimensions

of personal data use and misuse overlap with
work on standards and cybersecurity.

Research by loTUK, a national program to
facilitate the adoption and development

of the loT in the UK, has considered

how consumers can take precautions to
mitigate risks from cyberattacks in an loT
environment (Blythe and Lefevre, 2018). The
study found that security advice needed to
more comprehensively consider user goals,

motivations and capabilities, otherwise users
would prioritise convenience of use over
security. A holistic approach was required to
encourage behaviour change on many levels
- not only by users but also by manufacturers
and retailers. Another project considered

the relationship between the loT, gender

and young people, investigating the likely
privacy and security challenges arising for
family violence survivors or children using

loT devices (Brass et al., 2019). The increased
adoption of 0T in private environments such
as homes raises further issues regarding
personal information and the right to privacy.

Recommendations from this research have
indicated that there is a need to expand the
definition of technology-facilitated abuse

and other criminal acts to include the loT.

In addition, statutory and non-government
services need to be educated about the risks
that the loT can pose to vulnerable groups,
including children and socioeconomically
marginalised and disadvantaged people (Brass
et al, 2019). There are potential harms that

go well beyond privacy risks and threats to
personal safety, health and wellbeing, such as
racism, social exclusion, loss of access to social
services and support, and exposure to stalking
and assault.

More generally, there is a recognition that
many people have an ‘education gap’about
the loT and need to be supported to gain
better understanding of the loT and its
applications (Brass et al., 2019).”° In response
to some of these concerns, a Privacy, Ethical
and Social Impact Assessment has been
developed by the European Commission’s
Community Research and Development
Information Service to help designers

10 The research highlighted that improved education of the public may not be enough. Regulation is needed to protect
the public against those who want to exploit their personal data; or in contexts in which they are forced to use loT
technologies, for example, to receive social security payments or in educational settings; or when abusive partners have

secretly installed surveillance systems.



and innovators proactively self-assess the
safety and ethical considerations in the
development phase of loT technologies
(European Commission, 2017).

As of August 2020, the global outbreak

of COVID-19 has allowed for new levels

of surveillance by governments in some
countries. Real-time location data and
emerging technologies such as facial
recognition, contact tracking apps and drone
surveillance are being deployed by some
governments for rapid contact tracing and
monitoring actual and suspected infections.
This raises questions about deploying these
types of powers for epidemiological necessity
and proportionality (Funk, 2020). It will be
important to consider the future implications
of loT applications that enable these types

of surveillance programs to ensure that they
align with human rights principles and citizen
expectations of privacy and security.

1.6 Australian context

1.6.1 Australian economic estimates

As noted in the discussion on international
estimates (section 1.4.1), loT economic
analysis has been limited. In Australia, recent
research by the Bureau of Communications
and the Arts Research (BCAR), and by
PricewaterhouseCoopers (PwC), provides
some insight into the national impact of loT
to date and potential future growth. The BCAR
research estimates loT activity as a measure
of its contribution to the Australian economy
(measured on a satellite accounts basis)

as of 2016-17 (Bureau of Communications

and Arts Research, 2020), while the PwC
report assesses loT's potential in generating
future productivity improvements to
Australia’s economy.

1.6.1.1 Contribution of loT activity
to Australia’s economy

The BCAR's research utilised Australia’s
national accounts to estimate the
contribution of loT activity to Australia’s
economy for five years, from 2012-13 to
2016-17. It estimates loT activity'' alongside
two broader measures of digitalised activity in
Australia’'s economy - ICT and digital activity.
The estimates showed that loT activity’s
contribution to the economy has steadily
grown in recent years, and is unlikely to abate
as opportunities and industry applications
become clearer. This has the potential to
create exponential economic growth, which is
further demonstrated by PwC's analysis.

BCAR’s analysis showed that growth in
gross value added (GVA)'? of loT activity
has outpaced the Australian economy
overall since 2014-15. This is consistent
with the impact of technological advances
on creating digitally-enabling goods and
services, such as computer system design
and telecommunications services. The
main industry contributor to growth in

loT activity was the information media

and telecommunications (IMT) industry.
Growth was even greater once price effects
are removed, as prices over this period

fell due to cheaper and more competitive
telecommunications technology and
network infrastructure.

11 BCAR defines loT activity as the final goods and services produced that enable an internet connection between physical
objects, and it consists of hardware, software, telecommunications, internet of service providers (ISPS), support services

and big data.

12 GVAis a measure of the contribution to domestic production made by an individual producer, industry or sector, and
measures output minus the value of goods and services used up in the process of production. It does not include net taxes
(which GDP does) and therefore provides a more accurate measure of economic activity by industry.
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In terms of current price measures,”* BCAR’s analysis showed that loT activity
increased by $10.5 billion or 16.5 percent from $63.8 billion in 2012-13 to

$74.3 billion in 2016-17 (Figure 3). As a share of GVA of the overall economy, this
was an increase from 4.4 percent in 2012-13 to 4.5 percent in 2016-17 (Figure 4).

GVA ($ million)
140,000
120,000 118,917
100,000
86,216
80,000 84,986
73,915 74,287
60,000 63,777
40,000 % Change
loT: 16.5%
ICT: 16.6%
20,000 Digital activity: 39.9%
0 T T T T T
2012-13 2013-14 2014-15 2015-16 2016-17

= lof = ICT = Digital activity

Figure 3: 10T, ICT and digital activity GVA measured by current price measures, 2012-13 to
2016-17

Source: ABS cat. 5215, 5217; BCAR calculations.
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Figure 4: GVA as a share and relative to the overall economy by current price measures,
2012-13 to 2016-17

Source: ABS cat. 5215, 5217; BCAR calculations.

Note: The right panel of the figure shows an orange line at 100 that represents the base year index of 2012-13. The area above
this line represents growth since 2012-13, while the area below represents contraction. The dotted line represents GVA growth
for the total Australia economy relative to the base year.

13 Current price measures the value of goods and services based on their prices at the time of transaction. This measure is not
adjusted for inflation to demonstrate the influence of price changes over time.



1.6.1.2 Assessing future outlook of the loT

PwC's analysis focused on the future outlook
of the loT, assessing potential 10T use cases
and their impact on Australian industries.'
Impact of the loT varied significantly across
sectors, but industries that were asset-
heavy, device-rich and involved significant
physical labour were likely to derive greater
benefit. The highest impact was across five
sectors that represented 25 percent of the
GDP in 2016-17: construction, agriculture,
fishing and forestry, healthcare, mining, and
manufacturing (PricewaterhouseCoopers and
Australian Computer Society, 2018).

PwC found that the loT would enable a
range of benefits across these industries,
including: efficiency improvements; asset
management; workplace safety; and
environment management. It was estimated
that on average, a two percent productivity
increase per annum could be realised across
each of these five industries. In addition,
the competitiveness of Australia's exports

is increasingly being challenged, primarily
due to the higher relative costs of domestic
production. While adopting loT technologies
could significantly improve our export
competitiveness, security, organisational
and structural challenges would constrain
adoption rates.

As demonstrated by BCAR's research, we
have already seen the significant impact
of loT on the Australian economy. The
opportunity cost for not capturing the full

benefits of loT is considerable, and is likely

to impact on our economic productivity

and global competitiveness if not fully
realised, especially as countries bolster their
own loT and digitalisation efforts. Ongoing
innovation and competition in the ICT and
telecommunications sector are also likely

to make devices and network infrastructure
cheaper and more accessible, which will likely
increase the use of loT across sectors over
the next decade. Australia should continue to
focus on areas of competitive advantage to
maximise the economic gains from the loT.

1.6.2 Additional economic effects

In addition to forecasting the economic
value of the loT, there is also strong benefit
in examining the likely structural effects that
may occur as a result of the data collected
from an loT-permeated economy.

1.6.2.1 Increased automated
decision making

There will be a shift in the locus of decision
making from humans to machines. The
increased automation of decision making
shows up in different ways in different sectors.
This shift will have by far the greatest impact
on the economy, changing the types of goods
and services offered, the types of firms that
exist, as well as the regulatory and taxation
environments needed to support this type

of economy.”

14 To forecast the potential value of loT on Australia’s economy, PwC undertook broad secondary research into a set of generic
use cases across Australian industries including services, education and training, healthcare, arts and recreational services,
financial and professional services, as well as consulting with a range of industry experts to understand the loT applications
across sectors. The potential impacts of the loT within an industry were then combined with the overall relevance of the

sector to the economy based on 2016-17 GDP.

15 The ARC Centre of Excellence in Automated Decision Making and Society, based at RMIT University, is an example of the sorts
of research centres that are exploring the challenges this brings.
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1.6.2.2 Data as an asset

There will be an increase in the quantity and
value (or economic importance) of data, and
therefore a corresponding increase in the
value of data property rights. This contrasts
with the industrial-era model of data as

a quasi-public good that is regulated by
government. This will drive the importance
of data property rights (cf. data human rights,
data regulation, General Data Protection
Regulation, etc.) and the emergence of data
markets. Further economic analysis should
seek to estimate the value of data produced
under different property rights regimes and
under different regulatory environments.
Distributional consequences of the growth
of data assets should also be considered.

1.6.2.3 Centralised versus decentralised
data models

The economic impact of the loT can be
envisaged through two different models
with very different economic evolutionary
consequences (Manyika et al,, 2015). A
centralised data model focuses more on
the impacts of centralised oversight of the
investment, production and allocation of
goods, while a decentralised data model
tends toward a freer market economy. loT
technology will develop along different
pathways depending on whether data is
centralised or distributed.

The loT can facilitate a more centralised
economic command and control model of
an economy to centrally automate economic
decision making (where loT devices feed
data into a central pool), or it can facilitate a
more decentralised market driven economy
where loT devices create data as a privately
owned and tradable economic asset. Current
legislative and regulatory settings in Australia
align more closely with a centralised model,
which has advantages for governments but
may hamper the entrepreneurial development

of a competitive market economy. Further
economic analysis assessing this potential
institutional-technological trade-off would be
useful to assess the different pathways that
loT adoption might bring.

1.6.3 Number of devices

Research on the number and nature of loT
devices in Australia is an area for further
research recommended by this report.
However, industry estimates suggest that
there are 16 million loT connected devices
installed in Australia in 2018-19 (Australian
Communications and Media Authority, 2020a).
As of May 2019, 50 percent of Australian
adults used a smart device (other than a
computer, tablet or mobile phone) connected
to the internet (Australian Communications
and Media Authority, 2020a). The average
household is predicted to have 18 connected
loT devices by 2023 (Telsyte, 2019). In
addition, consultancy firm Ovum has forecast
that more than 47 million smart devices will
be installed in Australian homes by 2022,

a 295 percent increase on 2019 figures
(Australian Communications and Media
Authority, 2020a).

1.6.4 National loT initiatives

While it is difficult to quantify the initiatives
that are occurring in this rapidly developing
space, some of the key initiatives in Australia
at the time of writing of this report are
detailed below.

- The Australian Government’s $50
million Smart Cities and Suburbs Program
was announced in 2016, which funded
81 collaborative smart city projects, to
improve the liveability, productivity and
sustainability of Australian cities, suburbs
and towns. There were two funding
rounds in 2017 and 2018.



. Projects have included the building of
digital infrastructure, installation of
sensors connected to loT platforms
to support better understanding
of environments to facilitate better
community engagement, service delivery
and planning. In addition, a number of
partnerships between the three levels
of government across seven cities to
create productive and liveable cities
have also supported the development
of loT initiatives.

- The national peak-body Internet of
Things Alliance Australia (IoTAA) was
formed in July 2016 to represent industry
interests in the loT. They currently consist
of 500 participating organisations and
1,000 individuals. They have released
several standards and guidelines including
the loT Reference Framework, the loT
Platform Selection Guideline and Good
Data Guide to support knowledge
and standardisation across industry.

Queensland Government is to invest
$3 million into loT pedestrian crossings

NT Government has contributed
$2.5 million to a $200 million
Darwin City Deal to support
their smart city initiative,
jointly funded by the Federal

with sensors to detect pedestrian
movement and adjust the time
required to cross. The investment will
support a roll-out of up to 300 smart
crossings over the next two years.

Government, NT Government
and the City of Darwin.

As part of the loT DecisionAg
Grant Program, the WA
government awarded

15 grants to 8 grower groups
and 5 agricultural schools/
colleges to investigate
different on-farm connectivity
solutions and technologies
(in particular, Low Power Wide
Area Networks (LPWAN) using
the LoRaWAN and SigFox
communication protocols,
and higher bandwidth using
3G/4G mobile networks, mesh
and on-farm Wi-Fi networks)
to support remote on-farm
monitoring using loT and
data analysis platforms.

SA Water has trialed a smart
wastewater network that uses a wide
variety of sensors (including odour
and overflow pattern sensors, weather
stations, air pressure and flow direction
sensors) linked to cloud-based

data analysis to provide real-time
information on the SA water network
to manage overflow and odours.

Tasmania has provided
$150,000 to a start-up
accelerator run by
EnergylLab, focused on
hardware |oT solutions for
the clean energy sector.

Figure 5: State specific loT initiatives

Transport for NSW has made
recent developments to

use loT sensors to collect
real-time information about
passenger train journeys.
The data includes a snapshot
of how full a particular
carriage is through travel
apps and is also being used
by Downer EDI Limited, who
maintains Sydney’s trains, to
generate insights that may
be able to enable predictive
maintenance in the future.

| ACT replaced 45,000
streetlights in its network
with LED technology, which
allowed real-time monitoring
to automatically detect
failures.

Victoria began a $3.5 million trial to
connect cars on metropolitan and
regional roads to speed limit and traffic
light data for the first time. The trial was
the first local use of 5.9GHz radios based
on 4G Cellular V2X technology, which
allows cars to communicate without
using the mobile cellular network.
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« The Industry 4.0 Advanced Manufacturing
Forum succeeds the Prime Minister’s
Industry 4.0 Taskforce. It builds on the work
of the Taskforce in promoting collaboration
between government and industry
in Germany and Australia on Industry
4.0, including initiating a collaborative
approach to the development of global
Industry 4.0 standards. It will oversee
the creation of six national Industry 4.0
Testlabs, due to be completed in 2020,
which will showcase an immersive
approach to advanced manufacturing.

- The Australian Government is developing
Australia’s 2020 Cyber Security Strategy.
To complement the proposed strategy,
a proposed voluntary Code of Practice:
Securing the Internet of Things for Consumers
has been released for public consultation.

« The Australian Competition and Consumer
Commission’s (ACCC) 2017 Digital
Platforms Inquiry recognised a number
of challenges posed by loT devices.

« The Consumer Data Right, which
commenced in early 2020, is intended to
provide a right for consumers to require
data portability from commercial entities
in order to ‘improve consumer control over
the data which businesses hold about
them’ The right has been introduced to
the banking sector first, with the energy
and telecommunication sectors to follow.
This is proposed to be followed by other
sectors over time.

1.7 Social and cultural
developments

Limited research has been conducted on
how Australians are engaging with the

loT technologies available to them. Peak
bodies consulted as part of the consultation
phase of this report suggest that the use

of smart devices by the Australian public

is expanding, but the term‘Internet of
Things'is still not commonly understood.
Representatives from the ACMA, the Australian
Communications Consumer Action Network
and CHOICE, an Australian consumers’
organisation, indicate that issues such as
personal data collection and use, privacy and
security remain secondary, with customers
choosing to buy loT devices for convenience
and functionality. According to the Australian
Communications Consumer Action Network,
Australians are gradually becoming aware

of new loT devices that are coming onto the
market, but their awareness of the potential
impacts of these technologies is more limited.

The CHOICE representative argued that most
Australians have not yet been exposed to
mass media coverage about the IoT, let alone
about the significant risks related to loT
devices. It is difficult for consumers to identify
how loT devices such as smart home security
systems, smart toys or digital assistants are
generating and using personal data. If there
had been local incidents of vulnerable groups,
such as children, being adversely affected by
these technologies, Australians would possibly
be more cautious about loT technologies.
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These agencies suggested that better
consumer consultation and consumer
design-led initiatives need to be established
in Australia. However, the lack of data about
consumer understanding of the loT and the
rapid rate of change of these technologies
makes the idea of consultation challenging.

These agencies, as well as representatives
from Austroads and Intelligent Transport
Systems (ITS) Australia, emphasised that
access to reliable connectivity remains a
problem for Australian consumers living

in RRR areas; even some areas very close

to major cities lack reliable connection to
mobile phone networks or WiFi. Austroads
representatives noted that more fatal vehicle
accidents take place on rural roads than
urban roads, and poor connectivity can
hinder emergency services response times,
increasing risk of lasting injury or damage
to property. This means that it will also be
difficult for smart transport and road safety
systems to operate in these conditions. Key
infrastructure is already lacking; for example,
most roads are managed by resource-poor
local councils and many Australian roads
remain unsealed. Vast volumes of data are
already generated by smart sensing and
other digital data collection on Australian
transport systems, but agencies are finding it
challenging to make use of the data.

The Cairns Institute at James Cook University
studied the connectivity and digital inclusion
of agricultural communities in Far North
Queensland (Marshall et al., 2019). The report
found that basic infrastructure needed to
support the uptake of novel technologies
like the loT was deficient in this region. The
authors recommended that the Australian
Government improve affordability and access

to digital connectivity in RRR areas and
provide targeted digital capability building
and skills programs. Without these basic
requirements being fulfilled, smart farming
and other loT services that can increase
productivity may have little chance of success
in RRR areas.

Very few studies exist of Australian consumers’
use of existing loT devices. One study
involving Australian families who were early
adopters of smart home technologies showed
that participants often used smart home
surveillance technologies to engage in caring
remotely, by checking that children, family
members with disabilities, or pets were safe
and protected (Strengers et al., 2019).

1.8 Regulatory
developments

The Australian Government has assessed
the loT as part of broader work on emerging
technologies. The Productivity Commission’s
2017 research report on data use and
availability mentioned the increasing use

of loT devices as sources of data collection.
It contained a case study which included
some examples of loT devices and described
potential risks and challenges to successful
deployment of these technologies. The
ACCC's recent Digital Platforms Inquiry

also recognised challenges posed by loT
devices. However, the wider impact of such
technologies was still too unclear to form a
foundation for specific recommendations to
government, other than that policy-makers
should ‘actively engage with the implications
of these developments when formulating
policy and considering regulatory reform’
(Australian Competition and Consumer
Commission, 2019a, p. 518).



The Australian Government is developing
their 2020 Cyber Security Strategy (Australian
Government, 2019a). The Department

of Home Affairs alongside the Australian
Cyber Security Centre has also released a
proposed voluntary code of practice for
public consultation that recommends a set of
measures for industry as the standard for loT
devices (Australian Government, 2019b) and
to raise awareness in industry and, indirectly,
with consumers.

Stakeholders across sectors noted key efforts
on standardisation, including:

« The IoTAA has released two successive
versions of an loT Security Guideline
(Internet of Things Alliance Australia,
2017b). They have also released a Good
Data Guide, suggesting principles by
which businesses should abide in dealing
with consumers (Internet of Things
Alliance Australia, 2017a).

- Standards Australia noted that they
were actively participating in the ISO
and the International Electrotechnical
Commission’s International Standards
body, working with a national committee
to develop a set of standards for
application to Australia in the next
6-12 months. Standards Australia also
released a Smart Cities Standards Roadmap
in August 2020, with recommendations
for Australian governments and industry
to support the ongoing development of
smart cities and communities in Australia.

+ Austroads indicated that the National
Transport Commission and state and
territory governments have been assessing

the deployment of CAVs, including
guidelines for trials in Australia. However,
the mobility sector will face specific
challenges with interoperability, given that
most vehicles in Australia are exported
from overseas. Ideally, standards should be
coordinated at a national level to ensure
vehicles can operate across different
jurisdictions.

The Commonwealth Scientific and
Industrial Research Organisation (CSIRO)
and IBM Research considered that the
required standards were already in place
for the health sector and further work was
not necessarily needed. In fact, revised
standards for the health sector could
damage the nuance and sophistication
of the current system. Stakeholders
suggested that future directions should
focus on integrating the loT with existing
records, technologies and behaviours.

CHOICE noted that Australia already has
very good consumer legal protection by
international standards. It can build on

this in relation to loT technologies, as
consumer laws are framed in general terms
and are therefore applicable to many new
consumer goods and services.

In terms of telecommunications regulation,
the ACMA noted that developments in

loT technologies have been successfully
encompassed within existing regulatory
arrangements across its regulatory remit,
with regulatory settings to be readjusted
as needed. ACMA also released an Internet
of Things Occasional Paper in August 2020
exploring the impacts of loT across media
and communications.
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CHAPTER 2
APPLICATIONS OF THE IOT IN
SMART CITIES AND REGIONS

Chapter overview

Short-term - Future developments in loT-based

. healthcare could use Al to assist
- Key sectors where |oT is forecast to have

high impact in the short term include and inform health professionals and

! : : enhance current diagnostic capability.
service delivery, advanced manufacturing/ 9 P y

Industry 4.0 and health service delivery. To realise the potential of IoT-based

healthcare and guide implementation in

- loT systems are becoming more integral Australia, national bodies could consider

to the delivery of services by supporting developing a strategy that assesses

the integration of real-time information loT health applications from a clinical

services in the delivery of transport, implementation perspective, outlines areas

urban planning, infrastructure and utilities for further R&D and provides appropriate

management, and citizen engagement regulation for data management.
by governments at local, state and

federal levels.
Medium-term
- Through artificial intelligence and

predictive analytics tools, the loT will » Medium term applications of the loT

enable smart infrastructure systems to help include smart mobility, freight and

city managers monitor the performance of logistics, public service transformations,

vital assets, identify key areas where city education and smart campuses, and in

services are lagging, and inform decision the creative industries: galleries, libraries,

makers on how to manage city growth and archives and museums (GLAM) sector.

make our cities more liveable. - Smart mobility is forecast as one of the

- There is a shift towards ‘platform urbanism, medium-term applications to improve

whereby technology companies use mobility and public transport in cities

advances in the loT and data analytics to and regions. This encompasses the use

extend the reach of their existing platform of technology and advanced algorithms

ecosystems into urban domains. to provide travellers with seamless and

flexible trips across all modes of transport.



- loT applications in freight and logistics Long-term

include real-time tracking of shipments, o )
) o - Opportunities in the long-term include
warehouse-capacity optimisation, o , ' '
o ] ) digital twins, novel data considerations
predictive asset maintenance and last-mile
) ) ) ) from data captured from the loT and
delivery, leading to improved operational . o '
o ] enabling ubiquitous interfaces and
efficiency, safety and security. _ ‘
augmented/virtual reality.

- The loT has the potential to transform ' ‘ o
, , o - It is predicted that the value of digital
government service delivery by facilitating ' o '

) twins will rise exponentially over the next
a more customer-centric approach

) ) ) decade and eventually overtake the value
through data integration. The capacity ' ‘

o . of the manufacturing process equipment.

for transformative impacts may require a

‘reinvention of governance’in government - Developments in real-time loT data
service delivery. analytics are likely to lead to a research

o field in its own right with a plethora
« GLAM loT initiatives demonstrate the ) o o
- o o of dissemination and exploitation
opportunities to use participatory exhibits N _
o o opportunities. It is expected that the loT
to encourage citizen participation and o
] ) o will increase the number of personally
interaction. Initiatives such as these could _ - .
) o identifiable data flows. Data science
be used to improve data and digital ‘ .
) S techniques and provenance schemes will
literacy as the use of connected devices in , o . ,
, be useful in assisting to quantify the likely
society becomes more commonplace. -
completeness, precision and accuracy of

« Ourincreasing dependence on data records.

connectivity for essential services _ o _
, - Data integration is likely to provide
should be assessed as part of ongoing - ]
) ) opportunities in pervasive and augmented
prevention and response to future disaster , o
) reality, where connected decision-
management. State emergency service . o .
) ) ) interface technologies like glasses with
departments could consider integrating _ ‘ _ _
) ) ) visual, auditory and tactile augmentation
emerging technologies, such as loT, with S )
] . capabilities linked to other mobile
their existing systems so that accurate and _
] ] ) and wearable technology will make
targeted information can be strategically . . _ _
_ N information access and interactions more
deployed directly to local authorities. o _
ubiquitous and pervasive.
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2.1 Introduction

This chapter focuses on applications that are
likely to have scalable impact across cities
and regions, highlighting the opportunities
and challenges they present. Applications are
divided across the following sections: cities
and regions; cities/urban areas and regions.
loT will enable users to monitor and manage
devices, systems and infrastructure remotely,
and then analyse and act on the information
received from various real-time data streams
(Mohanty et al,, 2016). Figure 6 shows a
range of potential loT applications over the

next decade.

While the application of the loT across
cities and regions differs according to the
requirements of a place, common goals can
be achieved, such as sustainability, citizen
wellbeing, optimisation of services, and
economic and productivity gains (Figure 7).

A smart city can be defined as a city that

(i) has connections between its physical,
information, communications, social and
business infrastructures, and (ii) has the
potential to consolidate datasets and analyse
these to optimise services. Smart city services
need to be secure and trustworthy as well as

scalable and efficient.

Sustainability a
and resource Creative
management industries

disasters

Smart road
safety

Service
delivery

Rural, regional and remote areas

Digital
twins

Frte

Ubiquitous interfaces/
augmented reality

S

Connected and
automated
vehicles

00 a

Freight and
logistics
000 U '6 n
q_g} yop
vyopy

Prevention and Novel data Advanceq Public service Traffic
management of considerations manufacturing/ transformations control and
environmental Industry 4.0

management

Healthcare

Mobility as
a service

Smart cities

Figure 6: loT applications in smart cities and regions




Smart regions have similar requirements to
cities but the loT applications in regions are
likely to be related to specific opportunities
or challenges faced by that community.

Key applications for the loT in regions are
likely to be agricultural (e.g. monitoring
livestock and crops on farms)'® and resource
management (e.g. monitoring water and
energy usage). During consultation with state
and territory governments, it was suggested
that while key loT investments are likely

to occur in cities, deployments in regional
and remote areas may be of greater utility
and value because the loT can be used to
optimise the use and management of limited
resources for smaller communities. Mid-sized
cities such as Newcastle, the Gold Coast

and Wollongong have also seen significant
investments to date. Local governments and
the Australian Government have co-invested
in initiatives through the Smart Cities and
Suburbs Program.

As with all emerging technologies, the
expected impact of the loT across sectors is
difficult to predict accurately.

Environmental
sustainability

Citizen wellbeing
+ Public safety

Additionally, changing market trends and
customer preferences is likely to result in
uneven impacts within sectors. However,
categorising applications by anticipated
impact can provide a useful baseline to
guide investment and policy efforts by
government and industry. We are already
beginning to see the benefits of the loT in
service delivery, healthcare and Industry 4.0
or advanced manufacturing. In particular,
many cities and local government areas
have begun implementing loT solutions

to track and monitor urban issues such

as traffic congestion, waste management
and community safety. Developments in
loT-enhanced healthcare have been driven by
the recent emergence of COVID-19, and the
need to improve patient-centred outcomes,
track community transmission rates and
reduce burden on hospitals. In Industry

4.0 there are opportunities for reshoring a
domestic manufacturing sector by enabling
agile and responsive production without

a high labour cost. This could help make
Australia globally competitive.

Economic viability
« Investment

Productive

: E”‘?'Qy « Education . Jobs and Smart policies ”
efficiency . Healthcare opportunities and objectives cities: path to
. Pollution . transformation
. Social care + Innovation
+ Resources
T~
o~
Smart Instrument
Smart Smart Smart Smart infrastructure to manage
mobility utilities buildings governance . ——
and services —
Integrate to
innovate
. . i . o~
Sensor networks Smart devices Date analytics Smart city ——
operating Optimise t
Communications Control systems Cloud services system ptimise to
transform

Figure 7: Smart infrastructure underpinned by digital innovations can help cities and

regions to achieve their goals

Adapted from Dia et al., 2019.

16 Refer to the ACOLA Report The Future of Agricultural Technologies (Lockie et al., 2020).
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In the medium term, it is anticipated that
the smart mobility sector, freight and
logistics sector, public service, education
and creative industries are likely to gain
significant improvements and opportunities
from the use of loT. Accurate and real-time
monitoring of public transport systems will
enhance population mobility in urban areas
with the use of sensors across assets, offering
more freedom in choice and convenience
for users. The freight and logistics industry
also stands to gain considerable benefits
from the integration of loT across the entire
supply chain including real-time tracking of
shipments, warehouse-capacity optimisation,
predictive asset maintenance and last-

mile delivery. Transformations in the public
service are likely to require a ‘reinvention of
governance, where the loT will enable the
extension of data analytics into more diverse
dimensions of service delivery, facilitating a
more customer-centric approach, reducing
resource use, and improving regulatory
compliance. In the education and the creative
sector, the use of loT will create dynamically
responsive and tailored environments,

such as improving classroom and campus
environments or facilitating new ways to
interact with museum or gallery collections
and environments.

In the future, long-term applications include
capitalising on the exponential quantities of
data that will be captured from the loT. This
includes the development of digital twins,
which will enable the creation of detailed
and real-time digital representations of a
physical asset to model its lifecycle and
improve diagnostics and maintenance. Digital
twins have been forecast to be more valuable
than physical asset themselves. Novel ways
to analyse and process data are likely to
emerge, and will also support associated
technologies such as augmented reality

and ubiquitous interfaces.

2.2 loT applications
across cities and regions

The IoT is already providing benefits across
cities and regions including service delivery,
public service transformations and healthcare.
In the next five to seven years, we expect
integration of loT into the education sector
as well as the creative industries to improve
engagement with students and community.
Industries such as advanced manufacturing,
freight and logistics are also expected to see
productivity and efficiency gains, particularly
with the advent of digital twins. Future areas
for growth at the end of the decade include
capturing value from vast amounts of data
collected from loT networks which may lead
to new business models to process, verify
and analyse data, and supplement associated
technologies such as augmented reality and
ubiquitous interfaces.

2.2.1 Service delivery

loT systems are increasingly becoming
integral to the delivery of services such as
transport, urban planning, infrastructure

and utilities management, and citizen
engagement. In Australia, the implementation
of the IoT has been accelerated through the
Australian Government’s Smart Cities and
Suburbs Program. This initiative has made co-
investments with local governments in smart
city trials in domains such as smart parking,
smart waste management, smart metering
and digital engagement initiatives.

2.2.11 Predictive infrastructure
management and monitoring

Infrastructure operators have used supervisory
control and data acquisition systems

to monitor, gather and process data in
real-time for decades. loT systems now offer
opportunities to improve these systems



through enhanced detection, prevention

and maintenance. For city governments,

the applications could be as diverse as the
monitoring and management of traffic
infrastructure, household utilities, crime and
adaptation to climate change (e.g. through
urban heat monitoring, tree canopy mapping,
and flood management) (Kamilaris and
Ostermann, 2018).

Sensors in urban environments communicate
with each other to enhance infrastructure
capability and resilience. This dramatically
lowers the cost of deployment and operation
of data collection, management and analysis.
It also enables automated and finely grained
monitoring of asset utilisation to better
predict and plan for capital expenditure

and lifecycle costs (Manyika et al., 2015).
Through Al and predictive analytics tools,
smart infrastructure systems can help city
managers monitor the performance of vital
assets, identify areas where city services are
lagging, manage city growth and make our
cities more liveable. For example, loT systems
can be used to detect vulnerabilities or faults
in assets to prevent major interruptions to
services that can be costly and disruptive. This
also means there is higher resource utilisation
and reduced capital and operational costs.
Other potential applications of the loT
include the use of digital dashboards by local
governments to capture functions of urban
services, including traffic incidents, planning
and property approvals, and the health and
maintenance of street trees.

City of Newcastle's depiction of a smart city
zone (Figure 8) demonstrates the seamless
integration of sensors into a connected
network that enhances public spaces and
service delivery.

2.2.1.2 Predictive management
of road infrastructure

Poor maintenance of infrastructure can be
costly and may result in damage, including,
in the case of roads, risk to driver safety
(Mednis et al.,, 2011). loT offers opportunities
to fundamentally transform the way our
transport infrastructure is maintained.

For example, sensors that monitor the
structural integrity of bridges have proved

to be effective in identifying maintenance
needs, which helps to ensure safety for
travellers (Kurata et al., 2012). Road condition
monitoring has also been proposed in New
South Wales (NSW) and trials have shown
detection of 97.5 percent of road damage
(Anaissi et al,, 2019). Deep learning techniques
can be used to improve the accuracy of data
collected from sensors for the automatic
detection of different road surface conditions,
with the results showing high detection
accuracy (Varona et al., 2019). Advances in
this space will allow for the creation of digital
simulation models by integrating loT, Al, data
analytics and machine learning.

In RRR areas, predictive maintenance

enabled by loT is particularly useful as

road and transport infrastructure can be
challenging to maintain, requiring high cost
and manpower where roads are particularly
remote (see, for example, Cardinia Shire
Council, 2019). Regular data feedback on

the quality of infrastructure, with alerts sent
when repairs are required, would optimise
existing processes, streamlining roadwork
maintenance schedules and reducing costs for
local governments. A focus on high-reliability,
low-power, solar-based systems that require
minimal installation should be considered.
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Figure 8: City of Newcastle’s prospect for a future Smart City

Adapted from City of Newcastle, 2017.

SMART CITY APP

A city app makes information
on the city easily available.
What's on in Newcastle, how
to get to music venues and
restaurants, or real time
transport info is simple and
up-to-date.

INTERNET OF THINGS (IOT)
An |oT platform connects
almost any device in the
city to the internet and to
each other. Apps, sensors,
and smart city applications
generate data on the city.
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SMART MOBILITY

All forms of transport are
linked together to make
getting around simple and
seamless. Timetables are
synced and vehicle locations
provided in real time to
provide a better travel
experience.

(4
V7774 4

INTERACTIVE PLAY FEATURES
Sensor-based interactive lighting
and water features create a
dynamic public domain and
provide entertainment and bring
innovation to the city streets.

SMART SCREENS
Interactive smart screens
around the CBD provide
information to help people
find out the latest on
what'’s going on in the city.

TECHNOLOGY
IN THE STREET

Light rail stops with
sensor-based smart
lighting and technologies
including interactive
information screens, device
charging, WiFi hotspot and
help points to make life
easier and safer.



SMART BINS

Sensors linked to the loT
platform collect data on
the city and transform
everyday items into
smart infrastructure. Bin
sensors will detect when
bins are full and optimise
collection routes.

PUBLIC WIFI

Free public WiFi is
available providing high
speed quality internet
access no matter where
you are in the CBD.

SMART LIGHTING

Smart poles provide energy
efficient LED lighting, but that'’s
not all. Each pole can house WiFi
signal points, sensors, public
address system and more.

SMART ENERGY
Buildings are powered
by the sun through solar
panels connected to
battery storage.

ELECTRIC VEHICLE
CHARGE POINTS

Electric vehicle charge
points are available around

the city to recharge
electric cars and other
e-vehicles, all powered
by the smart grid.

FUTURE EDUCATION

The smart city has a University
at its heart. NewSpace uses
new ways of teaching and
researching to drive forward
our thinking about the
challenges of the future.

SMART PARKING AND

TRAFFIC SENSORS

Sensors in the street detect
available parking and send data
to drivers. Intelligent traffic
systems provide information

to help driver’s better handle
congestion or accidents.

INNOVATION HUB AND
DIGITAL SANDBOX

City data collected through
the loT Platform is provided

to the Innovation Hub for
entrepreneurs, start-ups,
researchers and students to
experiment and collaborate on
ideas for improving the city.

UNDERGROUND FIBRE
OPTIC CABLING

Fibre optic cables run underground
throughout the city bringing
high-speed data and information
to business, students, visitors and
residents. The fibre-enabled city

is attractive and more liveable.

SMART PARKING APP

A smart parking app will
guide drivers quickly to the
best available parking spot
near their destination; pay by
phone and top up remotely.

This is an indicative illustration only



2.2.1.3 Resource and utility management

The potential for future energy and water
insecurity calls for better allocation and
management of existing resources. loT
sensors and distributed systems can optimise
consumption and resource allocation

(Mohanty et al,, 2016). Smart sensors can assist

in early detection of risks and faults reducing
the need for future, more costly repairs, while
smart meters record consumption and relay
that information for monitoring and billing,
facilitating accurate and reliable readings with
minimal intervention. This can assist users to
track consumption and make more informed
choices. This results in more efficient,
integrated, economical and more sustainable
systems, with lower levels of resource loss,
higher-quality supply and increased safety

of systems and users (Mohanty et al., 2016).

Energy management

The loT presents a major opportunity

in energy management for cities and
regions. Australia’s electricity grid is rapidly
transitioning to a two-way system in which
energy consumers are also producers, or
‘orosumers’. The ‘future grid’enabled by the
loT could include:

+ ‘smart grid'technology, which uses loT
devices to ensure an energy grid can
more responsively react to local changes
in energy use and supply.” This will
include technologies such as rooftop solar
photovoltaic systems, battery storage,
automated control of hot water systems
and pool pumps, and smart or loT-enabled
appliances and air conditioning

- increased capture of renewable energy
(solar, wind, hydrogen) by providing
real-time responses to the natural
fluctuations in generation, and to
enable allocation at specified voltage
and frequencies

- demand response programs that ask
households and businesses to vary the
timing of their consumption in response
to variable pricing, incentives, rewards or
other appeals

< community-scale projects such
as micro-grids

. atwo-sided energy market involving
third-party platforms and vendors, such
as demand response aggregation and
peer-to-peer trading.

Existing and future loT applications allow
consumers to spread their energy use more
evenly, for example, by installing technologies
which automate usage ('set and forget’)

or by agreeing to external monitoring and
control of their energy production, storage
and appliances for increased visibility and
decision making. The loT will also allow
consumers to more effectively capture

and share energy back into the grid. This
future grid would involve a two-way system
of energy production and use, increasing
distributed energy resources. These moves
will feed into existing possibilities for
balancing energy supply and demand to the
population, including technologies such as
solar photovoltaic systems, smart appliances
and micro-grids.

17 This is sometimes described as the ‘Internet of Energy’ (IoE). IoE sensors optimise the efficiency of energy infrastructure,
reduce wastage and have various applications, such as power monitoring and demand-side energy management.
For example, a consumer device such as a washing machine could, when connected to the internet, only operate when
there is sufficient energy from solar power. loE also helps power companies generate energy based on demand, thus

reducing wastage.



For RRR communities, the loT may help to
conserve energy resources, particularly as
regional communities pay higher costs for
energy and are far more likely to be adversely
impacted by extreme weather events compared
to urban areas (The Climate Council, 2016).

Water management

With high water allocation prices expected to
continue and the risk of droughts (Westwood
et al, 2019), usage, resource-sharing and
recycling practices will require greater visibility
across homes, precincts and buildings. Water
conservation management can be enhanced
through early detection of leaks in pipes using
sensors, as well as through the provision of
more data to consumers so that they can track
water usage and costs.

Case study 1: Smart customer
water monitoring

The Goldfields Water County Council’s app,
MyH20, enables consumers to access hourly
water usage, set consumption targets and
receive alerts (including detected leaks) via
their smart phone in conjunction with existing
smart water meter reading technology. This
will help minimise costly bills and help reduce
consumption. This project was funded under
the Australian Government’s Smart Cities and
Suburbs Program.

Case study 2: Innovation in water
management practices

Pooled Energy is a start-up that bundles

pool cleaning management with optimised
energy supply, using a pool automation unit
that connects to an existing pool pump.
Information on the electricity market, grid
and weather information, as well as swimming
activity, is analysed to calculate the most
cost-efficient time to run pool equipment
(Pooled Energy, 2020).

Waste management

There have already been efficiency
improvements in waste management through
the use of smart bins in Newcastle and
Melbourne (City of Melbourne, 2016; Intouch
Magazine, 2019). Sensors in smart public
bins monitor waste levels and, when bins are
full, report to waste management services to
facilitate efficient removal. The Melbourne
City Council noted that average weekly
collections had been reduced from eight
times a day to once a day (City of Melbourne,
2016). As the technology improves, and more
data are collected, there will be opportunities
to obtain more nuanced data to further
optimise service delivery. Northern Beaches
City Council, NSW, is testing ‘crushing’ bins
that compact waste in places where traffic

is high and which are not easily accessible

by garbage trucks, for example, at Shelley
Beach in Manly (Riches, 2019). In the future,
alternative data streams such as traffic and
weather data could be integrated to further
optimise waste disposal routes.

The loT may also be able to optimise recycling
processes, by using sensors to separate
specific materials at the time of collection.
Investigations into low cost loT technologies
to support these types of use cases are
nascent, but hold promise. Over time these
technologies could enable very specific and
targeted selection of waste and may enable
the development of new products based on
recycled materials. During consultation, an
loTAA representative noted that Canterbury
Bankstown Council, NSW, is currently
investigating the possibility of council
garbage trucks identifying, and possibly

even sorting, household recyclable garbage.
Support and investment by governments
could drive innovation in this sector, providing
novel ways to manage waste, as well as

creating new employment opportunities.
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2.2.1.4 Public safety and emergency
management

loT has high utility in public safety and
emergency management. Tangible benefits
of these applications include: enhanced
situational awareness at command centres,
the ability to manage applications remotely
and safely, and greater protection and
oversight of first responders (European
Telecommunications Standards Institute,
2019). This domain is expected to evolve
from one of critical communications to
‘critical intelligence’ Use case examples
include: automatic fire detection systems

in buildings and industry; monitoring of
chemical, biological, radiological and nuclear
air and water pollutants; emergency road
management, surveillance systems for early
detection of environmental disasters such
as bushfires or flooding, and wearables to
monitor personal safety and bio-vitals of first
responders (European Telecommunications
Standards Institute, 2019). The success of
loT systems for public safety and emergency
management will depend on accuracy,
reliability and ensuring redundancies are in

place, to prevent potential failure conditions.
This could include notifications to report low
battery of devices or disrupted connectivity.
Regulatory protections to preserve privacy
and security will also be a critical factor in
enabling public trust and confidence in these
systems (European Telecommunications
Standards Institute, 2019).

2.2.1.5 On-demand public transport

Provision of high-quality public transport
services is one of the most effective ways to
provide mobility services to match expected
population growth, and to maximise existing
road infrastructure, particularly in major cities
(Figure 9). Conventional public transport
systems operate according to a timetable

on fixed routes, as this is most cost-effective
for operators in urban areas during peak
times, due to maximum vehicle utilisation
(Transport NSW, 2020). However, services are
usually reduced during off-peak periods and
in low-density areas due to lower demands,
leading to poor performance and reduced
traveller satisfaction (Liyanage et al,, 2019).

Figure 9: Space requirements for different modes of transport

Source: We Ride Australia, 2018.



On-demand public transport based on

loT technology is an attractive option to
improve public transport services (Chong et
al, 2012; Spieser et al,, 2014), where access

to real-time analysis of traffic and weather
conditions (Burrows and Bradburn, 2014) and
origin—destination demand can provide users
with a more convenient, efficient, reliable and
safe service (lon et al,, 2017; Liu and Ceder,
2015; Ma et al., 2017; Rosin, 2018). In addition,
reductions in passenger wait time and travel
time result in increased satisfaction and
personal security (Brakewood and Watkins,
2018; Zhang et al,, 2011; Zografos et al., 2008).
It is estimated that reducing commuter buffer
time could provide time savings equivalent
to more than $60 billion per year (Manyika

et al, 2015). Current examples include an
on-demand mini-bus service in Sydney
(Transport NSW, 2020).

2.2.2 Healthcare

The potential of loT is growing in healthcare
and these developments provide great
opportunity for healthcare systems to
proactively predict health issues, diagnose,
treat and monitor patients both in- and
out-of-hospital. Cloud-based computing
allows smart devices to collect information
through sensing systems, in the form of
medical devices, medications, activity trackers,
and vital sign wearables, to remotely store this
information, which can enable complex data
analysis and Al-driven health decisions.

2.2.2.1 Smart connected
healthcare systems

Smart connected healthcare systems offer the
opportunity to improve IT systems currently
used in healthcare, as well as integrate

loT devices to complement health service
delivery (Sundaravadivel et al., 2018). Australia
isin a unique position in its opportunity for
growth in technology-assisted healthcare,
transitioning from paper records to electronic
patient records and other ICT health systems,
into a single integrated system. This can
provide health professionals and patients with
greater insight into disease trajectories and
outcomes, interventions and readmissions,

as well as improved healthcare planning

and budget allocations.

My Health Record is a cloud-based system that
is managed by patients to share information
with their healthcare providers. A future
strategy integrating the use of the loT could
be to link data from health wearables to

My Health Record to allow patients to view
analysis of health risks, patterns and advice,
all derived from loT-based healthcare. Such
initiatives will require a high degree of trust
that data entered into a system like My Health
Record are protected from illegal access or
inadvertent breaches due to human error. For
example, many Australians have opted out

of having a My Health Record automatically
created for them due to ongoing concerns
about data privacy and security. However,
developing analytical methods to harness the
data being generated from integrated digital
health records will be a particular challenge,
as are interoperability and data storage
solutions. For example, the Princess Alexandra
Hospital in Brisbane, which has integrated
EMR, generates more than 1 million‘atomised’
data points daily.
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Scenario 2;: Smart healthcare

Mrs Rushmore is five minutes late for

her doctor’s appointment, as her smart
watch reminds her for the fourth time.
Luckily, it will only take her two minutes
to get to the medical clinic situated in

the residential facility where she lives. Her
doctor, Dr Clements, is based in Sydney
but has a telehealth practice that allowed
Mrs Rushmore to stay on as a patient after
she moved back to northern Queensland
to be closer to her family. One of the
nurses, who has also trained in information
technology, assists Mrs Rushmore into the
video-conference booth and settles her in.

Dr Clements is also running a little late,

so Mrs Rushmore has time to look at her
patient statistics. These are determined

by a number of devices she always carries
that send data to her phone. The statistics
are also shared securely with her doctor.
Her watch monitors her heart rate, blood
pressure and exercise levels. Her blood
sugar is checked by another device to help
monitor her Type Il diabetes. Everything
seems fine, although her blood sugar levels

are a little low. The device samples blood
and measures blood glucose and can be
used to inform her regular insulin injections.
She checks the last reading, which was sent
to Dr Clements practice’s secure server 15
minutes ago. Her patient data is sent every
half hour, so Dr Clements is able to monitor
Mrs Rushmore’s statistics in real time. Mrs
Rushmore likes these devices because they
have made things a lot more convenient for
her. She also likes the fact that they will send
an immediate alert to emergency services and
to Dr Clements if they detect any significant
discrepancies in Mrs Rushmore's vitals.

Dr Clements comes online and reviews

Mrs Rushmore’s statistics, which have been
handily analysed and compiled into data
charts. In reviewing the data, she thinks Mrs
Rushmore might require a new medication for
her blood pressure. She has been tracking the
data and it seems that Mrs Rushmore’s heart
rate has been variable. She sends a quick note
to the nurse on duty and the pharmacist at
Mrs Rushmore’s residential home to start her
on the new course.



2.2.2.2 Smart health devices

loT devices with applications for health and
healthcare are being developed and include
activity tracking devices, surgical devices,
physiological monitoring devices and mobile
phone apps. Sensing technologies allow for
treatments to be monitored in real-time and
physiological parameters about a patient to be
acquired, so that diagnosis and high-quality
treatment can be fast-tracked. The careful
design and utility of sensing technologies
can allow for continual data acquisition

from patients with minimal disruption to the
daily routine, facilitating the improvement

of treatment outcomes and the reduction of
healthcare costs (Dang et al.,, 2019).

Wearable smart devices allow data from
wearable sensors to be connected with

the cloud through Bluetooth, WiFi or GSM
(Global System for Mobile Communications)
(Bhatt and Bhatt, 2017). While wearable
devices are becoming more prevalent and
diverse in a demanding market, an important
consideration will be their utility and wider
role in an loT-based healthcare system.

While the market for smart health devices is
growing, not all are clinically tested or proven
to be safe and effective. The Therapeutic Goods
Administration is responsible for the regulation
of medical and health devices in Australia.
Ensuring that loT devices are clinically proven
and efficacious is essential to their availability
and uptake by healthcare systems.

2.2.2.3 Primary (preventive) healthcare

loT-based healthcare has the potential to
assist in the primary intervention of many
preventable diseases and improve population
health (Australian Institute of Health and
Welfare, 2019). However, it is important to
note that there is currently a lack of evidence
underpinning the majority of health apps

on the open market to support these types
of initiatives (James et al,, 2018). Future
applications of loT-based healthcare should
harness outcomes and learnings from apps
that have been designed and developed from
a strong evidence base.

2.2.2.4 Secondary and tertiary healthcare

An loT-based healthcare system enables
transition from a traditional model of service
delivery which can be reactive, intermittent
and sometimes uncoordinated to a more
proactive, continuous and coordinated
approach. Future applications of loT-based
healthcare could connect the patient

and their care provider for treatment or
monitoring outside of the hospital and in the
patient’s home, reducing health spending
and improving the delivery of patient-centred
care, through wearables and other interactive
devices. Current examples include continuous
glucose monitoring for people with diabetes
on insulin pumps (N. Cohen, 2015) and remote
monitoring of implanted cardiac devices
(Queensland Cardiovascular Group, 2017).

Case study 3: Smart medications

Digital (or smart) medications typically consist of an ingestible sensor which communicates with an
external body sensor such as a wearable patch (Plowman et al., 2018).The patch detects the signals
from the ingested sensor and wirelessly communicates data to a mobile app or web portal (patient

or provider). Information is stored in the cloud and is used to evaluate medication adherence and

absorption and to measure activity and heart rate. The ultimate goal of digital medications is to

improve clinical outcomes through better patient self-care, enhanced patient-provider dialogue

and data-driven optimisation of therapy (Frias et al., 2017; Naik et al., 2017).

55 m—



loT-based healthcare could also encourage
self-monitoring and data-driven health
decisions and encourage people to seek
health support when they need it through
alerts and feedback. It may also provide the
patient with information on when, where and
who to seek professional health advice from
(Korzun, 2017). loT-based healthcare could
also encourage self-monitoring and data-

driven health decisions, regardless of location.

Research on costs and benefits of these
initiatives is still emerging but overall health
expenditure has been shown to be reduced
by decreasing staffing and time in clinics,
with time and financial costs associated

with device set up and operation shifting

to industry (Wilsmore and Leitch, 2017).
Furthermore, costs are likely to be reduced as
these applications become more ubiquitous.
Future developments in loT-based healthcare
could also use Al to assist and inform

health professionals and enhance current
diagnostic capability.

2.2.2.5 RRR health service delivery

Mobile health and electronic health are
examples of telehealth initiatives that use
technology such as mobile phones and
tablets to deliver care programs. These
programs are flexible in time and location,
with the potential to offer intensive
interventions that may not be feasible with
traditional care models. Some of these
programs are slowly being adopted into
clinical systems in Australia (Goode et al,,
2013; Khanal et al.,, 2016). These initiatives
may be particularly attractive to patients
in RRR areas who have limited access to
healthcare services.

There is currently limited research on the
application of the 1oT to telehealth in RRR
areas. However, research to date highlights
the adaptability and flexibility of the service
model in response to needs as often

being critical for success (Bradford et al.,
2016). Remote patient monitoring will be
advantageous for RRR areas, where cost and
distance can limit access to high-quality
patient centred care. This reduces costs to
patients in these areas (especially reducing
travel to health services and potentially
moving to a care facility earlier than needed)
and the health system.

While data issues, especially security and
ownership (outlined in Chapter 3), will

be of paramount concern to patients and
service providers, it is clear that the loT will
supplement and optimise existing processes
in telehealth for RRR communities. However,
careful consideration will be needed in the
implementation and resourcing of loT health
applications to address concerns from all
stakeholders, especially given the vulnerable
nature of some health users.

Case study 4: Wearable devices to
monitor mental health conditions

Digital phenotyping using smartphone sensors
to passively monitor day-to-day behaviour
has been used successfully to identify
individuals with bipolar disorder at risk of
relapse (Kakria et al., 2015). This has enabled
early intervention to minimise symptoms and
impact on quality of life. Significant further
R&D is required, however, before such services
are ready for clinical or public use, including
ensuring the protection of these highly
sensitive data (Tashjian et al., 2017).




2.2.2.6 COVID-19

As of August 2020, the COVID-19 pandemic
has encouraged the development

and maturation of a number of digital
technologies including loT, big-data analytics
and Al that uses deep learning and blockchain
technology (Ting et al., 2020). loT use cases
have proven to be highly interconnected with
these technologies. loT ecosystems enabling
the real-time collection of data at scale have
been used by Al and deep learning systems
to understand trends, model risks and predict
outcomes. This is enhanced by blockchain
technology, integrating peer-to-peer networks
to ensure that data can be copied in multiple
physical locations, using modified algorithms
to ensure it is secure and traceable.

The loT has provided a platform that has
enabled public-health agencies access to data
for monitoring new cases, disease distribution
by country and severity of disease (Ting et al,,
2020). For example, Johns Hopkins University
Center for Systems Science and Engineering
has developed a tracking map to monitor
global statistics of COVID-19 cases, using

data collected from a range of data sources
including the United States’ Centers for
Disease, Control and Prevention, the World
Health Organization (WHO), and the Chinese
Centre for Disease Control and Prevention
(Ting et al,, 2020).

Smart health devices have also been deployed
to reduce physical contact, enforce quarantine
by tracking people’s movements, lower the
risk of healthcare-associated infections,
reduce the burden on hospitals and to relieve
caregivers. For example, wearable medical
sensors and smart thermometers have

been used in China and Taiwan to provide
continuous real-time monitoring and alerts
when abnormal body temperature is detected
(Koh, 2020a, 2020b).

Case study 5: Using smart
wearables to enhance telehealth

Smart wearables are being used in conjunction
with telehealth initiatives to support the
prioritisation of cases by severity, thereby
reducing the burden on the healthcare system.
For example, the University of New England

in NSW is trialling the use of pulse oximeters
to monitor vital signs (including heart rate,
temperature, oxygen saturation, blood
pressure and breathing) of patients who are

in isolation or quarantine, reducing the need
for extended hospital stays. Patients who test
positive for COVID-19 will be allocated to three
groups, either hospital admittance, home
monitoring for milder cases with risk factors,
or telehealth check-ups for less at-risk patients
staying in their own home. For patients being
remotely monitored, real-time alerts will be
sent to a Joint Virtual Care Centre. This centre
will also support clinicians from Armidale

and Tamworth and other externally based
specialists to deliver telehealth services.

The University of New England has noted

that a New England Virtual Hospital Network
will be developed in close partnership with
Hunter New England Health to progress the
regional network health system (University

of New England, 2020).

While these new loT technologies offer
important ways to deal with the COVID-19
pandemic, the preservation of human rights
needs to be carefully considered when
implementing loT measures that are directed
at monitoring people’s movements or
contacts and restricting their freedom to enter
public spaces in the interests of containing
the spread of the coronavirus. The accuracy
and reliability of algorithmic decision making
in these initiatives will require ongoing
responsive assessment.
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2.2.3 Public service transformations

The breadth of loT applications for
government service delivery is significant,
including health management and services,
utilities and resource management, urban
planning and traffic management. Outcomes
to these applications include facilitating a
more customer-centric approach, reducing
resource use, and improving regulatory
compliance.

However, the capacity for transformative
impacts is linked as much to a reinvention of
governance’around government as a platform
(GaaP) models of service delivery, as it is

to the integration of loT technology. GaaP
represents a model for digital transformation
of public services. The 2017 Productivity
Commission Inquiry on Data Availability

and Use has stated that ‘fundamental and
systematic changes are needed to the

way Australian governments, business

and individuals handle data (Productivity
Commission, 2017). These changes must be
implemented before the applications of the
loT can have a real impact on public services.
In particular, public agencies need to be
empowered to incorporate a wider variety of
data inputs and feedback loops (generated
by more prolific connected devices) to inform
decision making.

A model for how governments could

better integrate and link more diverse data
sources from the loT into decision making

is outlined by the Victorian Government’s
Data Reform Strategy (Victorian Government,
2018). Positioning the work of Victorian
agencies as part of a wider data ecosystem,
which includes both public and private
organisations, the strategy identifies the need

for linked data and data partnerships that
include a’‘data hub’ This creates opportunities
to draw from different layers of the data
ecosystem, as well as facilitating greater
sharing of de-identified data.'® Also integral
to this approach is a re-evaluation of different
points of service delivery, which are divided
into ‘person’, ‘place’and ‘economy’.

Figure 10 shows the kinds of data being
considered as part of the Victorian
Government's Data Reform Strategy. It
provides a useful schematic for understanding
how the loT has the potential to reshape
government services. While the loT facilitates
the extension of data analytics into more
diverse dimensions of service delivery, a re-
evaluation of underlying infrastructures and
protocols for sharing and using data across
government agencies and jurisdictions is
needed before major benefits can be realised.
The new infrastructure must respond to the
significance of data analytics in shaping wider
models of service design. It also requires more
ambitious adoption of GaaP frameworks that
address citizen- and user-centric approaches
to service design, which may require moving
away from existing agency structures. The
Victorian Government’s Data Reform Strategy
provides an example of work that could be
extended to other jurisdictions.

Fit-for-purpose data governance models
should also include consideration of the
implications of data commercialisation and
use (and data surveillance) being extended
into home and broader urban management
settings. Data commons and open data
collaboratives (discussed in section 2.5.5.2)
could be considered as an opportunity

for government to role model good data
governance and management.

18 Different state and territory privacy laws apply to de-identified data and the Office of the Australian Information

Commissioner also provides guidance on de-identification.
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Figure 10:‘Smart infrastructure’ framework underpinned by digital innovations
Adapted from Victorian Government, 2018.
2.2.31 Smart community engagement and education
The integration of the loT in service delivery for more ubiquitous technologies and sensors
enables a more experimental and bottom-up to facilitate a new kind of ‘architecture of
approach to urban management and design. participation’in which traditional urban social
As a result, urban interventions and innovation structures and governance methods could
initiatives, developed in urban living labs’, and be radically reconstituted. In more recent
other temporary initiatives have emerged. years, these experimental approaches have
For example, one of the first SENSEable City also been accompanied by citizen-sensing
Lab projects, Real-time Copenhagen, used initiatives (Gabrys, 2014) and urban living labs.
mobile devices to track people’s movements These have incorporated experimental uses of
through the city, displaying the pulse of the loT to explore the potential for improved
Copenhagen’s Kulturnatten (culture night) as data collection in areas such as water use, air
it unfolded in real-time. These ideas were part quality monitoring, temperature mapping and
of a wider movement that saw the potential citizen engagement (Bulkeley et al., 2016).
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These experimental approaches to citizen
science are also associated with the urban
transitions movement, which seeks to
accelerate the adoption of low-carbon and
other urban sustainability initiatives. They
offer ways in which the public can become
involved in generating data that are relevant
to their own concerns using loT technologies,
rather than just responding to top-down
initiatives.

Case study é: Student monitoring
of environmental indicators

In a program launched by the City of Perth in
August 2018, high school students partnered
with universities and urban planners to
examine how data sourced from loT sensors
can be used to facilitate new collaborations.
Schools were offered the ability to monitor
environmental indicators such as temperature,
humidity, air and water quality in their local
area and to collaborate with other participants
to understand data about local environmental
conditions. This project was funded by the
Australian Government'’s Smart Cities and
Suburbs Program.

2.2.4 Education and smart
campuses

The loT is being widely deployed across
educational settings and university campuses,
including some sites in Australia. In a sense,
applications of the loT in these environments
are similar to those across smart cities —
integrating more responsive, environmentally
efficient lighting, improved campus security,
and more granular understanding of campus
foot traffic dynamics, classroom uses and
parking issues. However, unlike many

cities, which incorporate multiple levels of
governance and a range of private utilities and
property developers, campuses are governed
in a more uniform and centralised way. This
can accelerate the adoption of loT devices by

universities as a tool for campus management,
as evidenced by the widespread adoption of
‘smart campus'initiatives across the sector.

Curtin University's smart campus vision seeks
to implement an loT infrastructure to gather
data on student movement and attendance to
provide analytics that support a smart campus
(McRae et al,, 2018). These approaches
connect with wider educational perspectives
that champion the role of technology in
enhancing student experience and learning.
Analysis of this initiative found there to be
potential benefits of the loT for students

with disabilities, allowing more personalised
information and services. However, the
benefits of these technologies were seen as
being outweighed by privacy, security and
interoperability concerns (McRae et al,, 2018).

A University of Melbourne smart campus
initiative has captured attention with its
implementation of over 700 applications
and loT devices that are used to measure
‘everything from temperature, energy use,
room capacity and to aid in wayfinding’
(Johnston, 2019). These initiatives are
described in terms of ‘optimising student
experiences’and also making the best use of
campus real estate — essentially improving
the performance of the university in terms of
property management and resource use.

Smart campus initiatives are an area of
significant investment across the higher
education sector. Many smart campus
initiatives are focused on improving
efficiencies in real estate management and
resource use, positioning their campuses
as'living labs’to support sustainability
initiatives. Aside from providing better data
on student experience and management of
services, smart campus data could be used
as a tool for data literacy and education,
supporting improved awareness of processes
of data collection and also the integration of
evidence and data as part of scientific policy
making (Coulson et al., 2018).



2.2.5 Creative industries

loT technologies are being used by the
galleries, libraries, archives and museum
(GLAM) sector to engage audiences, better
understand them and enhance visitor
experiences. The loT facilitates new ways of
interacting with collections and environments,
supporting a variety of new approaches to
curation, museum interpretation and public
engagement. While these innovations are
specific to the sector, they may be important
tools to enhance community understanding
of the loT and to build trust, acceptance and
digital literacy.

The sector could also increasingly use loT
technologies to manage the environmental
conditions in which their collections and
archives are stored, helping to monitor and
analyse lighting, humidity and temperature
control.

Case study 7: Improving visitor
experience in community spaces

Smart sensors and network infrastructure
were installed in three local council

areas in Melbourne (Brimbank, Kingston
and Port Phillip City Councils) to collect
data on how public spaces (including a
community library) are used and improve
sustainable asset management. This includes
building an interactive platform for data
collection, predictive modelling of life cycle
performance of assets, and to allow for

live community feedback on facilities to
improve service delivery and accessibility of
community assets. This was funded under
the Australian Government’s Smart Cities
and Suburbs Program.

2.2.5.1 Galleries and museums

Visitor interactions and movement data
can be used to better understand how to
plan, curate and design exhibitions and
to understand how audiences respond

to different kinds of materials and media.
These relatively inexpensive approaches

to loT developments can generate new
channels for interaction design and creative
storytelling. They may also encourage trust of
and engagement with the loT more broadly
(Coulson et al., 2018).

Australian museums and galleries are leaders
in creative engagement. Audiences and
technologies can be intertwined in ways
that facilitate different and personalised
experiences of an artwork or performance.
This has been further extended through

the maturation of augmented reality (AR)
and virtual reality (VR). Locative media
practices have explored creative ways to
augment the experience of a location, often
by layering historical, narrative or visual
information in affective or playful ways.
Relatively inexpensive technologies such as
Raspberry Pi, a low-cost, small-size computer,
are facilitating creative programming in
ways that allow for touch and motion-based
feedback, giving rise to new fields of creative
media practice and audience interaction.
Audio practitioners, for example, have used
Raspberry Pi to program immersive sonic
experiences for listeners that respond to
motion and touch and can even be used to
make new instruments (Abbasi et al., 2017).

In the future, the loT may be used to
support access of researchers and interested
audiences to more items in a collection than
can be displayed at any one time.

2.2.5.2 Libraries

The loT could be applied in libraries to
provide personalised book recommendations
and alerts, including information about
community events. While personalised
recommendations have become the norm
for streaming services, which collect data

on user preferences and viewing history,

this approach has not yet extended to book
recommendations by libraries.

4| T—



Libraries can also adopt loT systems to better
manage the experience of those using their
facilities. This might include tracking room
usage, temperature control, humidity levels
and other environmental factors. While
libraries have been using radio-frequency
identification for some years, there are
additional benefits to be had by integrating
loT systems into lending services. By enabling
collections to be tracked and monitored
remotely, the loT can reduce the need for
physical security of objects and greater
accessibility by the public.

Libraries are emerging as important locations
for training on digital literacy and what the loT
means for communities by providing hands-
on training and workshops for diverse groups.

While the GLAM sector provides opportunities
for novel loT interactions to build trust and
acceptance, it will be important that these
applications are developed with suitable
security and privacy measures (discussed in
Chapter 3). Further research in this area would
be beneficial to measure community attitudes
around trust and acceptance of loT.

2.2.6 Freight and logistics

Freight and logistics models consist of widely
distributed networks; rapid information about
those networks is needed for the operation
of these models. loT technologies have been
embraced by this sector because they provide
unprecedented real-time visibility across

the entire supply chain (Lacey et al,, 2015a),
including real-time tracking of shipments,
warehouse-capacity optimisation, predictive
asset maintenance and last-mile delivery. This
has led to better operational efficiency, safety
and security.

In the supply side of freight and logistics, the
loT can be applied at various stages of the

supply chain including warehouse, transport
networks and the vehicles and crafts that are

used to transport goods from suppliers to
warehouses and to the customer (Lacey et al.,
2015b). Efficiency, reliability, cost and capacity
drive success in the supply side of the value
chain, and loT applications that can enhance
these drivers and reduce cost are:

+ capacity sensing: loT systems that can
detect and communicate across locations
such as warehouses and ports to monitor
processes in real-time and eliminate
manual interferences

- planning and reporting: detecting and
analysing progress within a delivery
network enabling accurate delivery dates

« route optimisation: mapping the shortest
or most efficient route for delivery vehicles

- safety and wellbeing: monitoring
equipment and employees to increase
safety and security

- resource and energy utilisation: monitoring
resources and energy to enable greater
sustainability and lower costs

- predictive maintenance: monitoring
assets in real-time to reduce risk of failures
and faults.

On the demand side, goods are transported
to the customer, who expects speed and
integrity of their cargo delivery, requiring
security, traceability and condition reporting.
loT applications include:

« environment monitoring and management:
monitoring external conditions such as
temperature and condition of a parcel as
part of track and trace

- threat detection and prevention: detecting
unauthorised openings of parcels to
reduce risk of theft

- customer experience: response times from
order to delivery are tracked; integrated
systems enable immediate customer
feedback and satisfaction.



Future potential benefits will enable the
intelligent use of an increasingly rich

and complex data asset base, leading to
greater efficiencies in the use of transport
infrastructure, customer engagement and
enhanced decision making.

2.2.6.1 End-to-end supply chain
risk management

Potential threats to supply chains include
natural disasters, socio-political unrest, human
conflict, economic uncertainty, bio-risks,

and cybersecurity. In the future, disruptions
on a global scale across key trade lanes

could be tracked through sophisticated loT
applications, to trigger appropriate mitigation
strategies, for example, where an asset such as
a warehouse is flooded, or a delivery vehicle
breaks down. As systems become increasingly
advanced, drawing on disparate information
sources, such as weather reports and news
reports, disruptions such as strikes and

airport closures may be able to be predicted
(McCauley et al., 2015).

2.2.6.2 Last-mile delivery

Last-mile delivery, or the final part of the
delivery journey, is highly dependent on
labour. As consumer demands become more
sophisticated and delivery points multiply,
there are new challenges for freight and
logistics providers to provide cost-effective
solutions for the customer, as well as internal
operational efficiency. With the use of loT and
cloud-based solutions, last-mile delivery could
be improved in the following areas:

. consolidation of centres and their

placement

- optimising online bookings for
kerbside delivery

- using vehicle routing applications
«+ planning after hours delivery

- defining environmental freight
zone restrictions

- using distributed internet freight
applications to minimise urban
transport trips.

2.2.6.3 Increasingly decentralised models

Freight and logistics models will become
increasingly decentralised over the next
decade. It is envisaged that in the future the
flow of goods will be managed autonomously
by freight and logistics assets. For example,
an autonomous parcel carrier will be able to
save, administrate and communicate logistics
process information like target destination,
loading information or order priorities, and
making decisions without external control.
This will lead to the distribution of central
control to small self-organising decentralised
control units, which will act and communicate
with physical objects such as switches and
conveyors based on routing algorithms.

Case study 8: End-to-end supply
chain monitoring

Ultimo Digital Technologies, in partnership
with the University of Technology Sydney,

has developed UCOT, a unique digital
identification microchip system to verify that
products are non-counterfeit, nor tampered
with, within the supply chain. Serialised and
encrypted loT sensors are embedded into a
product’s package, such as a bottle, box or
pallet to allow for total traceability through
the supply chain. The sensor will automatically
detect if a package has been opened,
informing the end-user through an app. It has
its own battery life, can communicate through
the internet and collects information through
a secure blockchain database. Data reported
by the sensor includes but is not limited

to: global positioning system (GPS) data to
trace and map the geographical journey,
temperature, humidity, exposure to sunlight
and other environmental conditions.
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Case study 9: Digital fish
provenance and quality
tracking system

Sydney Fish Market has partnered with the
Foodagility Cooperative Research Centre, the
University of Technology Sydney and Ultimo
Digital Technologies to trial a digital fish
provenance and quality tracking system, using
snapper as the test species. An app will allow
fishers to upload information on how, when
and where fish was caught. A photo can also
be uploaded to verify the species using image
processing technology. Remote sensors will
then track the fish on its way to the market.
Information on temperature, location and
smell from loT-enabled packaging and ‘eNose’
technology to smell freshness, will be added
to the blockchain generating a fish quality
index to inform online auction trading. Data
collected by this project could also be used to

advise consumers about the fish that they buy.

2.2.7 Advanced manufacturing/
Industry 4.0

When the |oT is applied to the fields of
manufacturing, logistics and transport, and
utilities, it is referred to as the industrial
Internet of Things (IloT) (in the US) and the
fourth industrial revolution or Industry 4.0 (in
Europe). Both terms refer to the digitalisation
of manufacturing processes, which facilitates
M2M communication and intelligent,
connected, self-correcting processes.

In the next five years, Industry 4.0 is likely to
revolutionise manufacturing, transportation,
agriculture and energy industries. loT-enabled
systems will enable the collection and
analysis of data that can be used to optimise
industrial processes, saving time, reducing
costs and using materials with minimal
human intervention.

With regards to manufacturing, Industry

4.0 has enabled the reinvigoration of a
domestic manufacturing sector in Europe.
For example, Adidas has established a
factory in Ansbach, Germany, where loT and
supply chain consolidation have made it
cost-effective to manufacture and assemble
footwear, despite the high cost of maintaining
a domestic workforce. The factory integrates
3D printing, automation, mass production,
local sourcing of materials and 10T to respond
in real-time to rapidly changing fashions and
mass customisation.

Industry 4.0 offers exceptional opportunities
for developed economies such as Australia,
which have access to world-leading
technologies in manufacturing, where
automation decouples high wages from
economic growth. Industry 4.0 enables
flexible manufacturing processes at

an affordable cost thus facilitating the
manufacture of bespoke products, which is
highly relevant to Australian manufacturers
who generally have wide product ranges with
low volumes. If Australia does not embrace
the opportunities that Industry 4.0 can offer,
there is a real risk that Australian companies
will be locked out of global value chains

as a result of their inability to comply with
the processes and requirements of global
original equipment manufacturers. In Europe,
many original equipment manufacturers

are demanding CO,-neutral manufacturing
processes, and companies such as Mercedes
Benz are now making business decisions not
just on the cost of a product but also on its
ability to be manufactured in a CO,-neutral
way. Industry 4.0 provides a mechanism to
digitally demonstrate compliance with low
carbon footprint manufacturing processes,
which has previously been a challenge.



2.2.8 Digital twins

While the concept of virtual models (virtual
representations of a physical object or system)
has existed for some time, the integration of
loT-enabled sensor networks will enable these
models to be far more comprehensive in
scope and scale.

Existing forms of digital modelling, such as
building information modelling (BIM) software,
focus on the design and construction of a
building. A digital twin aims to capture a much
broader array of interactions between people,
infrastructure and environmental services,
and to do so in real-time. It is the presence

of loT sensors, feeding and transmitting data
into complex information models that allows
digital twins to perform as relatively accurate
replicas of their physical counterparts.

Digital twins represent a step-change in
infrastructure and asset management,

These models provide extremely detailed
and real-time digital representations of

a set of physical dynamics, components
and systems in action at any given time,
which can be used to capture information
across the entire lifecycle of an asset or
system. This enables faster modelling of an
asset’s lifecycle, improving diagnostics and
maintenance, and the creation of new tools
to optimise workplace experiences. The
best-known example to date is the Singapore
Government’s ‘Virtual Singapore’initiative.

In the future, loT ecosystems with sensors
embedded into physical infrastructure and
assets may be used to create digital twins or
virtual representations of properties, precincts
or even whole states. Using real-time data
analytics to capture complex insights,

digital twins can be used to support future
infrastructure planning, and improve urban
resilience by supporting emergency responses
to extreme weather or terrorist attacks.

However, the quality of digital twins is
dependent on the quality of data integration,

visualisation and analytics platforms,

which will require high data volumes and
diverse data streams to be visualised. Over the
next decade, it is likely that the development
of digital twins will be accompanied by

new digital twin platforms that offer data
integration and visualisation services.

Case study 10: Digital twins to
support improved service delivery

A Victorian Digital Twin is being developed
by Land Use Victoria and the University

of Melbourne’s Centre for Spatial Data
Infrastructures and Land Administration.
This includes using VR, AR, Al and real-time
data to track and analyse scenarios in
real-time, including forecasting of traffic
flow predictions, power and water usage.

2.2.8.1 Digital twins in advanced
manufacturing

loT provides opportunities to create digital
twins for manufacturing processes. This
technology goes beyond current visualisation
and engineering simulations by integrating
these with real-time data analytics,
augmented reality, cybersecurity systems and
cloud computing software.

Sensors embedded on physical systems
provide rapid and real-time information

on the system they are connected to. This
enables the assessment of current and future
capabilities across the entire lifecycle such as:

- replicating processes of physical systems

- simulating results to discover where gaps
are, to optimise an existing system

- improving future manufacturing processes

- understanding defects or problems in
normal function

- refining designs and models using data
simulating a system or design that has not
yet been physically created (Hansen, 2020).
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2.2.9 Novel data considerations

The future use of loT devices and enabling
systems will produce vast amounts of
data. Preparation for this will require

the understanding and adoption of

‘big data’ principles:

- volume: billions of devices directly and
indirectly reachable; multiple levels and
types of network infrastructure; significant
amounts of storage, both centralised in the
cloud, and decentralised within loT devices

- velocity: high bandwidth data transfer
offered by widespread fibre-optic
infrastructure such as Fibre to the
Premise (FTTP)/Fibre to the Home (FTTH)
and wireless communication (5G/6G)
(Koziol, 2018)

 veracity: accuracy, precision,
trustworthiness and data provenance
will be increasingly important, requiring
adoption of security-by-design and risk
mitigation against cybercrime.

2.2.9.1 Analytics on real-time data streams

As loT data volumes and velocities grow, it will
be necessary to apply analytics on data while it
is in motion through the network, rather than
trying to store the data and query it later. This
improves response times and is more resilient
to intermittent network connectivity. Real-time
analytics on data in motion (also called
distributed data stream processing) often
employ the principle of moving computation
and data transformation toward the data
sources, rather than the more traditional
approach of transferring data to computing
infrastructure (O'Keeffe et al.,, 2018).

2.2.9.2 Data provenance

There are currently few technical mechanisms
in place to enable audits of data flow and how
data is used. Current practices focus on using
terms and conditions of use that ask users for
their consent to waive their rights to privacy and
data protection.” As the volume of data from the
loT increases, there will be a need to audit the
flow of data and its use to ensure that systems
handling personal data satisfy regulatory and
user requirements (Pasquier et al., 2017).

Provenance is a record of the origin of and
transformations applied to data within a system.
A provenance scheme to audit components
handling personal data could be used to
demonstrate compliance with policy and
regulation and achieve accountability and
transparency (Pasquier et al, 2017). For example,
the European Union's General Data Protection
Regulation empowers citizens, as owners of their
data, to acquire intelligible records showing
the source, destination and transformations
applied to information about them. In Australia,
the focus is on the rights and responsibilities
around the use of data rather than ownership.

2.2.9.3 loT search engines, service delivery
and named-data networking

Current internet services rely on largely
centralised infrastructure, such as search
engines run by Google and Microsoft, to
discover information. loT data and service
discovery may evolve to be significantly more
decentralised, and distributed loT search
engines may emerge. There is a significant
benefit to filtering data close to its source,

as opposed to propagating data all over the
internet (Ahlgren et al,, 2012).

19 Noting that entities defined under the Privacy Act 1988 (Cth) will still have obligations in the handling of personal

information.



loT resources at the 'edge’ of a network,?
where processing occurs will become
sufficiently powerful and storage-rich to
perform indexing and collection of data
themselves without the need for direct access
to cloud services. Decentralised searches
will become increasingly attractive, feasible
and economical. In a hybrid approach,
decentralised components push some data
centrally, but keep higher precision and
larger data in the edge, provided that it can
be kept safe. This way, some searches can
be produced using traditional approaches,
but decentralised queries can ‘zoom in"on
information that turns out to be of interest.

Distributed loT search engine technology

will lead to economic opportunities and
innovation potential particularly in sensors
and sensor networks, hardware and software,
distributed software systems and engineering
methods, and in distributed real-time data
analytics and indexing. In addition, hybrid
search approaches will require novel solutions
for efficiency, safety and security in M2M and
human-to-machine communication.

2.2.10 Ubiquitous interfaces
and augmented reality

Pervasive computing focuses on building
models of the environment in which
technology is embedded in the context of
use. Ubiquitous computing recognises that
environment and the context of technology
use can change, thus requiring dynamic
reconfiguration (Lyytinen and Yoo, 2002).
Current loT technology can be seen as
pervasive technology that is immobile

and embedded into the environment.

A ubiquitous loT interface would be ‘always on’
while working in different environments and
for different purposes, dynamically changing
its appearance and behaviour.

20 See definition for‘edge computing'in glossary.

Augmented reality (AR) is the integration of
digital information into the physical world
using precisely registered (visual) overlays.
Extrapolating current trends in loT and
mobile and wearable technologies, products
and services are likely to surface in the near
future which aggregate loT data with AR
interface technology. There is significant
potential for novel, geo- and context-
associated content delivery, software and
user-interface development, and ecosystems
for user-generated AR. Also, in the foreseeable
future, less obtrusive interface technologies,
like glasses with visual, auditory and tactile
augmentation capabilities linked to other
mobile and wearable technologies, will make
information access and interaction even
more ubiquitous and pervasive. The loT and
pervasive AR might become the predominant
form of technology-mediated perception of
and interaction with our social and physical
environment, in a very similar way as the
internet and mobile phones have shaped
the last three decades economically, socially
and environmentally.

The implementation of the loT in the
technical infrastructure of smart cities and
regions is likely to enable pervasive AR
interfaces to develop to their full potential.
Pervasive AR can allow for the more inclusive
integration of people into the planning

and management processes of smart cities
(Clarke et al., 2019; Winter, 2019). Additionally,
citizens will be able to participate in the
informational enrichment of our environment,
making way for Augmented Reality 2.0
(Schmalstieg et al., 2008).
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2.3 loT applications
across cities/urban areas

As discussed previously, the benefit of loT
applications will span cities and regions.
Smart mobility applications will be particularly
beneficial in cities, in anticipation of expected
population growth and urban sprawl over
the next ten years. Traffic control and
management alongside the deployment
connected and automated vehicles (CAVs)
will reduce traffic congestion and improve
convenience, safety and comfort. Mobility

as a Service (Maa$) is also promising, and is
expected to have transformative impacts on
public transport in cities.

2.3.1 Smart mobility

The loT provides new opportunities to
improve transport and mobility. Past road
infrastructure investment has improved
traffic congestion, reduced travel times and
delays and increased road safety. However,
these types of issues will become more
pressing in the future as our communities
become increasingly urbanised. It has been
calculated that traffic congestion cost
Australia $16.5 billion in 2015, and is projected
to cost $27-37 billion by 2030 (Bureau

of Infrastructure, Transport and Regional
Economics (BITRE), 2015). Smart mobility is
likely to be one of the key applications of

the loT to improve urban mobility. Through
the use of the loT and advanced algorithms,
mobility solutions are likely to provide
travellers with more seamless and convenient
travel options across all modes of transport.?’

21 This includes private vehicles, public transport (buses, trains and trams), ride-sharing and car-sharing services,
and on-demand micro-mobility such as rental e-bikes and e-scooters.



2.3.1.1 Traffic control and management More than 80 percent of vehicles sold in

The application of the loT to adaptive traffic 2020 are likely to have devices integrated

o with other systems and connected
control can allow traffic signals to adapt to y

traffic demand in real time. loT devices (sensors via smartphones (Kumar et al,, 2018).

) ) Vehicular data from connected vehicles,
and cameras) count cars at an intersection and

the length of time they spend waiting, and the accessed through cloud platforms, will also

traffic controller then uses the data to optimise enable the exchange of transport-related

traffic flows. This offers benefits at a fraction information (Liyanage et al, 2019) and

of the cost of building new infrastructure, assist in incident detection, future traffic

! _ i rediction and r imisation, which ar
particularly when retrofitting existing roads. prediction and route optimisation, chare

useful for traffic control and management
(Abduljabbar et al., 2019).

It has been estimated that the benefit-to-cost
ratio of implementing loT devices can be more
than a dozen times greater than for building

a new road (captured as traditional capacity
expansion), as demonstrated in Figure 11.

Case study 11: Intelligent transport systems

In 2018, VicRoads partnered with Transmax to deploy an intelligent transport system, including
coordinated rate metering on a number of Melbourne’s busiest motorways. Before and after studies
demonstrated sustainable peak-hour flow increases exceeding 50 percent (M1 freeway), travel time
reduction by 42 percent in peak periods (M80 Ring Road) and reduction in accidents by 60 percent
(CityLink tunnel). Economic benefits were estimated at $2 million per day, including reduced fuel
and consumption costs. It was also estimated that greenhouse gas emissions were reduced by

11 percent (Transmax, 2018).
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Figure 11: Average benefit-cost ratios of transport investments

Note: Values vary depending on many factors, including base conditions used for comparison.
Adapted from Dia, 2017.
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2.3.1.2 Mobility as a Service

Maas systems are a developing concept that
use a single portal to allow users to plan a
journey based on their personal preferences.
These preferences can include cost of the
journey, length of travel time and method

of transportation (e.g. train, taxi, bikeshare,
carshare). Currently, Maa$S applications are
provided by smartphone apps or other
mobile technologies. While similar journey-
planning concepts to Maa$ exist, such as
Google Maps, a key feature of a MaaS system
is its streamlined approach to planning,
booking, electronic ticketing and payments
across all modes of transportation (public or
private) through a single portal using a single
charge. Future development of Maa$S with
other technologies, such as Al and automated
decision making, has the potential to
improve customer choices, reduce travel
costs, and increase network capacity and
transport sustainability, improving social
and environmental outcomes (Intelligent
Transport Systems Australia, 2018).

Case study 12:
Mobility as a Service app

SkedGo has partnered with iMOVE Cooperative
Research Centre (CRC), IAG and the University
of Sydney to trial a MaaS app to provide
multi-modal transport options with real-time
updates to volunteers. Using a customised
version of SkedGo’s TripGo, eligible participants
in the Greater Sydney area will be able to find,
compare and book multi-modal transport
bundles through this app via subscription
plans. Transport options include public
transport (such as train, tram, ferry and bus), as
well as a large portfolio of car-based transport
services (e.g. taxi, car rental, Uber, Car Next
Door and GoGet). Passengers will be able to
find, compare trip options (in terms of cost,
travel time, emissions and health benefits),
book trips and pay through the app.

This service will use Sydney’s open data
platform to aggregate open and private data
sources to provide insights and understanding
of travel behaviour as well as infrastructure
utilisation by trial participants.

Customer-centric, personalised
transport options that enhance
mobility and accessibility and
improve network efficiency.

\\3%

Benefits

of Maa$ / D
P

Efficient and effective use of
public transport network and
improved modal integration
including active transport options.

Competitive market for public and
private transport operators and other
providers while ensuring accessibility
to transport for customers.

Interoperability and integrated
@ systems with secure data sharing
@ principles in a framework regulated
by government oversight.

Figure 12: Benefits of Maa$S

Adapted from Intelligent Transport Systems Australia, 2018.



Challenges to the widespread uptake of
Maas include government buy-in, open
public—private partnerships, the inclusion
of municipal transportation (buses and
trains) size optimisation, passenger demand
prediction, and providing reliable and
timely services to users. Overcoming these
challenges will provide opportunities to
enhance performance from commercial,

operational and user-acceptance perspectives.

Emerging loT applications that increase
access to real-time data are likely to help with
optimising these future on-demand services.

2.3.1.3 Connected and automated vehicles

CAVs represent a potentially rich environment
for the development and deployment of

loT and cloud-based services; they are
expected to have wide impacts (Fagnant and
Kockelman, 2015). The hardware architecture
in CAVs is comprised of actuators, sensors
and a computer system, while the software
component comprises the Al self-driving
system, navigation modules, localisation
algorithms and perception systems to detect
moving objects (Chong et al., 2012).

The loT is expected to play an important

role in road safety and in minimising road
crashes and injuries. On-board loT devices

can be used to monitor vehicle conditions,
the environment, the driver and speed, detect
incidents, and provide warnings to inform
drivers and road agencies of any hazardous
situations. The National Transport Commission
is working with the Australian Government
and state and territory governments to
develop regulatory reform options to

support the safe, commercial deployment

of automated vehicles (National Transport
Commission, 2019).

As part of this, vehicular communication in
CAVs (V2X, that is vehicle communication

to anything) will play an important role in
the next generation of these intelligent
transport systems.?? Recent research showed
the benefits of V2X to include: increased
pedestrian safety (Xu et al,, 2019), reduced
vehicle crashes through advanced warning
systems (Khan et al., 2019), improved network
capacity, stabilised traffic flow and reduced
emissions by using cooperative adaptive
cruise control systems (Milanés et al., 2014).

V2N
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network
V2I [
vehicle to
infrastructure
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vehicle to vehicle to vehicle to
pedestrian E vehicle D pedestrian
- o=o0 —Y—Y-) -

Figure 13: V2X communications can enable smart mobility and automation in cars

Adapted from McKinsey & Company, 2019.

22 This includes vehicle-to-vehicle (V2V), vehicle-to-roadside (V2R), vehicle-to-barrier (V2B) and vehicle-to infrastructure (V2I)

messaging.
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2.4 loT applications
in rural, regional
and remote areas

loT applications that will provide benefits
specifically to rural, regional and remote (RRR)
areas are centred around responsible resource
management and promoting ecological
sustainability, including prevention and
management of environmental disasters such
as bushfires. Improving road infrastructure
and road safety is also a key application.
These applications are discussed in more
detail below.

2.4.1 Sustainability and resource
management

In RRR areas, connected sensor networks can
be used to improve existing sustainability
and resource management practices,
providing data insights to refine and update
existing practice, while reducing wastage
and lowering costs. This can be applied in
areas such as mining, precision agriculture,
ecological sustainability, and smart water
management to increase operational
efficiency, increase worker safety, conserve
resources and manage resource use. For
example, loT has high utility in agricultural
management including: integration of sensors
into agricultural machinery to guide inputs
and operations, providing precise information
on soil and water conditions, reducing stock
handling by monitoring animal health, and
improving visibility in supply chains around
provenance, sustainability and ethical
considerations to inform customer purchasing
decisions (Rural Industries Research &
Development Corporation, 2016).%2

Case study 13: On-farm monitoring

The loT company NNNCo started to roll out

a 3 million-hectare loT network for cotton
farmers in 2019. The network will provide data
on soil moisture through the use of sensors,
including soil probes, rain gauges, local
weather data, water and fuel tank monitors,
and satellite imagery. This will enable better
scheduling of irrigation and subsequently

a reduction in water use.

Case study 14: Monitoring impacts
of urban glow

The Bundaberg Regional Council’s Reducing
Urban Glow project trialled the use of urban
glow sensors to measure light pollution and
its impacts during the marine turtle nesting
season. A publicly accessible web-based
heat map was also developed to raise public
awareness and support engagement for
place-specific interventions to reduce urban
glow. This was funded under the Smart Cities
and Suburbs Program.

2.4.2 Prevention and management
of environmental disasters

Australia has historically been subject to
extreme weather conditions. While it is difficult
to attribute a single weather event to climate
change, research forecasts that climate change
will increase the frequency of hot and dry
winds from the centre of the continent and
the extent of drought (CSIRO, 2020). Traditional
prevention methods for disaster management,
such as pre-emptive hazard reduction or back-
burning for bushfires, should be supplemented
by modern solutions, such as loT technologies,
to assist in modelling risks and vulnerabilities to
improve Australia’'s prevention of and response
to extreme weather events (Biggs et al., 2016).

23 Further information on loT applications in agriculture can be found in the ACOLA Report The Future of Agricultural

Technologies (Lockie et al., 2020).



With the help of loT sensors and Al-driven
analytics, real-time and accurate data can
be collected to improve decision making
prior to, during and after a natural disaster
occurs. Sensors and unmanned drones can
provide weather data, satellite images and
archived data, which can be combined
with modelling tools to map complex
topography for modelling the risk of
wildfire (Biggs et al,, 2016). Data acquired
from loT networks that track human and
animal population mobility could inform
prevention strategies such as informing
back-burning strategies or ensuring that
pathways for escape are clear. By gathering
diverse ranges of data for analysis and
modelling, predictions can be made about
the likelihood of an event occurring, and
its predicted impacts, with more speed
and accuracy which can improve disaster
planning (Tuffley, 2019).

These data can be passed to emergency
services and local authorities to improve
situational awareness for better disaster
management and response. To facilitate
this, state emergency service departments
could consider integrating emerging loT
technologies with their existing systems
so that accurate and targeted information
can be strategically deployed directly to
the correct local authorities (Tuffley, 2019).
Connectivity will be an important enabler
for the success of these systems and is
discussed in more detail in section 4.5.3.

Case study 15: Environmental
monitoring

Following events such as the Black Saturday
bushfires and Hazelwood Mine fire, Victoria’s
Latrobe Valley has installed a sensing network
that enables 24-hour monitoring to measure air
quality, micro-weather, soil moisture content
and 360-degree thermal and visual imaging. All
information is loaded on the Latrobe Information
Network website, allowing residents to monitor
conditions in the area. The network includes
bushfire ignition detection and flood level
monitoring, and sending alerts with thermal
and visual images to emergency services if an
incident is detected.

Case study 16: Satellite technology
for bushfire prevention and response

The SmartSat CRC is exploring emerging
satellite technology for bushfire prevention

and response. The use of low earth orbit (LEO)
satellites could provide connectivity to mobile
phones in RRR areas in the event of anticipated
or actual damage to mobile cell towers
(Shepherd, 2020). Satellite technology could also
enable cameras on mobile cell towers or drones
to be used for smoke detection so that incidents
can be immediately reported to emergency
response centres.

Similar technologies are being developed in
Spain (Universidad Carlos Ill de Madrid, 2019)
and the US. The Los Angeles Fire Department
has been using firefighting drones since 2017,
locating hot spots with infra-red cameras,
dropping water or retardant, and guiding
firefighters out of danger. However, it will be
important that operators are given sufficient
training, as drone effectiveness is highly
dependent on operators’skills (Shieber, 2019).
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Case study 17: Monitoring biodiversity recovery post environmental disasters

In the wake of environmental disasters such as floods, fires or cyclones, the monitoring of wildlife

recovery is important. CSIRO, in collaboration with scientists from Brazil and Spain, have developed a

distributed, wireless sensor network with autonomous nodes that continuously monitor diminishing

biodiversity in the Amazon jungle. This system could be applied in Australia to monitor the recovery

of wildlife, including endangered species, following environmental disasters (CSIRO, 2017).
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Figure 14: Overview of planned network architecture to monitor biodiversity

Adapted from CSIRO, 2017.

2.4.3 Smart road safety

loT applications in mobility are similarly applicable
in RRR areas as urban areas, especially in terms

of safety. However, long distances and limited
resourcing makes loT road safety applications in
RRR areas particularly valuable. For example, rural
road crashes contribute substantially to the overall
road toll in Australia (Dolman, 2019). Incident-
detection through the use of on-board vehicle
systems in CAVs could provide real-time information
about on-road hazards to drivers, as well enable
emergency services to respond to incidents
quickly and more accurately with geo-location
data. However, cellular coverage and connectivity
are likely to be the critical barriers for deployment
and could impact on the ability of CAVs to operate
on all rural and remote roads (WSP, 2018).

Case study 18: Smart
road barriers

Smart road barriers were trialled in

South Australia on Victor Harbour Road
in 2013. The wire rope technology sends
an electronic message direct to the city’s
traffic management centre when a vehicle
crashes into the barrier, immediately
alerting police and ambulance crews.
This has resulted in a reported 80 percent
reduction in cross centre line casualty
crashes. The tension of the wires can

also be monitored and any impact or
loosening is reported to a management
centre allowing a work crew to be
dispatched (Dua and Anderson, 2013).




2.5 Key opportunities
and challenges

This section outlines some of the key
opportunities and challenges to support the
responsible and considered deployment of
loT. Broad considerations to support policy
development to maximise opportunities and
mitigate risks in smart cities and regions are
raised including the importance of evaluation
of existing measures as well as assessment of
economic opportunities from the data that
will be captured from the loT in the future.
Challenges include interoperability and
vendor lock-in, the importance of data usage
and integration by governments, privacy and
security challenges, and the importance of
strengthening telecommunications resilience.
This is followed by discussion on a number of
sectors which represent key opportunities for
loT applications in Australia.

2.5.1 Evaluation and investment
opportunities

The Australian Government'’s Smart Cities and
Suburbs Program has accelerated investment
in loT technology by local governments across
urban, regional and rural areas. Ongoing and
future investment should be considered in
the context of specific challenges facing a
particular community, in order to avoid a
deployment that has limited scalable impact.
Many of the programs funded through this
initiative have been rolled out over a 1-2 year
period, with relatively limited opportunity for
scaling or integration into business processes.

As the number of projects and use cases of loT
increase, providing a forum for governments
and other stakeholders to collaboratively
compare and evaluate the successes and
challenges experienced will be critical. There
needs to be a consistent focus on learning

from these short-term trials and pilots

to determine the best solutions. This will
increase the overall utility of these initiatives,
reducing waste, cost and efforts nationally.

A recent study on smart cities would be useful
for governments to consider in this process.
Yigitcanlar et al (2020) evaluated 180 local
government areas (LGAs) in Australia against a
number of smart city performance indicators:
productivity and innovation, liveability and
wellbeing, sustainability and accessibility,

and governance and planning. The study
suggested that all LGAs were relatively strong
in the liveability and wellbeing category
(particularly in safety and security and
housing). General areas of weakness were in
sustainability and accessibility (sustainable
buildings, vehicles and energy) and
governance and planning (public connectivity
options and smart city policy). The report
highlighted that there were major regional
disparities with metropolitan LGAs gaining
higher performance outcomes. The report
recommended ongoing investment and
support mechanisms by state and territory
government and the Australia government to
deliver impact in rural and regional LGAs.

The report recommended taking an
integrated approach on the following pillars
to achieve success for smart city projects:

- focusing on developing technology
unique to the challenges and needs
of each LGA, which will help contribute to
prosperity and a local innovation economy

- ensuring that technologies are
inclusive (i.e. appropriate, affordable
and effective)

- adopting sustainable urban
development principles to address the
global climate crisis (addressing issues
such as urban footprint, emissions, urban
waste and food security)
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- equipping cities with highly dynamic
mechanisms to plan urban growth and
manage day-to-day operational challenges

- taking a holistic and balanced
approach regarding the above factors.

While these principles apply to the
development of smart cities generally, they
will also be consistent with decision making
and evaluation of loT initiatives. As the

report cautions, technological solutions will
not always create positive outcomes, and
consideration of the above points will ensure
that technological innovations such as the
loT strengthen, rather than ‘weaken social
compacts as to prevent fractures that result in
fragility of cities' (Yigitcanlar et al.,, 2020, p. 16).
A broader consideration of these factors from
a holistic ecological lens would be beneficial
over the next 5-10 years (section 4.6.5).

2.5.2 Economic opportunities from
cities and regions data

The adoption of loT in industry has mainly
been understood as a technology that can

be used to optimise systems and processes
through centralised data system to increase
productivity and reduce costs. This is
particularly relevant for asset-heavy sectors
such as mining, manufacturing, construction
and logistics. However, the loT should also

be considered as a disruptive technology

- the data acquired from loT is a rich, new
source of economic value, and automated
decision making may fundamentally change
our current economic structures and
organisations. For example, the use of loT in
households may present new capabilities and
create new sources of income (for example,
where, in the future, excess solar energy may
be able to be sold back to the national grid
through distributed energy resources), or
Create new opportunities in law (where smart

devices are used to confirm provenance and
quality of products in smart contracts) and in
insurance (where more personalised insurance
premiums are offered through new volumes
and granularity of available data).

It will be important for Australian
governments and businesses to begin to
consider the structural economic disruption
that the loT is likely to bring, rather than just
economic benefits in terms of productivity
growth or cost-efficiencies in sectors. This will
include considering the relationship between
the loT and other parts of the emerging
digital technology stack, which includes
blockchain, distributed ledger technologies
and machine learning.

Questions of data ownership and the
implications for decentralisation will also
be fundamental to understanding and
forecasting the economic disruption and
changes that the loT is likely to create.
Any further economic analysis of loT
adoption and innovation should focus on
the microeconomic aspects of information
economics, transaction cost economics
and industrial organisation, rather than
macroeconomic models that focus

on expenditure.

2.5.3 Interoperability and
vendor lock-in

Challenges for service delivery though the
loT include a lack of interoperability and
cross-sectoral integration of smart data. A

key stakeholder to this report, Dr Sarah Barns,
noted that NNNCo, a technology vendor
working across smart city projects in Australia
has described the issue in the following

way: 'During the past 24 months we have
regularly encountered customers who have

a device, the means for transmission and a
platform, but the protocols and their platform



will not talk to each other. Such issues will
hinder the transformative potential of the loT,
particularly as governments move towards
greater integration of loT applications for
service delivery. The issue of interoperability is
discussed in more detail at section 4.6.2.

2.5.3.1 Vendor lock-in

A related issue to the interoperability
challenge is the issue of vendor lock in.
Where customers have been dependent

on a single technology provider, this may
restrict the ability to transport data and
application services to a different vendor
without substantial costs, legal and regulatory
constraints, privacy and security implications
and technological incompatibilities.
Individuals and organisations may often

not understand the complexity and cost of
switching or porting from one vendor to
another until after a contractual agreement
has been entered into. This can restrict
access to better pricing, choice and
innovation (Opara-Martins et al., 2016). In
loT deployment, examples of vendor lock-in
include point-solution technologies, such as
smart parking or smart lighting, which don't
scale or connect with other services (Barns,
2019b; B. Cohen, 2015; Internet of Things
Alliance Australia, 2017¢; R. Robinson, 2016).
While this issue is not specific to the loT, it is
of high importance, as the maturation of the
loT and cloud computing sector is likely to
exacerbate the risk of vendor lock-in. Vendor
lock-in was raised as a particular concern in
stakeholder consultation for this report.

However, there are positive developments
to mitigate the risk of vendor lock-in. For
example, middleware companies like NNNCo
and Meshed Network, are beginning to
position themselves as suppliers to support
local governments with data harmonisation

and normalisation in the deployment of

smart city solutions. International standards
development and industry cooperation is also
likely to support a competitive environment
that promotes portability and interoperability.

In Australia, the use of principles-based
standards will limit the risk of vendor lock-in
by ensuring that certain vendors or a specific
technology are not given an unfavourable
advantage over others in the market, and to
enable a competitive market sector. This is
discussed further in section 4.2. Participation
in international standard-development forums
is also important to ensure that national
interests are represented and to support the
growth of domestic industry players offering
potential middleware solutions.

Case study 19: International
developments to prevent
vendor lock-in

Growing concerns by European organisations
about data sovereignty and security, given
increasing reliance on market-leading,
largely US-based cloud providers, have led
to the emergence of the GAIA-X project. This
project, established in 2020, will create an
efficient, secure, distributed and sovereign
European data infrastructure for industry
and users, with support by Germany and
France, and collaboration between major
companies, including Bosch, SAP and

Festo. Rather than establishing itself as the
next global cloud provider, GAIA-X aims to
enable the participation of many specialised
providers across Europe in a distributed and
interconnected data infrastructure. It will also
support decentralised processing (edge, fog,
cloud) and multi-cloud strategies, reducing
the risk of vendor lock-in. Multi-stakeholder
governance for trustworthy and certified
services will ensure that EU standards are
upheld (Weiss, 2019).




Post-supply restrictions on consumers

Another critical consideration around
vendor-lock relates to the restrictions that
may be placed on consumers following

sale or supply of an loT device. While the
initial purchase might be straightforward,
post-supply obligations can severely restrict

a customer’s choice for third-party service
providers or the subsequent purchase of
other products. As a result, competition may
be hampered. For example, customers may
be required to enter into an ongoing service
contract (e.g. for cloud data processing and
storage) which provides an additional revenue
stream. All loT devices contain some form of
software and, in the future, could also contain
a substantial amount of digital content aside
from software. Therefore, intellectual property
constraints may also be leveraged by the
provider to protect potential revenue streams.

Consumers may be unaware of such
obligations at the time of purchase. Other
obligations may include posing restrictions
on use and resale (where software essential
to the functionality of the device is
non-transferable) and penalties for breach
of use restrictions. For example, if customers
wish to make their own repairs to an loT
device, such as a connected vehicle, they
may need to access integrated software and
face both legal and technical barriers or be
penalised for breaching end user licence
agreements or copyright legislation. Or, if a
user would like to buy a different brand of
the same product but is unable to transfer
historical data from their original device.

Providers might use their remote disablement
capacity to lock down software for a perceived
breach of copyright law or contractual
conditions. A connected loT device could also
be remotely disabled if a purchase instalment
or a related service fee has not been paid.

Other forms of disablement are less direct
and much less likely to be subject to overt
customer agreement or understanding. For
example, a provider may issue an upgrade to
firmware or software that reduces the speed
of the loT device's data-handling capabilities
to a level that makes the hardware unusable.
A service provider may go into liquidation

or decide to discontinue a service, such as
cloud data storage and processing. This can
make an loT device useless if it was designed
to communicate only with a proprietary
service. A customer may have no choice but
to buy a new device with upgraded hardware
or to pay a premium price for an upgraded
service. Other than the impact on individual
customers, this will also increase the loT's
contribution to increasing the amount of
global e-waste.

Digital content that resides in, or is accessed
through, loT devices may also be blocked to
protect rights holders. This may be legitimate
when there is no record of a user holding a
licence to that content but could also happen
even if a customer has not been involved in a
breach of contract or any wrongdoing. While
the loT device might have been fit for purpose
as originally supplied to the user, it may be
only afterwards, by a deliberate or inadvertent
act by the supplier (or someone else in

the provider network), that this changes.

A provider’s ability to act in this way is often
supported by non-negotiable contractual
terms explicitly granting the right to such
modifications.

For several years, US farmers have been
disputing the attempts of Deere & Company
(John Deere) and other manufacturers

to restrict their rights to repair their
internet-connected agricultural machinery,
which contains closed-source embedded
software and technological protection



mechanisms (TPMs).2* Currently there are
negotiations by industry associations to
provide farmers’ access to software provided
to authorised dealers by 2021, and other
states are also looking at legislative measures
(Waldman and Mulvany, 2020).

In response to some of these issues, the ACCC
launched an inquiry in 2020 into after-sales
markets for agricultural machinery examining
access to third-party repairs, as well as

privacy and competition concerns around
data ownership and management (Australian
Competition and Consumer Commission, 2020).

2.5.4 Usage and integration of data

Australia faces particular complexities
regarding data governance, as many major
cities lack a single government ‘champion’
capable of implementing city-wide data
initiatives. There is an opportunity for a more
integrated or interoperable approach to
data and device management. For example,
if activity data generated by smart lighting
services were published in a standardised
format, they could be used in different
applications or integrated with other datasets
to provide richer data analytics.

The incorporation of data from the loT also
provides an opportunity for the Australian
Government to co-ordinate the delivery of
improved data assets to inform decision
making across the three levels of government,
building on existing work by governments. This
would enable better sharing of government
data to form improved data assets, which could
include data drawn from different levels of

government, industry and academia.

For example, in 2017, the Australian
Government introduced a National Cities
Performance Framework to better monitor

the relative performance of Australia’s urban
areas. Data are collected across a range of
standardised indicators and published in a
common dashboard online. The dashboard
uses two kinds of indicators: those that
measure progress of cities across key
indicators and those that provide contextual
information about a city and why it performs
the way it does. These initiatives provide
opportunities for experimentation in the use
of loT data to support dynamic monitoring

of urban settings. Over the next decade,

data accessed via the loT could also be used
to improve the monitoring of cities and
regions’ performance against international
obligations and indicators, such as the United
Nations 2030 Sustainable Development Goals.
Although loT initiatives are carried out at
state and local levels, it would be practical

for the Australian Government to provide
national oversight, as international targets and
obligations are determined at a national level.

The process of data integration needs to
include more connected decision making
processes, drawing from broader sources
of data and intelligence. Building on the
benefits of digital services and data to
improve the way a city works cannot be
realised by investing in distributed sensors
and technology solutions alone. Such shifts
necessitate a ‘reinvention of governance),
which involves ‘transforming the way

they work internally and together with
outside partners and citizens' (Arup and
London, 2014, p. 32). It is worth noting that
cross-jurisdictional collaboration is particularly
important for Australian cities where the
three levels of government overlap (Barns
etal, 2017), as local governments may not
have access to infrastructure assets owned
by a different level of government.

24 TPMs are software, components and other devices that copyright owners use to protect copyrighted material from
infringement. Examples include encryption of software, passwords and access codes.
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2.5.5 Privacy and security

2.5.5.1 Mitigating vulnerabilities
to critical infrastructure

A key challenge for loT service delivery
applications in smart cities and regions is

the issue of vulnerability. As more and more
connected devices are introduced to everyday
environments and critical infrastructure

(e.g. telecommunications, energy grid, and
emergency communications), more surfaces
are available to the risk of remote interference
and hacking. Most loT devices currently have
limited computational capabilities to run
sophisticated encryption and authentication
algorithms for secure communications
systems. This could expose national
infrastructure to the risk of large-scale and
systemic failures if breached by physical and
virtual attacks. For example, an attack on the
national energy grid could jeopardise the
network and lead to a system-wide blackout.
Recovery may have significant costs, impact
economic productivity and lead to loss of
confidence by the public. This issue should be
considered further — for example, by utilising
the decentralised and distributed nature of
loT networks, much like the conventional
internet, to mitigate vulnerabilities, such as
using edge computing, networked microgrids
and blockchain technologies to make systems
secure and efficient in a scalable manner

(Li etal,2018).

Other steps to mitigate these risks include
backing up data systems, ensuring software
and security systems are robust and up to
date, and purchasing cyberinsurance for
national and state systems.

2.5.5.2 Platform business models
and security and data challenges

Existing commercial platforms are seeking

to extend their ecosystems into loT
environments through smart home devices
and smart city initiatives. Other service
providers are also seeking to use the loT to
generate and commercialise data assets.
Existing business models on data use

are leading to challenging obstacles in
interoperability. While interoperability and
data sharing are both ideals underpinning

the loT, these also come with security and
privacy challenges. In this respect, it is also
important that Digital Platforms Inquiry
recommendations be considered in relation to
the future impact of platform business models
on the dynamics of the loT.

To address vendor lock-in and the concerns
regarding urban governance, data privacy
and data surveillance, governments could
consider the implementation of APIs, city data
marketplaces and open data collaboratives
or 'trusts’ that seek to create common
protocols and frameworks for data sharing
across vendors, public—private agencies and
citizens.”” This could align with current work
on the Data Availability and Transparency Bill,
the Australian Privacy Principles (APPs) and
Privacy Act 1988 (Cth) (the Privacy Act), as well
as state and territory frameworks for sharing
government data, including privacy laws and
freedom of information requests.

For example, Copenhagen has a city data
marketplace where third party data can
be used to augment public sector data
and where data can be bought or sold.

25 Examples include the Copenhagen Data Marketplace, the European DECODE Project underway in Amsterdam
and Barcelona and the X-Road initiative implemented in Finland and Estonia(Raetzsch et al., 2019).



Case study 20: Open data hub

In 2016, Transport for NSW established the
Open Data Hub, which gave open access

to transport data through static datasets

and real-time APIs. This enabled customers,
developers and analysts to use data to create
innovative transport apps, as well as insights
and information services for customers. Since
its launch, over 2.2 billion API hits have been
counted on their Open Data Server. Benefits
listed by Transport NSW include:

« promoting open, transparent and
accountable government

« contributing to the digital economy in NSW
and promoting the development of new
businesses and industries that can make
use of government data

« leading to better public services

« advancing community engagement
with the government and with the work
of government

- enabling data sharing between
government agencies in NSW and across
jurisdictions

- facilitating greater understanding of
agencies’own data and the potential
of that data

« supporting evidence-based policy making
and policy research.

For example, My House Geek has used these
data to develop an interactive map which
allows users to explore a neighbourhood
through a digital map before moving. A user
can search for properties, as well as discover
nearby schools and public transport services.

Data are democratised and this allows
community members and industry to
generate insights and contribute to the digital
economy to support new businesses that can
use these data. The Copenhagen City Data
Exchange 'has enabled public and private
sector organisations to gain insights into

data use cases, new external data sources,

GDPR issues and to explore the value of
their data’ (Wray, 2018). Governments could
also consider controlled access data sharing
arrangements with companies to facilitate
information exchange.

Leadership by Australian governments in
these types of initiatives would support
openness, transparency and accountability

in the characteristics, management and
release of these data, and improve community
trust and acceptance of data usage

and management.

2.5.6 Growing politicisation
of service delivery

Major technology companies are likely to use
advances in the loT to extend the reach of
their existing platforms into urban domains
(Barns, 2019b; McNeill, 2015; Sadowski and
Bendor, 2018). This has already led to a growing
politicisation of urban governance, data privacy
and data surveillance concerns (Barns, 2019b;
van der Graaf and Ballon, 2019). For example,
Google's sister company Sidewalk Labs has
sought to enter the urban innovation space
by seeking to build a city ‘from the internet up’
using loT and other smart city technologies.
This has attracted widespread criticism from
residents, concerned about the capacity for
Google to use this initiative to advance its data
commercialisation and Al, or deep learning,
strategies (Lorinc, 2018). Governments will
need to continue to assess their ongoing
engagement with major technology
companies that provide loT solutions, as public
versus private interests converge, particularly
in the ownership, use and security of data.

2.5.7 Strengthening
telecommunications resilience

An increased uptake of loT systems over
the next decade across cities and regions
and in different industry contexts will
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be dependent on reliable connectivity.
Multi-modal connectivity solutions which
include redundancies will ensure that loT
systems remain online and functioning. In
particular, the recent 2019-20 bushfire season
demonstrated our dependence on reliable
connectivity, which will be critical for future
bushfire prevention and response, particularly
emergency management.

In the event of bushfires, for example,
damage to telecommunications infrastructure
or power outages could increase the

risk of service outages. As a result of the
2019-20 bushfires, the ACMA reported that
1,390 facilities were either directly impacted
by fire damage or indirectly impacted by
power outages or other factors. Fifty-one
percent experienced outages of four hours

or more during the review period. Most
outage incidents were a result of power
outages, rather than direct fire damage
(which only accounted for one percent of
outage incidents), indicating that mains
power affected network resiliency (Australian
Communications and Media Authority, 2020b).

The Australian Government is

investing $37.1 million to strengthen
telecommunications resilience in bushfire and
disaster prone areas so that communities can
stay connected during emergencies. Initiatives
include improving the resilience of regional
and remote mobile phone base stations to
upgrade longer-lasting backup power sources,
delivering improved communications over
the next two bushfire seasons and deploying
satellite services to provide additional
redundancies to improve telecommunications
for rural fire authorities and evacuation
services (Minister for Communications,

Cyber Safety and the Arts, 2020).

Other back-up options that could be
explored include maintaining legacy
copper-wire networks, using high-altitude
balloons to create aerial wireless networks

(Critical Comms, 2019) or deploying satellite
technologies (see Appendix B). The use of
mesh networks has also been raised as a
possible resilience measure, where people in a
disaster-afflicted area could use a 5G-enabled
smartphone as a node to connect to other
phones (Tuffley, 2019). Further research on
distance ranges and population density will
be critical as emerging technologies evolve,
to understand the applicability of these
technologies in more remote areas.

2.5.8 Advanced manufacturing

Workforce training is critical for ensuring that
Australian industry is ready for the Industry 4.0
revolution. In 2019, the World Manufacturing
Forum published a report outlining not

only the skills the workforce will need to
develop but also a number of emerging roles
(World Manufacturing Foundation, 2019).
These included detailed descriptions of the
responsibilities for a number of emerging
roles, including digital ethics officer, a lean

4.0 engineer, an industrial big data scientist, a
collaborative robotics expert, an Information
Technology/Operation technology integration
manager and a digital mentor.

Another recent report identified that Australia
has both a productivity and an innovation
gap (Innovation and Science Australia, 2017).
The report highlighted the opportunity to
bridge the productivity gap, a measure of

the efficiency of labour and capital, through
the application of advanced automation

and digitalisation. Amongst OECD nations

on the Global Innovation Index, Australia is
ranked 10 on innovation inputs; however, it is
ranked 72 on research business collaboration
(Innovation and Science Australia, 2017).
Industry 4.0 offers an opportunity to assist in
bridging these gaps, which will give Australia
the opportunity be a leader in the global
innovation race which is valued at $1.6 trillion
(Innovation and Science Australia, 2017).



As previously noted, there are also particular
opportunities for Australia to develop digital
twin technology over the next decade,

given our highly educated workforce and
sophisticated economy. While this technology
is relatively new, the value is likely to

rise exponentially over the next decade

and eventually overtake the value of the
manufacturing process equipment.

A challenge for advanced manufacturing is
the development of wireless communications
with high standards of reliability, latency

and security (i.e. ultra-reliable low-

latency communications, URLLC). Despite

the academic research and on-going
standardisation efforts towards URLLC (which
will include 5G and WiFi 6), there remain many
challenges, including how to ensure ultra-high
reliability and low latency within the limited
radio spectrum.

2.5.9 Energy management

The loT is likely to encourage new business
models in energy management, which bundle
electricity with other services or facilitate
peer-to-peer energy trading (Australian
Energy Market Operator (AEMO), 2020).%
While opportunities for peer-to-peer trading
are currently limited and complex for
Australian households, recent research has
found a strong interest in energy-sharing
platform models (Strengers et al,, 2019). There
are indications that a variety of options for
bundling, sharing and trading energy will
emerge both locally and internationally.
Broader energy considerations are discussed
in more detail at section 4.4.1 and 4.6.6.

26 See Case study 2: Innovation in water management practices.

Case study 21: Intelligent energy
management

Evergen, an Australian energy software company,
uses an intelligent energy management system
developed by CSIRO to help customers manage
and monitor their solar panel and battery
systems. The system autonomously checks
weather forecasts and telemetry from panels
and grid conditions, to optimise usage and allow
battery charging at off-peak times. Evergen’s
‘virtual power plant’ system allows customers to
sell energy into the wholesale market and pay
to charge batteries when prices are negative.
The cost of installation of solar photovoltaic
systems has typically been a barrier to uptake
and adoption, but Evergen has forecast that its
system will reduce the return on investment
from 8-10 years to 5-6 years (Fowler, 2019).

2.5.10 Health delivery

2.5.10.1 Redefining healthcare systems
post-COVID-19

While the challenges that COVID-19 has
presented are likely to have lasting social
impacts, it has also afforded new opportunities
to challenge and redefine traditional concepts
of primary, secondary and tertiary healthcare.
The use of loT and other digital technologies
in this crisis are already showing positive
impact. They have augmented and enhanced
traditional clinical settings through the use
of population health monitoring, medical
wearable devices and enhanced telehealth
initiatives to improve remote monitoring. This
has reduced patient load on the healthcare
system and reduced the risk of transmission.
Current use cases have demonstrated the
interconnectedness between loT, Al, deep
learning and blockchain, and the importance
of considering these technologies and their
impacts collectively.
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Itis likely that these applications will increase
public and government acceptance of such
technologies, which may impact on other
areas of future healthcare (Ting et al., 2020).
For example, while the focus of healthcare
systems and governments has been to tackle
the direct impact of COVID-19, it would be
beneficial to assess the long-term impacts

on core and critical clinical services. If the
impacts of COVID-19 last longer than six
months as expected, healthcare systems
should start to assess the use of loT and
other digital technologies to augment and
enhance current practices. For example, the
use of 'virtual clinics’, building on existing
telehealth initiatives, with health wearables
and phone-based apps using ‘chat bots'to
detect and record patient data on a regular
basis has been suggested, to reduce clinical
load, improve chronic disease monitoring
and provide community engagement and
communication (Ting et al,, 2020). However,
the ramifications of increased data collection
in the deployment of these types of initiatives
will be important for governments and
healthcare systems to consider, to ensure that
they are proportional to their efficacy and
citizen expectations of privacy. These issues
are discussed in more detail in section 3.6.2.1.

2.5.10.2 Regulatory considerations

Future opportunities include integrating
digital health records and emerging health
innovations with and between different loT
devices. To realise the potential in Australia,
national bodies such as the Australian Digital
Health Agency, the Department of Health,
Australian Institute of Health and Welfare

or the Australian Commission on Safety

and Quality in Health Care could consider
developing a strategy that assesses loT health
applications from a clinical implementation
perspective. The strategy could outline areas
for further R&D and provide appropriate
regulation on how to collect and store

health information safely, with consideration
of who controls the data and the level of
control of the individual. A clear code of
practice on the management of data, privacy,
confidentiality and cybersecurity would be
important to transition to a fully realised
smart healthcare system (see Chapter 3). It is
also worth considering making it mandatory
for only certified loT products to be able to
collect, store and communicate healthcare
information with healthcare cloud servers
(Internet of Things Alliance Australia, 2017d).

2.5.10.3 Architecture requirements

Data management in loT healthcare
applications will be similar to other
applications of loT; however, the data

required to monitor the human body will
need to be high in fidelity, resolution, volume
and velocity. Fog architecture and cloud
computing are likely to be required to receive,
process, store and communicate these data.
Hospitals and clinics will also need to consider
employing or consulting with fog specialists
to oversee the management of these data
(Farahani et al., 2017).

2.5.11 Freight and logistics

Regulatory systems relating to freight

and logistics can be complex, spanning
issues relating to speed, mass limits, truck
dimensions, driving hours and load restraints.
Most government agencies have developed
comprehensive departmental and agency
online regulation repositories. However, it can
be difficult to configure operational cloud-
based software to incorporate all of these the
regulatory requirements. This means there

is a high degree of reliance on individuals
managing the program software to have a
comprehensive understanding of regulatory
constraints and apply these during operations.
As loT systems evolve, the number of M2M
interactions in business decision making



will increase. Companies and governments
will need to work together to ensure that
domestic and international regulatory systems
are interoperable with operational software,
with frameworks spanning quarantine and
specific commodity declarations, import and
export restrictions and import duties.

2.5.12 Smart mobility

2.5.12.1 Mobility as a Service

In 2018, ITS Australia assessed the opportunity
to deploy MaaS$ in Australia, canvassing views
from over 80 expert interviews and conducting
a customer survey on attitudes towards this
transport solution. Most experts agreed that
the integration of different transport services
was the greatest challenge for Maa$ in Australia,
given the siloed systems in many regions. Other
issues cited included data access and sharing
across the private sector, the existing transport
ticketing software and payment integration.
Some experts considered that the biggest
hurdle was the lack of a compelling commercial
business case, although opportunities were
seen to exist in cities (Intelligent Transport
Systems Australia, 2018).

There is an opportunity for governments to
act as data brokers, building on the existing
work of the ONDC, to facilitate data sharing
between different transport providers

or create a digital ecosystem to support
transport service providers, so that digital
infrastructure would not need to be built from
the ground up.

National data protocols and standards would
be a positive development, with the General
Transit Feed Specification developed by
Google cited as an example. This has been
adopted by the public transport industry

as the default format for releasing public
transportation schedules and associated
geographic information. There is also a case

for government oversight to ensure that
social equity is considered in any system,
for example with a minimum standard of
service delivery for populations at risk of
disadvantage (Intelligent Transport Systems
Australia, 2018).

2.5.12.2 CAVs

Connectivity challenges

A challenge for automotive companies

will be selecting the type of network
technology that will enable V2X in their
vehicle models. Currently, the two leading
options are cellular 5G or dedicated short
range communications (DSRC) (Yoshida,
2019). As Australia imports most of its vehicles
(Department of Foreign Affairs and Trade,
2019), it will be important for governments
to consider a technology-neutral approach
when developing regulations for V2X, and
monitoring international developments in
the automotive space.

Data considerations for CAVs

While the loT consists mainly of static objects
and sensors, CAVs will operate as rapid mobile
objects within the network structure. This
may impact on the transmission of data.
Simulations of data transmission rates with an
increasing number of cars show significantly
variable rates of successful data transmission.
Algorithms and protocols that are less
sensitive to the number of vehicle nodes

will need to be developed, as there will be
varying numbers of vehicles in the network

at different times and situations. Performance
metrics, such as throughput, end-to-end delay
and latency for real-time applications will
require ongoing research (Ang et al,, 2018).

Research is also being conducted using
‘Internet of Vehicle'data to find the optimal
routing for vehicles to minimise average
waiting time to reduce congestion and
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accidents (Lee et al.,, 2016). This proposes a
mobile fog computing model where vehicles
in a vicinity form a local group (vehicular
fog) for cooperative computing, in which
vehicle contents and services are produced,
maintained and used. This leverages the
collective processing and storage capacity
of vehicles and mobile devices, constructing
a distributed computing environment that
extends the capability of vehicle interactions
(Lee et al., 2016). Internet of Vehicle

data are intended to provide services to
vehicles through the computing cloud to
improve communication with surrounding
vehicles and detection of potential hazards
(Lee et al, 2016).

A future consideration for the deployment
of CAVs in smart cities will be their
integration in the Internet of Vehicle and
broader loT ecosystem. For example, there
is the opportunity to use vehicles as mobile
ubiquitous local area network extensions to
opportunistically collect and distribute data
in smart environments, such as for air quality
monitoring. This type of integration has not
been comprehensively explored (Ang et al.,
2018) and is still an emerging research area.

Safety

Safety remains a primary concern for CAVs
and ongoing research considerations
include latency requirements and resilience
to security attacks, particularly for safety-
based applications such as cooperative
collision avoidance systems (Ang et al.,,
2018). Further work on telecommunications
technologies and their utility for different
vehicle applications will be required. For
example, researchers have demonstrated
that advisory speed limit control strategies to
improve traffic flow will perform better over
cellular networks than dedicated short range
communications networks (Ang et al.,, 2018).

Backward compatibility and legacy issues

Australians, on average, replace their cars
every 10 years (Australian Bureau of Statistics,
2019). It will therefore take time before the
majority of Australians own cars fitted with loT
technologies. While some work is underway,
backward compatibility or legacy issues will
need careful consideration as the number

of CAVs grows. For example, the challenges
of integrating CAVs into existing road safety
systems will be a key issue to be monitored
and addressed through national initiatives
such as the next National Road Safety Strategy
for 2021-30. Further, the interaction between
new vehicle technologies and existing
vehicles and infrastructure is the subject of

a number of regulatory and infrastructure
projects in Australia, with a view to ensuring
that CAVs positively contribute to road

safety objectives. For example, the National
Transport Commission’s automated vehicle
project agenda will look at issues such as
how automated vehicles should interact with
law enforcement and emergency services
personnel while in operation.

Further research into consumer acceptability
and barriers to the uptake of CAVs in

the Australian context, as well as related
considerations into the associated changes
in employment and community conditions
would also be beneficial.

CAVs as a mode of transport in Maa$S

CAVs are also expected to be a new mode of
transport to support deployment of Maas.
They would be especially useful for the first
and last stages of travel. If well planned and
implemented, CAVs will allow new business
models for car sharing and ride sharing, for
example, to deliver passengers to public
transport stations or their destination of
choice. This would help to overcome issues
such as limited accessibility and reliability on
public transport, where users can be restricted



by distance or limited scheduling (Gao and
Kornhauser, 2014). Key challenges that the loT
could assist with are in fleet size optimisation,
passenger demand prediction, and providing
reliable and timely services to users.

2.5.13 Novel data considerations

The loT will extend data analytics,
commercialisation and governance
frameworks into more diverse environmental
and industry contexts. These opportunities
will need to be balanced against the potential
for new asymmetries in data access and re-use
by major platform companies as compared to
smaller Australian companies and consumers.

It is therefore important that the loT is not
considered in isolation from wider challenges
associated with the global data economy.

An overly ‘device-centric’approach limits the
many overlaps between the loT and broader
social, economic and cultural disruptions
associated with the advance of Al, automation
and platform business models.

Developments in real-time loT data analytics
are likely to lead to a research field in its own
right, with a plethora of dissemination and
exploitation opportunities. It is expected that
the loT will increase the amount of personally
identifiable data (e.g. within a smart city

or region’s transport systems). As such,
accountability-by-design (Crabtree et al.,
2018) should be an emerging priority. Data
science techniques and provenance schemes
will be useful in assisting to quantify the likely
completeness, precision and accuracy of data
records. Industry-specific opportunities from
these developments are likely to include:

- computing professionals and technology
companies developing and producing
new loT hardware and software solutions

- telecommunications professionals
developing the data communication
networks that support loT hardware

- data scientists working on ways to
effect data collection, data wrangling
and analysis

- city planners, commercial
organisations and advertisers using
location-based services.

With the transition to new loT data search
engines and service discovery, flexible
interactions between loT and edge devices
may be created, such that the primary
providers and hosts of information become
evenly spread through the internet.

In addition, there are opportunities for
government organisations to participate
more in information storage and processing
of these data in smart cities and regions.
This may include assessing obligations

to retain data under the Archives Act 1983
(Cth) in relation to Commonwealth records
that may be generated by the use of loT, as
well as relevant state and territory archives
legislation requirements.

2.5.14 Augmented reality
and virtual reality

AR can extend loT experiences of the real

world toward virtual environments and reality.

It has been suggested that pervasive AR in
public spaces may raise ethical questions
(McEvoy, 2017), including questions

about who has the right to augment the
environment, as well as concerns about
privacy and anonymity. It will be important
to facilitate discussions regarding the
desire, necessity and quality of integrating
loT technologies to blend virtual and real
environments to the degree that they are
indistinguishable from each other. Regulatory
frameworks may be required to assist the
public to distinguish virtual and augmented
content from real content in future.
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CHAPTER 3

ACCEPTANCE AND TRUST -
CONSIDERING SECURITY
AND PRIVACY

Chapter overview

Short-term Medium-term

- Governments should provide leadership to - Australia should continue to be proactive

help consumers and industry to understand
the security and privacy risks associated

with loT technologies. This could include
engagement with manufacturers and service
providers to develop secure-by-design
thinking for the entire lifecycle of loT products.

- Australian and state and territory governments

could also consider whether current
legislative measures in Australia cohesively
establish baseline protection responsibilities
or mechanisms for redress where a privacy
breach due to loT has occurred.

- Further research on emerging security and

privacy risks and their potential impacts,
including options to address these would
be beneficial.

- The Australian Government could consider

whether enhanced surveillance powers are
consistent with international human rights
obligations in light of COVID-19. While there is
some leeway to adopt specific measures in the
current crisis, testing initiatives for necessity
and proportionality is important.

in its approach to security and consider
establishing baseline protection and
redress mechanisms, noting that new
risks will continue to arise. The security
of loT systems will be dependent on the
quality of the decision making software
and digital networks that support these
applications. In particular, this should
apply to sectors with higher requirements
for security such as healthcare

and government.

- Security solutions will need to cater for

an ecosystem where loT devices with
unpatched vulnerabilities will often be
present in the network infrastructure,
co-existing with other devices during
the device lifetime. Where upgrade paths
are impossible, or if an undue burden is
placed on the end user to upgrade the
loT device’s software and security, device
manufacturers may have to get it right
first time.



« As the loT becomes more pervasive, it

will be difficult to both build consumer
awareness of the necessary frameworks and
risks and to extract informed consent for
mass-distributed styles of data-collection.
Action is required to ensure that data
collection, usage and application is safe,
ethical, meaningful and fit for purpose,
supported by appropriate legislation and
regulatory frameworks. To support this,
national data standards that are consistent
across states and territories could provide
guidance on the definition, capture,
analysis and reconciliation of data. The
standards should aim to ensure that data
are appropriately used and shared, to
enhance service delivery outcomes across
all Australian governments.

—
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Long-term

- It may not be sufficient to certify

components or products in loT security
systems in the future. The certification of
monitoring of whole systems should be
considered by industry and governments.

- The threshold for ensuring a customer is

sufficiently informed in the future may be
higher, particularly for complex loT product-
service packages.

- The degree to which Australian employees

will be able to negotiate restrictions on the
use of loT devices in the workplace will vary
significantly on a case-by-case basis, and
regulatory guidance may be required to
provide certainty as to the allowed limits on
such loT deployments.

- Australia should continue to monitor and

identify ongoing data use and practices
related to loT applications and strengthen
any frameworks to ensure ongoing

community trust as necessary.
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3.1 Introduction

loT technologies will challenge our
understanding and expectations of security
and privacy in a hyper-networked sensory
environment. The size and ubiquity of

these networks will increase the number of
cybersecurity threats and the volume, veracity
and speed of data that will be collected. The
interdependent relationship between security,
privacy and the use of loT should be assessed
critically by governments and industry in
order to meet community expectations. The
discussion below demonstrates the inherent
complexity of this technology, as it becomes
increasingly embedded into society’s
processes and systems. These are further
expanded upon in Appendix C (Security) and
Appendix D (Privacy).

Over the next decade, the Australian
Government should continue to monitor

and identify emerging security and privacy
challenges related to loT applications and
strengthen any frameworks as necessary. One-
off solutions will likely be insufficient to deal
with the continuing evolution of emerging
technologies such as the loT, so effective
mechanisms in law and policy would be
beneficial to satisfy community expectations.
This could include pro-active and swiftly
reactive policy and rule-making bodies and
processes, the use of appropriate language
and interpretative principles in legislation and
judicial decision making, and well-resourced,
informed and activist regulators.

3.2 Security

One of the biggest security challenges with
loT systems is the substantial increase in the
number of surfaces available for security
attack. At present, many loT devices do not
have any security functionality (Martinez

et al, 2016); even for the ones that do, the
security measures are often primitive and can
be easily subjected to attacks. Compromising
one or more devices in the infrastructure can
lead to proliferation of malware and attacks,
potentially leading to the compromise of the
whole network system.

3.2.1 loT system vulnerabilities

3.2.1.1 Distributed systems

loT devices usually contain an embedded
processor with onboard software and will
often be connected through a number of
intermediary connections (including cloud
services, telecommunications networks and
local networks); they can be connected to
networks via different providers and can use
several different connectivity strategies at
once, such as wireless and mobile networks
(IBM Analytics, 2015). These factors make
them susceptible to a range of security
vulnerabilities and threats, not only through
the device itself but also through the systems
to which they are connected. Risks emerge
from the loT through insecure network
services, interfaces, software and firmware.
Insufficient encryption, authentication,
authorisation, security and physical safeguards
are also security issues.”” Mitigating risk is also
challenging because it involves assessing each
layer for vulnerabilities (Palmer, 2018).

3.2.1.2 Complex upgrade pathways

A common solution for software
vulnerabilities is to regularly patch them.
However, to secure an loT system by applying
security patches, it may be necessary to
obtain authorised access to all the relevant
interfaces. Device manufacturers may be
unable to do this on behalf of users, users
may not register their devices with the

27 Thisis a consolidated list adapted from the Open Web Application Security Project, Top 10 loT Vulnerabilities (2014) Project
Open Web Application Security Project Wiki, cited in Manwaring (2017b).



manufacturers, upgrades may require high
engagement from users, or users may simply
leave old and disused devices within networks
with outdated software. This can make it
difficult to ensure the security of a system.

3.2.1.3 Lack of security-by-design
incentives

In some business applications, the cost

of implementing security may outweigh

the resulting benefit. Suppliers with low
profit margins and limited experience in
manufacturing computing products may
have little incentive or capability to ensure
that loT devices operate reliably. As noted

in section 1.5.3, consumers may have
preferences for convenience over security.
Due to the wide array of functionality and
design purpose in loT devices, it may not be
clear to manufacturers and/or consumers
how security breaches could cause harm (i.e.
an loT heart monitor has clear risks and need
for security, whereas a smart loT fridge has
less tangible security risks for consumers).
Further, it may not be cost effective for device
manufacturers to provide software patches in
a timely and regular manner.

Security solutions will need to cater for an
ecosystem where loT devices with unpatched
vulnerabilities will often be present in the
network infrastructure, co-existing with other
devices during the device lifetime. Where
upgrade paths are impossible, or if an undue
burden is placed on the end user to upgrade
the loT device's software and security, device
manufacturers may have to get it right first
time (Brumaghin et al,, 2017). This is in conflict
with the increasingly dominant ‘agile’approach
to software development that encourages

a more forgiving process of iteration and
continuous improvement (Nguyen et al,, 2017).

3.2.1.4 Cyber-based crimes

Cyber-based crimes, such as those enabled by
the increasing ubiquity of loT devices, have

been described as the ideal attack vector for
malicious actors (Jenkins, 2016). The security
vulnerabilities in loT systems can lead to a
number of adverse outcomes:

- Individual devices can expose a whole
system: device-level vulnerabilities can
allow attackers to insert backdoors or

Trojans into a network.

- Data poisoning can alter machine
learning: if machine learning algorithms
are being trained at the back end using
the data collected from loT devices, then
tampering with data can fool or cheat
the machine learning algorithms used in
decision making. Attackers may insert or
manipulate data into loT systems, allowing
them to adversely affect performance
or cause targeted misclassification. The
compromise of data integrity could have
a particularly detrimental effect if data
from loT devices are used in government
decision making.

- Data breaches can cause harm: data
breaches may impact end users, especially
where the data or outcomes are sensitive.
Attacks on medical loT devices, such
as heart pacemakers and implants, can
enable settings to be changed leading to
adverse health effects. Attacks on smart
electricity infrastructures can lead to
malicious attackers stealing electricity or
even potentially causing blackouts to large
parts of a city or regional area. There have
been numerous examples of loT devices
that have been vulnerable to breaches
including smart city lights (Correa, 2016);
security cameras (Buntz, 2019); shipping
scanners (Kovacs, 2014); smart home
hubs (Whittaker, 2019); smart televisions
(Consumer Reports, 2018); medical
devices (Zetter, 2015); children’s toys
(ForbrukerRadet, 2016); location trackers
(Franceschi-Bicchierai, 2016); and cars
(Greenberg, 2015).
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3.2.2 Impacts of security attacks

At their worst, attacks can have devastating
effects on businesses and critical industries,
threaten national security, and even directly
or indirectly affect human lives. Some data
and violations have been more sensitive than

others, such as breaches in domestic settings.

It may not be enough for manufacturers
of individual products to certify, maintain
or patch the components independently,

instead there may be a need to monitor whole

systems in place. loT security is likely to need
to move from single products to end-to-end
solutions and eventually to the entire
security architecture.

Further information on the types of loT
security breaches and mitigation techniques
can be found in Appendix C.

3.3 Opportunities
and challenges

As the deployment of loT devices in smart
systems continues to increase in different
sectors such as smart cities, transportation,
agriculture and healthcare, there is a need
to ensure that the devices meet certain
minimum security standards. Multi-layered
loT systems can make it unclear who is
responsible for designing and implementing
overall system security, installing system
upgrades and policing vulnerabilities. The
loT can also make it challenging to obtain
authorised access to a system to trace, test
or fix these issues.

3.3.1 Establishing baseline
protection and redress mechanisms

Australia should continue to be proactive

in its approach to security and consider
establishing baseline protection and redress
mechanisms, noting that new risks will
continue to arise.

In late 2019, the Australian Government
released a proposed voluntary industry Code
of Practice: Securing the Internet of Things for
Consumers for public consultation, to promote
the production of ‘secure by design’devices.
However, as these standards are voluntary,
compliance is not guaranteed. It is important
that this work is therefore complemented
with policy initiatives to educate consumers
about the risks of unsecured devices so that
they can be better informed in the purchase
and use of loT devices.

Over the next decade, the security of loT
systems will be dependent on the quality

of the decision making software and digital
networks that support these applications
(Batty, 2013; Kitchin, 2013). Security should be
assessed not only in respect to government
use but also for businesses and consumers.
Regulators may need to consider the following:

- leadership by Australian governments
to support community understanding
of the security risks associated with
loT technologies

- engagement with manufacturers and
stakeholders to ensure an appropriate level
of protection from unauthorised access,
control or interference for applications

< many loT devices have limited
computational resources, sometimes
without text-supporting interfaces such
as a screen

- security guidelines and policy
management need to be light-touch and
adaptable, to be applicable to billions of
devices in a heterogenous environment
and to allow for technological
development

- regulatory processes may need to include
some form of independent penetration
testing of products that contain software
as part of the approval process (not solely
relying on the manufacturers'guarantees)



« it may not be sufficient to certify
components or products in a system;
certification and monitoring of whole
systems may be needed

. the impacts of smart system failures and
how much data and intelligence may
be exposed

- software resilience and redundancy
- robust end-to-end system maintenance.

« Monitoring overseas developments in
security and sourcing technology

Many current and future loT technologies
involve generating highly sensitive personal
data in private spaces such as the home,

as well as in public spaces such as schools,
health services, workplaces and transport
systems. The increased use of loT technologies
by Australian businesses and government
agencies could also open these entities

to threats to their data security that could
disrupt their commercial interests or service
delivery. It is important for the Australian
Government and industry to monitor ongoing
overseas loT developments in security, and

to be mindful when sourcing technology
solutions from overseas companies, as there
may be competing security and privacy
interests. Participation by the Australian
Government and industry in international
standards committees or groups that monitor
security and privacy interests (such as through
the Australian Government’s participation
through the ITU and Standards Australia’s
participation through the International
Organization for Standardization) will be
important to monitor and manage our
interests in this regard.

3.4 Privacy considerations

Privacy management in the context of loT
systems primarily addresses the privacy of
data. That is, data from loT devices should
not be revealed to unauthorised users and,

more importantly, a user should have control
over the level to which their own data are
collected by loT devices. Today, personal

data are created, transmitted, tracked and
recorded across multiple platforms. The level
of detailed, real-time, location-based data
also represents the biggest cause for concern
(Neumann, 2015), as there are significant risks
and implications for consumer data privacy.
For citizens to obtain the full benefits of
loT-enabled smart solutions, they need to be
able to feel that their data are safe (Crist et al,,
2015). As the use of devices becomes more
widespread, it is likely that a greater quantity
of data, including data that are more intimate
and personalised in quality, will be collected
and processed. However, users' knowledge is
often limited about what and how much data
are being collected, the uses of data, who is
receiving the data, and for how long data are
being used. Information on the assessment
of Australia’s current privacy regime can be
found in Appendix D.2.

3.4.1 Consumer understanding
and consent

Customers have a right to sufficient, accurate
and intelligible information on the nature,
features and dependencies of a product or
service before they enter into a contract, so
that they can make an informed choice. When
an end-user accepts a supplier or provider'’s
privacy policy, they enter into a contract,
consenting to that vendor’s use of their

data, which may include sharing it with third
parties. While this is not limited to the loT, the
greater the amount of data made available
by loT devices, the greater the likelihood of
suppliers and providers requiring data as a

mandatory component of the supply contract.

In future, the threshold for ensuring a
customer is sufficiently informed in the future
may be higher, particularly for complex loT
product-service packages.
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3.4.2 Content

Content knowledge relates to consumer
understanding of what a device does,

and what they are allowed to do with it.
Knowledge of 'normal’ functionality, that is,
the capabilities that a device is expected to
have when bought by a consumer, is usually
insufficient, particularly for loT devices with
volatility and system dependencies.

Many loT devices are hybrids of object,
software, hardware, service(s) and
functionality, which often require associated
services, such as access to cloud data
handling facilities and website interfaces.

A complex network is likely to exacerbate
complex contractual arrangements and
liability allocation for loT-specific contracts.
Even a basic loT device may require many
separate contracts dealing with hardware,
software development, software licences,
installation, website and app usage, payment
services, connectivity provision, sale,
distribution and rental. For example, while a
smart home device may be with one supplier,
the addition of any programs or applications
for added functionality could mean separate
contracts. Contracts may be with separate
entities, with some having no connection

with (or knowledge of) others in the network.

The complexity of contractual arrangements
within a network can make it difficult to
identify all applicable contracts, let alone
interpret them for end-customers (including
enterprises) and network actors.

Clear information on price is fundamental

to any customer contract. This includes not
just the price of initial supply but also follow-
on costs, such as purchase of additional
applications, subscription fees for service
agreements and costs of consumables.

Customers should also be aware of non-
money considerations, such as post-supply
obligations, for example in relation to data
and use restrictions.

The dependence of loT devices on interaction
means that information about interoperability
is also often critical. Particular systems may
only allow add-ins of particular brands of

loT devices, thereby restricting customers’
freedom of choice, resulting in vendor ‘lock-in’

3.4.3 Intelligibility

An additional information challenge inherent
in complexity is that customers may not

be able to make well-informed decisions
when they are given information that is
incomplete, misleading, overly complex or too
voluminous. Opaque wording and technical
terms are the norm for software and hardware
contracts, and initial research indicates that
this has not changed for loT devices. The
content provided may be accurate, but if it is
not intelligible to the average customer, it is
insufficient to enable an informed choice.

Careless drafting can be an additional
problem. Researchers have identified terms
and conditions in contracts involving loT
devices that contain wording obviously
written for older technologies, or wording
drafted for one jurisdiction in contracts
made for another. To counter these issues,
privacy policies must be clear and intelligible.
The Office of the Australian Information
Commissioner (OAIC) provides guidelines on
developing privacy policies requiring certain
entities classified in the APPs to develop a
policy that is in language which is easy to
understand and an appropriate style and
length (Office of the Australian Information
Commissioner, 2019a).



3.4.4 Consent in smart cities and regions

In smart cities and regions, smart buildings or
smart retail spaces may track an individual’s
location and activity to provide customised
experiences based on the user’s context. Such
services could include customised heating

or air conditioning controls based on user
preferences, services to help locate nearby
resources or the delivery of customised
coupons or incentives in the retail setting.
However, capturing fine-grained sensor data
also raises concerns about building owners
being empowered to use the data captured
to further infer properties such as personal
habits of individuals — properties that
individuals may not be comfortable sharing
without explicit consent.

Opt-out approaches to consent are a
possibility, but while these approaches are
not prohibited under Australian law, it is

often difficult to establish whether informed
consent was granted (Office of the Australian
Information Commissioner, 2019b). This is
compounded when loT devices are deployed
in public or shared spaces. Smart city trials
include no surveillance-free zones at all
(Goodman and Powles, 2019). Where loT
devices are deployed by private entities,
public oversight may be diminished.

Mechanisms for informing users about policies
related to the collection of data in smart
spaces, as well as mechanisms for obtaining
user consent, would help to address some of
these concerns. Such mechanisms could be
designed to protect users from malicious loT
spaces that may capture data other than what
has been agreed to in the policy. This could

help empower users to retroactively attest

policy compliance in the loT space.
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Scenario 3: Privacy, security and cyberhygiene

The Singhs have gone on a family holiday to
Rottnest Island. Priya Singh is comfortable
about leaving her home for a few days. Her
connected loT home platform activated
the security system five minutes after the
Singhs left home, once the sensors in the
home detected no movement. This was
also correlated with GPS location data
from the Singh’s smartphones and Priya’s
activity bracelet. As a result, cameras at the
front and back of the property turned on
and activity sensors started to track for any
suspicious movement.

Fifteen minutes into the ferry ride, however,
Priya gets a notification on her phone that
the smart refrigerator has been opened. She
immediately opens up the security camera
app to view footage within the house but
receives a notification that the cameras have
been turned off. Alarmed, the family return
home as quickly as possible. On their arrival,
they find that they cannot get into their home
and the automated smart lock won't let them
in. The Singhs quickly call the police. Jai finally
recalls where he left an emergency key to

the back-veranda door. The key hasn't been
touched in the two years since their home
was connected.

The police arrive and on further investigation
by the Cybercrimes unit, the Singhs are
informed that their connected refrigerator
was hacked into by an unauthorised user,
who then gained access to their connected
loT home platform. The Singhs are shocked.
When they call the refrigerator manufacturer,
they are informed that they did not register
the appliance to receive security updates
once it was connected to their home network.
This allowed the hacker to access their
network via the compromised refrigerator
and subsequently gain access to their security
system. Jai recalls archiving the reminder to
register the refrigerator after being distracted
by its smart water temperature capabilities.

The Singhs'experience has been sobering. Priya
and Jai now take more care in the management
of their loT devices and the importance of
cyberhygiene, such as making sure all devices
are registered for security updates.



3.5 Surveillance and privacy

3.5.1 Surveillance in public spaces

There are substantial implementation
challenges concerning how public smart
infrastructure could augment monitoring of
people without comprising confidentiality

for conditions that remain highly stigmatised
and place real limitations on work and lifestyle
options (e.g. ability to secure insurance,
opportunity to work in certain occupations).
Explicit consideration should be given to what
is lost when public spaces become managed
and subject to continuous surveillance or
monitoring, in terms of the ability and rights
of individuals and groups to associate and
define the uses of those spaces. Rational
algorithms reduce the potential of public
space as a theatre for ‘chance encounters’
(Risom et al,, 2016). Explicit ‘privacy zoning’
could be used to define — and socially signal -
limits on the types and extent of loT-enabled
monitoring deployed in specific locations.

3.5.2 Surveillance in the workplace

The right to work includes the rights to ‘free
choice of employment, to just and favourable
conditions of work and to protection against
unemployment’ (Article 23(1), Universal

Declaration of Human Rights, 1948).The

use of loT devices in the workplace may
challenge these rights and introduce conflict
between an employer’s interests in operational
efficiency and oversight, such as performance
monitoring, against an employee’s security
protection and right to privacy. However, the
loT may also improve employee protection by
monitoring employer compliance with health
and safety obligations and workplace abuses.
Research on this issue is currently limited and

warrants further investigation.

There is an emerging contested terrain in the
relationship between the loT and employment,
particularly as the technology becomes

more pervasive (Holland and Bardoel, 2016).
The use of technology to increase electronic
monitoring and surveillance of employees

has raised significant concerns (Holland et al.,
2019). As well as eroding the power balance,
the deployment of loT surveillance systems
also threatens to erode trust. The degree to
which Australian employees will be able to
negotiate restrictions on the use of loT devices
in the workplace will vary significantly on a
case-by-case basis, and regulatory guidance
may be required to provide certainty as to the
allowed limits on such loT deployments.

Case study 22: Facial recognition technology

As part of the Switching On Darwin project, 138 CCTV cameras with facial recognition capabilities

were installed alongside public Wi-Fi, new lighting and sensors. There have, however, been

community concerns about this part of the project, and the risk of erosion of privacy through

intensified surveillance (Sadowski et al., 2020). Darwin Council reported that there was no public

consultation on the technology’s use prior to the submission funding application (Ashton, 2019).

In response, the Darwin City Council has announced it would conduct a privacy impact assessment

on all new technology and that more public information sessions would be held in the future

(Adams, 2019).

This case study demonstrates the importance of early and proactive stakeholder engagement

prior to the implementation of potentially contentious loT technologies such as facial

recognition or surveillance.
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Case study 23: Biometric data
employee monitoring

In the case of Jeremy Lee v Superior Wood Pty
Ltd [2019] FWCFB 2946, a sawmill introduced
fingerprint scanners to monitor employee
work hours. When the employee Jeremy

Lee refused to comply and hand over this
biometric (fingerprint) data, he was dismissed
by his employer.2®

Collection of sensitive information under the
Privacy Act is prohibited, unless an individual
consents to the collection of the information
and the information is reasonably necessary.
Superior Wood'’s notice on this collection was
framed as a directive rather than a request, as
the directive stated that disciplinary action
would be taken for those that refused to
comply. The dismissal was overturned on
appeal at the Fair Work Commission, stating
that this directive was unlawful, because any
‘consent’ would not be genuine as it would be
vitiated by the threat of disciplinary action.
Superior Wood was ultimately found to have
made several breaches of the Privacy Act.

As this case demonstrates, lack of
understanding and relevant risk assessments
of 10T in the workplace can lead employers to
prioritise utility over worker protections.

3.6 Opportunities
and challenges

loT systems have many interwoven parts,
consisting of service providers, network
administrators, platform operators, device
manufacturers, users and participants all
contributing to a complex network. In
addition, the predicted substantial increase

in loT-enabled devices over the next 10 years
will lead to greater volumes and velocity of
data, particularly as loT applications become
more pervasive in society. These issues

will make it challenging for consumers to
sufficiently understand privacy risks: what and
how much data are being collected, the uses
of data, who is receiving the data, and for how
long data are being used. The threshold for
informed consent will be higher, particularly
for complex product-service packages or for
mass-distributed styles of data-collection,
such as for public service delivery using loT.

In the short term, engagement with

the community is important to build
understanding and awareness of the

privacy risks that loT technologies can pose.
Incremental and proactive engagement can
help empower community members and
assist in building digital literacy to meet
emerging privacy challenges as they arise. To
also ensure community trust and acceptance,
governments and workplaces may have
greater responsibility to be transparent and
accountable in the collection and use of data.
Research to understand and assess emerging
privacy risks and impacts to supplement this
work would be useful, as well as identifying
potential options to assess these issues. This
will also enable greater community trust.

Over the next decade, there is a role for
governments to ensure that data collection is
safe, ethical, meaningful and fit for purpose,
supported by legislation and regulatory
frameworks. This should include monitoring
ongoing data use and practices related to loT
applications and strengthening frameworks as
necessary. Areas for focus are outlined below.

28 Biometrics refers to technologies that measure and analyse unique and distinctive characteristics of an individual

(Moradoff, 2009).



3.6.1 National data standards

At the national level, the ONDC is currently
undertaking work to reform how public
sector data is shared to improve service
delivery, policy development and research.
Current work includes the development

of the Data Availability and Transparency
legislation, which aims to streamline and
modernise public sector data sharing, with
the ONDC facilitating greater transparency
of data sharing activities through registers
of data sharing agreements and data

users (with trusted accredited users and
service providers).

Building on this work, national data
standards that are consistent across states
and territories could provide guidance

on the definition, capture, analysis and
reconciliation of data. The standards should
aim to ensure that data are appropriately
used and shared, to enhance service delivery
outcomes across all Australian governments.
This could also complement existing work
developed by the Australian Government
such as the Data Sharing Principles and

the Consumer Data Right, as well as the
current data sharing frameworks of state
and territory governments.

In addition, increased data collection is
also likely to lead to new asymmetries in
data access and re-use by major platform
companies, compared to smaller Australian
companies and citizens. The Australian
Government could consider regulating the
ownership, usability, availability, security,
integrity and commercialisation of data by
industry as loT applications extend further
into diverse industry contexts and supply
chains over the next decade.

3.6.2 Monitoring and surveillance

Individuals have a need for privacy, and clear
boundaries are required on what data are
revealed to the employer and associated
third parties (Fairweather, 2017; Petronio,
2002). Importantly, the loT can introduce
new forms of tracking which go beyond the
individual’s ability to manage their privacy.

It will be important to educate community
members, managers and employees of the
implications and impact of this new era of the
loT, to protect against power imbalance and
privacy violations.

3.6.2.1 Increased surveillance and data
collection in national health emergencies

The current emergency relating to the
COVID-19 pandemic as of August 2020 has led
to a significant increase in the collection of
information relating to the location, health and
habits of individuals, both by the Australian
and state governments and most likely by
private organisations providing services to
government. This trend is likely to continue
and extend its reach, particularly in light of
other countries’ activities in isolating and
tracing contacts of infected individuals, and in
strict enforcement of quarantine restrictions.
For example, Singapore has introduced
geolocation tracking of the smartphones of
individuals in isolation in order to enforce
'stay-at-home’ notices (Sharwood, 2020).

The University of South Australia is currently
promoting its research work on a pandemic
drone with computer vision capabilities
allowing the detection of temperature, heart
and respiratory rates, and people sneezing or
coughing in public spaces (University of South
Australia, 2020). Many other loT devices with
elevated capacity for the collection of highly
personalised and intimate data may also be
used in the fight against COVID-19.
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Part VIA (dealing with personal information

in emergencies and disasters) of the Privacy
Act allows for the lifting of significant
protections around personal information
during emergencies. Many, if not most,
individuals in Australian society may be happy
to temporarily suspend privacy protections to
aid in reducing the spread of COVID-19.

However, the protection of that information
from malicious actors during the pandemic
and the potential use of that information

by government and businesses once the
emergency is over is important to consider.
For example, some private organisations

with poor privacy records have been in
negotiations with overseas government
agencies around the provision of surveillance
tools to help halt the spread of COVID-19
(Grind et al., 2020), giving rise to the
possibility of inappropriate profiteering from
that data. The lack of a clear right to erasure of
data in Australian privacy law is likely to prove
problematic in this context, similar to other
like jurisdictions (Gunasekara, 2020).

The Australian Government could consider
whether enhanced surveillance powers are
consistent with international human rights
obligations. While there is some leeway to
adopt specific measures in the current crisis,
testing initiatives for necessity, proportionality
and scope creep is important. Governments
and public health experts may need to ensure
that monitoring initiatives are effective and
narrowly tailored, minimising the amount

of data that is collected in order to achieve
legitimate and defined goals (Funk, 2020).

As noted in ACOLA's research (Walsh et al.,
2019), increased perception of surveillance
can alter behaviour, even when faced

with only the possibility of being under
surveillance. This can include people

avoiding talking or writing about sensitive

or controversial issues, which not only has
a‘corrosive effect on intellectual curiosity

and free speech’ but inhibits the kind of
democratic discussion necessary for a free
society (Munn, 2016). It will therefore be
important for the Australian Government

to consider any impacts of enhanced
surveillance on civil society and public debate.

Transparency and accountability are crucial
to helping citizens understand how and
why their privacy rights are being impacted.
Transparency about how data is collected,
processed and shared must be prioritised to
gain public trust and acceptance. This will
ensure that institutions that are responsible
for using these powers to monitor and limit
the outbreak maintain public trust.

In addition, consideration should be given

to incorporating unambiguous sunset

clauses so that surveillance or monitoring
mechanisms cannot unduly continue once
the pandemic ends. Firewalls could be used to
contain information from other government
or commercial uses, and information be
destroyed once the purpose for use has
ended (e.g. the pandemic is brought under
control) (Funk, 2020).

3.6.3 Evaluating existing legal
and regulatory frameworks

It is important for the Australian and state
and territory governments to consider
whether current legislative measures in
Australia cohesively establish baseline
protection responsibilities or mechanisms
for redress where a privacy breach due to
the loT has occurred. While many loT devices
may be covered under the Privacy Act, as

it is technology-neutral and principles-



based, new and novel loT applications may
create challenges that will test existing legal
and regulatory regimes. Current state and
territory policy and legislation on privacy is
complementary to the national approach,
and it is recommended that this is proactively
reviewed to ensure national consistency.

For example, research demonstrates that
problems are likely to arise in one or more of
these four categories in relation to existing
legal and regulatory frameworks:

+ uncertainty of application
« over- or under-inclusivity
- obsolescence of existing frameworks

« new harms that have not yet been
addressed (Bennett Moses, 2007).

The forthcoming review of the Privacy Act
will be a useful assessment of the current
legislation and may provide a needed
opportunity for the Australian Government
to consider the four categories above in
relation to the loT. While the OAIC received an
additional $25 million in funding in 2019 over
three years, ongoing and regular assessment
of the resourcing and functions of the OAIC
over the next decade would be prudent, as
loT and other emerging technologies mature,
and new data and privacy issues arise. More
information on existing regulations can be
found in Appendix D.2.

3.6.3.1 Recommendations for review
of existing legislation

Some of the ACCC recommendations for
reform in the Digital Platforms Inquiry are
relevant to data-based harms arising in the
context of loT devices and systems. Properly
implemented, they are likely to be helpful
in addressing some of the above concerns.
These recommendations are listed below.

In the Privacy Act 1988 (Cth):

Recommendation 16(a):

- broader definition of ‘personal information’

Recommendation 16(c):

- the imposition of an informed consent
requirement, in particular where
collection, use or disclosure of the data
is not necessary for the performance of a
contract (or as a result of a legal or public
interest reason)

- the introduction of default settings for
consent that are pro-consumer and
not bundled

Recommendation 16(e):

- adirect right of action for individuals

Recommendation 18:

- greater information requirements that
align more closely to what consumers
want to know, including a requirement
that the name and contact details for each
third party to whom consumers’ personal
information may be disclosed to

« more sophisticated user control, including
the use of personalised and global opt-in
and opt-out controls

- additional restrictions on children’s
personal information collected or used for
targeted advertising or profiling purposes.

In the Competition and Consumer Act 2010
(Cth):

Recommendation 21: further prohibitions
on unfair practices, including:

- collection or disclosure of consumer data

without express informed consent

- inducing consent by relying on long and
complex contracts, or all or nothing click
wrap consents, and providing insufficient
time or information that would enable
consumer to properly consider the
contract terms!



CHAPTER 4
DEPLOYMENT AND
SUSTAINABILITY

CONSIDERATIONS

Chapter overview

Short-term

- Itisimportant to consider the ongoing

assessment of existing policy and
regulatory frameworks prior to the
development of any new regimes
to prevent duplication of efforts
and outcomes.

loT applications over the next few years
are likely to be supported by existing 3G
alongside a hybrid 4G/5G network. It is
likely that existing network infrastructure
will support most loT deployments over
the next two to five years.

It is predicted that in the next two to
four years, several interfaces between loT
platforms will be developed for increased
compatibility and interoperability.
However, there are likely to be
opportunities for Australian companies to
capitalise on niche areas in this space.

Energy efficiency strategies should not
solely rely on technological change but
could be complemented by strategies
that involve reducing consumption to

minimise associated environment impacts.

Deployments should be accompanied by
education, awareness and behavioural
change strategies on the consumer side.

- The Australian Government and industry

bodies could continue to participate and
progress national interests in international
standards committees worldwide as
these develop.

Medium-term

- Itis important to consider a flexible and

principles-based approach to any national
regulatory development to ensure that
these remain relevant and consistent with
future international direction.

- There should be ongoing focus to ensure

harmonisation of technological standards
across state and territory jurisdictions to
ensure that CAVs can operate across long
distances and jurisdictional borders.

- Industry predictions suggest that national-

scale 5G networks to support these use
cases will emerge in the mid-2020s.



- The next generation of telecommunications,

tentatively characterised as 6G, is in its
embryonic stage. As this technology
develops, there are opportunities for
Australia to participate in international
discussions on the global developments.

- Efficiency evaluations should account for
how technologies will likely be used in
practice, and shift focus from individual
products to networks.

Long-term

- In the future, interoperation will be needed
at human semantic levels rather than pure
technical levels, so that consistency in the
knowledge derived from data with the loT
can be checked at human-relevant levels
of interaction.

- Itis conceivable that by 2050, the loT could
consume between one and five percent
of the world’s electricity. Governments
and industry could consider measures
which seek to achieve lower-energy digital

lifestyles, while integrating new loT devices.

4.1 Introduction

This chapter outlines some of the key enablers
for deployment of the IoT in Australia,
including the development of standards and
network infrastructure that will enable the
connectivity required for broad deployment.
In addition, it describes environmental
considerations for addressing sustainability
concerns related to an increasingly
device-centric society.

Although it is difficult to forecast what a
domestic loT sector will look like over the
next decade, given that novel applications
will likely emerge, a number of niche areas
based on research and consultation with key
domestic and international experts have also
been outlined.
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4.2 Standards

Regulations are ‘any rule[s] endorsed by
government where there is an expectation
of compliance. It includes legislation,
regulations, quasi-regulations, and any

other aspect of regulator behaviour that can
influence or compel specific behaviour by
business and the community’ (Department
of the Prime Minister and Cabinet, 2020).

In its 2019 Human Rights and Technology
Discussion paper, the Australian Human Rights
Commission broadly classified regulations as:

- legislation: rules mandated through Acts
of Parliament and other subordinate
legislation under those Acts

- co-regulation: rules, codes or standards
defined by industry, which can be
enforced if mandated through legislation

. self-regulation: standards, guidelines
and policies developed and voluntarily
committed to by industry or a sector;
sometimes referred to as ‘soft law’as they
are usually not legally binding (Australian
Human Rights Commission, 2019).

For emerging technologies, it can be useful
to think about regulations as the baseline for
what is deemed acceptable in terms of design,
manufacture, function and use. Regulations
have relied on relatively closed systems to
deliver specific policy outcomes (Australian
Communications and Media Authority,
2015), but there are particular challenges

for the loT, given that it envisages global
mass connectivity where ‘network, device,
information and people’are no longer in a
closed system (Australian Communications
and Media Authority, 2015). This could limit
the effectiveness of any nationally developed

regulatory schemes because of the increased
need for international cooperation and
collaboration in the application of this
technology (Australian Communications

and Media Authority, 2015). In addition, 'the
level of reliability needed from a single type
of technology may vary, depending on the
context of use and its impact’ (Australian
Human Rights Commission, 2018a, p. 38). For
example, there may be a need for greater
regulatory oversight in healthcare, where
the potential impacts and harms towards
individuals could be much greater compared
to other areas such as industrial automation.

Current standards are heterogenous, with a
multitude of standards applying to different
aspects of the loT (as discussed in section
1.5.1); these represent the different interests
of device manufacturers, overseas service
providers and standards-making bodies.
Aside from technological standards, there

is also work being progressed on the social
aspects of the IoT, considering the privacy
and security implications for end users. Key
developments will occur at the international
level. Collaboration and cooperation are
becoming more common, with industry,
international standards-making bodies and
governments working towards common
goals and greater clarity.”” Some scholars
have predicted that a universal and globalised
standard for the loT network is expected to be
finalised in the next 10 years (Barns, 2019a).
Stakeholders consulted in the development
of this report recommended that industry
and the Australian Government continue

to monitor developments over the next

5-10 years and continue to participate in
international forums where possible to ensure
that national interests are represented.

29 For example, see the Open Connectivity Foundation forum which includes multinationals such as Microsoft, Cisco, Haier
and Huawei, and which has forums in China, India and Korea. International standards-making bodies include the ISO
and the Institute of Electrical and Electronics Engineers (IEEE), as well as leaders such as the UK or EU.



Stakeholders were also in broad consensus
that any development of national standards
should be informed by international
developments. As with all emerging
technologies, the unilateral creation of
domestic regulations that are inconsistent
with international standards are adverse,
severely impacting on Australia’s ability to
receive, use and operate technology in global
supply chains.

4.2.1 National approach
to standards

As international standards and industry
developments are being progressed, it is
important to consider a flexible and agile
approach to the enhancement of national
regulatory frameworks, to ensure that these
remain relevant and consistent with future
international directions. Existing human
rights frameworks, as well as national and
international regulations on data security and
privacy provide ample scope to regulate and
govern emerging technologies (Walsh et al.,
2019), which can be enhanced through using
co-regulatory approaches and legislative
change where appropriate. A principles-based
approach is an appealing option, given the
speed of technological advancements that
render prescriptive rules obsolete or require
burdensome regular amendments. Both
government and industry both have a role to
play in developing these frameworks.

4.2.1.1 Assessing existing policy and
regulatory frameworks prior to the
development of new regulations

Existing policy and regulatory frameworks
should be assessed prior to the development
of any new regimes to avoid duplication

of existing effort and outcomes. The ACMA
provides useful guidelines to assess existing
frameworks and to identify outcomes that
may need to be delivered to support the
growth of the loT (Australian Communications

and Media Authority, 2015). The following
questions could be considered:

« What is the public interest to be served or
the problem to be solved by a particular
objective or intervention?

« What is the current method employed
to serve the public interest or solve the
problem?

« Does the public policy still warrant support
or the does the problem still need solving?

It will also be important to consider whether:

. existing policy and regulatory frameworks
could be extended to include the loT

- existing frameworks should be lessened

- existing frameworks should be applied
in different ways to remain effective
problem-solving interventions.

4.2.1.2 Future direction for the
development of national regulations

An assessment of the existing regulatory
framework for the 10T in Europe found that
industry uncertainty about rules, fragmented
application of rules across member states and
an uncalled for difference in the treatment

of different technologies had slowed down
innovation and progress in deployment of the
loT, compared to the US and China (Vodafone,
2019). The report recognised that the loT cut
across a range of connectivity technologies
and recommended the need for a technology-
neutral approach to regulations. This would
also ensure that policy developments would
not favour one technology or vendor over
another but would enable market forces to
drive innovation and deployment (Vodafone,
2019). A technology-neutral regulatory
framework was proposed, recognising the
following principles (Vodafone, 2019):

« proportionality: regulatory burdens should
be reduced or eliminated where they are
not necessary to achieve the underlying
policy objective



- harmonisation: the interpretation and

application of any national frameworks
should be consistent with international
developments to avoid fragmentation
of the global market and to reduce
compliance costs for loT providers

and users

neutrality: requlatory obligations should
be applied equally and consistently
across different sectors, loT technologies
and complementary technologies, such
as Al, machine learning and block chain,
to avoid favouring one technology over
the other

- innovation, flexibility and future proofing:

- the interpretation and application
of a requlatory framework should
facilitate innovation, flexibility and
experimentation, as well as consider
complementary measures, such
as using the ‘regulatory sandbox’
(discussed below)

- to address potential liability
issues, actors across the loT value
chain should ensure contractual
arrangements are clear and specify
who is responsible where an
loT-enabled product causes damage

+ appropriate security:

- obligations should be balanced
against risk and should be applicable
across the entire loT value chain and
product lifecycle

- to promote user acceptance and
trust, all participants in the loT should
recognise baseline loT security best
practice principles such as‘security by
design’; contractual measures could
require trade partners to do the same.

4.2.2 Interoperability

The key challenge for loT systems will be
enabling interoperability over the next
decade. Many of the key benefits of the loT
require improved interoperability and data
sharing protocols across devices, contexts
and networks. This requires a set of universal
or common standards for the horizontal
architecture of the loT, including standards for
infrastructure, identification, communications,
discovery, device management, semantics
and data management. This is complicated by
the different requirements and capabilities of
the loT across different sectors. For example,
the health sector might consider specialised
or tailored security standards for loT health
and medical devices, considering the risk of
significant harm to individuals. In addition, the
lack of standards could lead to asymmetries

in use and access by industry. For example, a
lack of data protocols can lead to data silos,
which can also limit the available insights and
efficiencies possible through the integration
of data into analytics platforms (Nonnecke et
al, 2016). For this reason, loT technologies are
considered to be at a relatively immature stage
of development and integration (van Dijck
etal, 2018).

Several leading loT platforms are provided by
major technology and data commercialisation
vendors, such as Amazon, Google, and
Microsoft. These platforms act as intermediary
services to connect diverse loT hardware

(e.g. distributed sensors and devices) and
application layers. These platforms are designed
to act as the ‘plumbing’ that connects devices
and applications. They are usually cloud-

based and facilitate the remote management
and automation of distributed devices, as

well as data management and integration.
However, these centralised cloud platforms

are expensive, as is the cost of server space for
huge volumes of big data. They can also lead to



issues of latency in data processing. For this
reason, loT platforms increasingly offer not
only cloud-based data integration but also
edge-based computing services that facilitate
data processing at the local level.

As an IBM report emphasised: ‘loT can be
complex, with a large number of suppliers
and ecosystem stakeholders needed for
success. And the fact that an ecosystem of
providers is needed sometimes becomes

a stumbling block for many companies —
putting loT into the “too hard” pile’ (Sendel,
2019). The high level of heterogeneity
operating within an‘loT stack’ reflects the
operation of multiple vendors across levels
of hardware or'things, network connectivity,
and data analytics and applications. As

one paper has noted: ‘Interconnecting
heterogeneous devices and services provided
by different vendors and providing seamless
interoperations across the available platforms
still remains a big challenge’ (Santofimia et al.,
2018). Figure 15 represents how the loT has
evolved since 2005. However, open access
models for the loT continue to struggle
against the loT platform offerings by major
commercial technology companies. This
continues to entrench data asymmetries in
marketplaces such as Australia.
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In the next two to four years, several
interfaces between big loT platforms

are likely to be developed for increased
compatibility. Consultation with stakeholders
demonstrated that this was reflected in the
various regulatory developments taking place
across different sectors including transport,
telecommunications and consumer protection,
depending on the capabilities of existing
frameworks to deal with emerging issues from
loT applications.

Similar to the development of standards,
interoperability requirements will be driven
by international developments. Therefore,
frameworks or guidelines to support
interoperability must also be flexible and
ensure they remain applicable as the
technology develops.

4.3 Network infrastructure
to support loT deployment

The network infrastructure and connectivity
requirements for loT will be application specific.
Options range from low power wide area network
options (LPWAN) for loT agricultural deployments
in rural areas, to industrial automation and
telesurgery which may require 5G URLLC on
private secure networks or ‘campus networks.
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Closed and centralised
loT networks

Open access loT networks,
centralised cloud

Open access loT networks,
distributed cloud

Figure 15: A representation of how open access loT has developed and is likely to develop

Adapted from IBM, 2015.



4.3.1 Wireless communications

Consideration of the specific connectivity
requirements for an application is critical, as
there is often a vested interest by industry
network providers to showcase ‘hyped’or
unrealistic use cases to promote usage of
their network or use cases that may have
alternative connectivity solutions. While

5G has been characterised by industry

and academic experts consulted in the
development of this report as the preferred
option for loT applications, given its speed
and low latency, existing telecommunications
technologies are also being used to support
current deployments of loT. Ericsson’s
Mobility Report demonstrated that 2G

and 3G connectivity currently enable the
majority of loT use cases worldwide and
estimated that there would be 100 million
connections in 2019. Ericsson project that
Cat-M1 and narrowband-loT (NB-loT) will
account for 52 percent of all cellular loT
connections at the end of 2025 (Ericsson,
2019). They also project that 28 percent of
cellular loT connections will be broadband
applications such as drone solutions and
mining and manufacturing applications,
with 4G connecting the majority of these
(Ericsson, 2019).

These global forecasts demonstrate that a
hybrid of connectivity options is likely to
support loT deployment in Australia over the
next decade. For example, Telstra estimates
that their network provides approximately

3 million square kilometres of LTE-M coverage
(LTE, which stands for long-term evolution, is a
4G wireless communication standard; LTE-M is
for machine-type communication) for Cat-M1
devices (Loots, 2019) and nearly 4 million
square kilometres of coverage on their NB-loT
network (Telstra and Penn, 2020).

The Australian Media and Telecommunications
Association has that noted aside from 3G,

loT applications over the next few years are
likely to be supported by a hybrid 4G/5G
network. Initial (non-standalone) 5G is
currently being deployed on existing 4G
architecture (Kennedy, 2018). Although
more research is required, it is likely that
existing network infrastructure will support
most loT deployments. In the early stage

of deployment, 5G will co-exist with 4G
networks. The main challenge in the 5G
rollout will be the transition to high frequency
band usage, which enables higher data
rates and higher network capacity, but has
range, penetration and mobility challenges.
Specifically, the 5G deployment will begin
in the areas with high network capacity
demands, where 4G will provide support for
mobility and large area coverage.

Standalone 5G, or 5G that requires dedicated
5@G core architecture, will be able to offer

the low-latency requirements needed to
support loT deployment in health, industrial
automation and CAVs, and for massive
machine-type communications designed for
wide-area mass applications. It is predicted
that industry roll out of national-scale 5G
networks to support these use cases will

not emerge until around 2025 (Kennedy,
2018). This roll-out is not only dependent

on the emergence of use cases to justify

the investment but also on the ability of

the telecommunications industry to build,
access and provide support for numerous
new cell sites (Kennedy, 2018). Apart from
being deployed in mobile operator networks,
5Gis also expected to be used in private
networks, such as those in Industry 4.0 or
enterprise networking. The Australian Media
and Telecommunications Association sees
roles for both government and industry to
support the roll-out of 5G for public networks.
While industry is responsible for building
the infrastructure, it is important that there
is there is a sufficient spectrum available (in



terms of allocation of spectrum and existing
licensing arrangements) for a commercial
roll-out (one of the key areas of focus in the
Australian Government’s 5G — Enabling the
Future Economy Strategy) (Department of
Communications and the Arts, 2017).

Governments can also assist by alleviating
community concerns regarding the
perceived health impacts around 5G and the
deployment of small cell infrastructure in
urban areas through initiatives such as the
Enhanced EME Program.

The rise of 5G has been predicted to make
broadband operators respond with their own
investments in faster and higher-capacity
networks. This may provide an alternative

to 5G for customers who have higher data
requirements as data usage grows in the
future and may continue to use broadband
services (Kennedy, 2018).

The possibility for major carriers to share 5G
infrastructure has been raised, particularly

as network rollouts reach regional areas
(Duke, 2019). This could avoid repetitive
construction and lead to improved efficiency
and reduced costs. While the Australian
Media and Telecommunications Association
acknowledged the efficiencies of shared
infrastructure in consultation, there has
been a historical reluctance for infrastructure
owners to share active network capabilities
with competitors, unless mandated by
government (such as through direction

of the ACCCQ).

4.3.2 Fixed wired versus wireless
communications

There are still some scenarios for fixed

wired communications in loT applications
(Flammini et al., 2009). These usually occur
in private networks or‘campus networks/,
which consist of fixed wired or wireless
communications over a limited geographical

area. These are used for applications such as
building automation, industrial automation
or security cameras/motion sensors for

cost and security reasons. There may be

an ongoing commercial charge to use a
commercial wireless network, whereas on a
private network, the ongoing connectivity
cost per loT device is nil. Specific applications
of industrial automation may require the
use of private networks with URLLC for
time-critical processes. For these reasons,
for many specific localised loT applications,
it may be preferable to use a private closed
network rather than any commercial radio
or fixed-line network. In addition, a ‘wired’
connection may be low cost or free to
operate and require no license, compared
to higher costs for connections through

a commercial wireless network (e.g. 5G or
long range wide area network, LoRaWAN),
so commercial and cost considerations may
also apply. However, wireless solutions may
provide higher flexibility, scalability, and less
expensive deployment and maintenance.

In the next 5-10 years, both wired and
wireless communication technologies will
be employed according to the different
requirements of each application. Mixed
wireless networks are discussed further

in Appendix B.3.

4.3.3 Satellite communications

Satellite connectivity has already been
deployed in use cases where other forms of
connectivity are unavailable. LEO satellites can
provide low power, low cost and wide range
terrestrial coverage, which may be a viable
option in RRR areas where radio loT networks
are unavailable. Australian companies Fleet
Space Technologies and Myriota, as well as
SpaceX, have deployed constellations of these
satellites in low orbit space. More information
on satellite technology can be found in
Appendix B.10.



Case study 24: loT satellite-modem
devices

Beam Communications, an Australian start-up,
has developed a new satellite messaging device
that automatically switches a mobile device

to satellite connectivity when it moves out of
cellular coverage. Users maintain messaging
capabilities, transitioning from local cellular
connectivity to satellite connectivity when
required via the Iridium Communications global
satellite network. This network provides L-band
voice and data coverage to satellite phones,
pagers and integrated transceivers globally.
The device also includes personal safety
features such as location sharing, weather
forecasts and real-time worldwide SOS alerts
for remote travellers (Tchetvertakov, 2020).

4.3.4 Deployment of 6G

The next generation of wireless
communication, tentatively characterised as 6G,
is in its embryonic stage. It is envisioned that
it could provide data rates of up to 1 terabyte
per second and could approach upper limits
of millimetre wave radio spectrum to reach
extremely high frequency levels of 300 GHz or
even terahertz ranges. To support these new
applications, 6G must simultaneously deliver
high reliability, low latency and high data rates
(Saad et al,, 2019). The enabling technology
will be Terahertz communications, satellite
communications and Al

Experts consulted in the development of this
report forecast that emerging loT cases that
use 6G may include: Cross reality (XR) services
composed of VR, AR and mixed reality;
telesurgery; tactile internet; brain—computer
interfaces; flying vehicles; and automated
driving. Using satellite 6G to complement
terrestrial loT networks could also provide
more comprehensive coverage for all of
Australia, and thus support smart agriculture,
utilities and transportation in RRR areas.

Itis unlikely that 6G will be standardised and
deployed before 2030. There are opportunities
for the Australian Government and industry
groups to participate in international
discussions about 6G over the next decade
and to prepare for future national deployment
and preparedness.

4.3.5 Connectivity in rural and
regional areas

Connectivity is a critical leveller to overcome
the urban-regional digital divide. However,
itis limited by commerciality and market
forces. Coverage, quality, data availability,
cost and choice of providers for connectivity
are likely to be significant factors in the
uptake of loT applications in RRR areas, such
as for agriculture and resource management.
Emerging connectivity options should

be used to supplement existing wireless
communications, which may not be sufficient
to provide good connectivity for the loT in RRR
areas. A 2018 CSIRO survey of 1,000 producers
across 17 industries found that mobile
coverage across their farms was commonly
poor, with only 34 percent having full coverage
and 43 percent having little or no coverage
(Zhang et al,, 2018). The report noted that
‘existing telecommunications infrastructure
may impose significant constraints to the
potential utilisation of agricultural data
technologies’ (Zhang et al., 2018, p. 38).

Ongoing government initiatives to support
improved mobile coverage and competition
in RRR areas are encouraging. They include
the Mobile Black Spot Program, which

is supported by co-contributions from

state and local governments, mobile
network operators, businesses and local
communities. As of October 2019, 748 base
stations had been activated across Australia
(Department of Infrastructure, Transport,
Regional Development and Communications,
2020b). Fifty-three million dollars will also



be invested to support investments by

the telecommunications sector to build
telecommunications infrastructure as part of
the Regional Connectivity Program, which

is part of the Australian Government’s $220
million Stronger Regional Digital Connectivity
Package (Department of Infrastructure,
Transport, Regional Development and
Communications, 2020c¢). In addition, the
Universal Service Guarantee aims to provide all
Australians with access to broadband and voice
services, regardless of location, using NBN fixed
line, fixed wireless and satellite. It will continue
to use Telstra’s existing copper and wireless
networks in rural and remote Australia for

the provision of voice services in NBN fixed
wireless and satellite areas (Department

of Infrastructure, Transport, Regional
Development and Communications, 2020d).

In addition, connectivity will be an important
factor in improving road safety and emergency
management in RRR areas. While Australia’s
mobile footprint includes over 99 percent of
the population, only one-third of the total
landmass has mobile coverage (Infrastructure
Australia, 2019). The Australian landscape

has significant distances between populated
areas, which can create barriers for systems
which may need consistent and uninterrupted
connectivity. For example, in consultation, the
Austroads representative noted that emergency
services struggle to locate road incidents

in rural areas. There would be substantial
benefits from improved connectivity for
emergency management in RRR areas, with
limited mobile coverage currently impacting
on the ability of emergency services to locate
incident sites. As CAVs are deployed over the
next 10 years, ongoing research on how these
can be integrated to enhance road safety

and emergency management would also

be beneficial.

Emerging options for low-power and
long-range connectivity, such as Telstra’s
NB-loT and Cat-M1 networks and the use of

LPWAN networks, may be more appropriate
for loT applications. For example, Australian
company mOOvement enables famers to
build their own private long range (LoRa)
network for loT GPS ear tags and general
sensor data collection (MOOvement,

2020). Mesh networks have also been
considered, where relay nodes could be set
up across existing infrastructure to extend
connectivity to sensors in a wide area network
(Tuffley, 2019).

Delay-disruption tolerant networking

with remote sensors is another emerging
alternative for agricultural applications

in RRR areas. Using short-range distance
communications, farmers in vehicles (‘the
collector’) regularly collect data from sensors
located at remote sites. Data can then be
autonomously transferred into a data server
located at a home base once the collector
returns. While delivery of data is not real-time,
as it is physically linked to the movement of
the collector, early research using vehicles

to collect data has demonstrated sufficient
time-granularity for agricultural use cases,
with near 100 percent delivery of data from
sensor to home database (Ochiai et al., 2011).

Emerging satellite technologies via direct
satellite upload connectivity are expected

to provide alternative solutions to terrestrial
wireless and commercial wireless options,
with advancements in the next decade
poised to make these technologies cheaper
and more accessible. This is being explored
by Australian companies such as Fleet Space
Technologies and Myriota. Wi-Fi hotspots are
also increasingly being used with satellite
backhaul to provide localised connectivity in
remote regions (e.g. for a single household
or business). This set-up could be used in
emergency situations where wide coverage is
not required (Internet Society, 2019). Satellite
technologies are discussed in Appendix B.10
in more detail.



The Australian Government should continue
to assess infrastructure and connectivity
requirements over the next decade. Further
research is likely to be needed to explore the
issues around connectivity, access and uptake
of loT technologies in RRR areas. In addition,
community engagement and education on
potential loT use cases, as well as targeted
digital capacity-building and skills programs
are likely to encourage uptake and support
economic development in RRR areas.

4.4 Environment
and sustainability

Competition and innovation in the loT industry
has driven down cost, enabling the production
of cheaper, miniaturised and low-powered
devices and sensors. Discourse on loT and
sustainability has focused on aspirational
goals regarding efficiency gains in resource
consumption. However, this downplays the
significant environmental impacts, particularly
as deployment increases in cities and regions.
Impacts need to be considered not only

in relation to hardware (e.g. smart devices,
sensors, data storage and transmission,

and computation infrastructure) but also in
relation to software, Al and machine learning.
This is because these technologies will also
shape individual and collective behaviour,
institutions and policies, which may also create
unintended negative environmental impacts.
An example of this is the issue of potential
‘rebound effects' which is discussed in section
4.4.1.1. Attention needs to be directed
towards a more sustainable urban form of loT
deployment, which meets current and future
expectations for sustainability.

4.4.1 Future energy consumption

The communications infrastructure
underpinning the internet and connected
devices, alongside data centres and servers

that manage information flow, currently
consumer two to five percent of electricity
supply in countries such as Australia
(Castellazzi et al., 2017; Jones, 2018; Morley et
al., 2018). It is likely that devices connected
to the loT, will, on average, consume less
energy than their internet counterparts, but
this will be offset, to a degree, because there
will many more of them. Similarly, the loT
communications infrastructure will typically
carry less data than the internet, but it will
need to communicate with more devices
than the conventional internet and these
devices will be spread more widely. If current
predictions of the size and ubiquity of the
loT are correct, it is conceivable that loT
could consumer between one to five percent
of the world’s electricity by 2050. Further
information on how the loT may consume
energy is discussed in Appendix B.11.

4.41.1 Rebound effects and increased
consumption

Most industry and policy reports assume
that the loT will simply improve household
management of energy consumption overall
where more efficient resource use will result
in a net reduction in overall consumption.
However, studies have shown that the

loT has enhanced comfort, convenience,
security and entertainment in ways likely to
require increased energy consumption. This
is known as a‘rebound effect’ (Shove, 2003).
Several studies conducted with Australian
householders demonstrated that smart
homes and devices often increased energy
consumption (Hargreaves and Wilson, 2017;
Nicholls et al.,, 2017; Roepke et al., 2010; Shove
and Walker, 2014; Strengers and Nicholls,
2017). As a result, current estimates of the
energy-saving benefits of loT devices may
overestimate the opportunity for energy
reduction and/or load shifting. These issues
are often downplayed in smart city or loT
literature on sustainability.



Examples of rebound effects are as follows:

+ Smart parking or traffic control may reduce
energy use and greenhouse gas emissions
for individual car trips, but improved travel
and parking conditions might decrease
willingness to walk or cycle (Foth, 2018a)
and encourage more car trips overall,
leading to a total increase in energy use
and emissions (Wang and Moriarty, 2018).

« Smart thermostats promise significant
energy savings; however, over 30 percent
of homes showed increased energy
consumption after installation (Nest Labs,
2015). This may be due to increased usage
time of heating and cooling appliances
because the technology enabled users
to pre-warm or pre-cool houses remotely
before arriving home.

- Technologies that reduce the need for
consumers to actively conserve energy
can have carry over effects — diminishing
energy management awareness and
practices. For example, young adults
moving out of a family home in which
automation managed their energy use
for them (via sensor lighting, smart
thermostat, automated windows and
shading) may struggle to manage
energy use in a less technologically
advanced home.

4.41.2 Impacts of manufacturing
loT devices

The environmental and sustainability impacts

of manufacturing loT devices are considerable.

loT devices require a significant amount of
raw natural resources, including metals such
as copper for electrical components and
cobalt for lithium-ion batteries. Significant
mining of minerals occurs in regions, such
as Sub-Saharan Africa, which have little or
no legislation or enforcement of social and
environmental protections (Frankel, 2016).

The mining sector in such regions has a track
record of contaminating water and soil with
heavy metals and hazardous substances

and causing air pollution, for example with
sulphur dioxide (Mwaanga et al., 2019). This
affects the suitability of the habitat for flora
and fauna, as well as posing a risk to human
health. While investment in the mining sector
has reduced environmental contamination
through the modernisation of extraction and
processing facilities (OECD Global Forum on
International Investment, 2002), the demand
for these raw materials continues to rise,
increasing the risk of contamination and thus
environmental degradation (Arrobas et al.,
2017; Bleischwitz, 2014).

4.41.3 Lock-in, planned obsolescence
and virtual wear-out

The demand for raw materials is at risk of
multiplying if the service life of loT devices is
not maximised. Halving the lifespan of an loT-
enabled object can double the consumption
of raw resources. For example, in smart cities
and regions, while street assets and urban
infrastructure objects are traditionally built
from robust materials, their augmentation
with loT capabilities through retrofitting is
costly and can pose technical compatibility
issues. Upgrading this infrastructure so that
it is compatible with the loT then requires
the complete replacement and disposal

of otherwise functional infrastructure. This
new loT-enabled infrastructure is also at risk
of requiring replacement before the end of
the possible lifetime of its components. For
example, hardware that no longer provides
the latest data sensing capabilities or data
transmission protocols is considered to be
worn out virtually despite still being physically
functional; it may need to be completely
replaced. The smart city has therefore been
considered as operating in a perpetual beta
stage (Fredericks et al.,, 2019).
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A number of factors could lead to high
turnover of devices and the inefficient use of
the resources needed to manufacture them:

- attempting to break out of vendor
lock-in (Anastasiu et al., 2020; H. Robinson
etal, 2013)

- incompatibility issues between hardware
and software due to short innovation
cycles, leading to virtual wear-out of
infrastructure before physical wear-out
(Hilty et al., 2004)

- planned obsolescence by loT
manufacturers, meaning that newer, more
desirable products are released on short
cycles and that products are not made
to be durable, long-lasting or repairable
(Wilson, 2019).

4.41.4 E-waste, disposal and recycling

The issue of e-waste is already a significant
problem. The United Nation’s Global E-waste
Monitor noted that the world generated
53.6 million metric tons of e-waste in 2019,
estimating that the amount of e-waste will
exceed 74 million metric tons in 2030 (Forti
et al,, 2020). There are two factors that may
lead to an increase in e-waste from the loT:
products and sensors that previously had no
computational power are increasingly being
transformed into devices with computational
power, and device lifecycles have also been
shortened (Higgenbotham, 2018).

The improper disposal or accidental damage
of loT devices can cause environmental
contamination with toxic substances. These
devices are difficult to recycle because they
include a mixture of small recyclable and
non-recyclable parts (City of Melbourne,

2016; Intouch Magazine, 2019). In addition,
the proper recycling facilities are often not
available, so the devices contribute to the
growth of international e-waste sites. While
new recycling and resource extraction
methods are being trialled for loT and other
digital devices (Voutsinos, 2018), the cross-
contamination of e-waste and other types
of waste continues to be environmentally
harmful (Koehler and Erdmann, 2004). Careful
approaches to the management of e-waste
will be needed moving forward.

4.5 Niche areas to
develop the Australian
loT industry

The Australian Computer Society and PwC
analysed opportunities to grow the loT
industry (PwC and Australian Computer
Society, 2018). ACOLA also consulted widely
with national and international experts

in the field, many of whom have a deep
understanding of the Australian market.
Consulted stakeholders recognised that an loT
industry in Australia should build on existing
expertise in specific sectors or develop niche
solutions in the loT stack. Agriculture, resource
management, environmental monitoring
and health were all considered to be areas
where Australia had global scale or expertise.
While overseas players lead in the loT
hardware market,*® industry could consider
developments in software and middleware,
such as software for loT-based health
management or satellite-guided mining.
Reducing our reliance on buying end-to-end
components from countries that may have
lower security and privacy standards than
Australia would also be beneficial.

30 There will be exceptions to this general rule. For example, Australian companies Fleet Technologies and Myriota are among
global leaders in satellite loT hardware development. These companies also have global aspirations and in some cases are
on the way to achieving those on the back of R&D in the Australian market.



loT initiatives in smart cities and regions

are also an area for potential growth, such

as solutions to make sense of mass-data
collection in applied contexts. A state
government noted in consultation that

a challenge was exploring the value that
could be gained from separate datasets
gained from a number of loT initiatives.
There is therefore potential for start-ups or
incumbents to develop models to better
understand how different datasets can be
used to enhance government service delivery.
These applications would require robust,
efficient and secure mechanisms for storing,
transmitting and analysing data in real-

time, and for providing application-specific
information. The experience, knowledge,
technologies and skills gained through this
process could be generalised towards other
loT solutions. To maintain a competitive
innovation advantage, industrial and academic
R&D incentives for generalisable application
developments might play an enabling role
here. Specific opportunities for local start-ups
and incumbents to develop tailored niche
solutions were noted in the following areas.

4.5.1 Cloud services

The cloud services market is served by large
multinationals including Amazon, Microsoft,
IBM and Google, with some network providers
such as Vodafone and Telstra providing cloud
services within their integrated vertical
solutions. The cloud market will be a difficult
market for Australian players to compete in
(PwC and Australian Computer Society, 2018).
Industry start-ups should therefore consider
cooperating with major players to provide
specific supplementary services or solutions
that can provide add-ons to complement
existing services. Larger providers could seek
to offer specific niche solutions for industry
verticals where cloud services are already
integrated in the existing integrated solutions.




4.5.2 Enablement platforms

Platform solutions for end users is another
area for potential growth, with the platform
market still considered relatively immature.
This market is expected to remain competitive
and fragmented in the near term (PwC and
Australian Computer Society, 2018). It is
expected that this area of the loT value
chain will be bundled with up-stream

(such as applications) and down-stream
(such as connectivity and cloud storage
options) offerings for customers (PwC and
Australian Computer Society, 2018). It is
forecast that offerings will become integrated
ecosystems where customers will be able to
access end-to-end solutions, rather than a
piecemeal system or building one from the
ground up. Australian companies should
establish niche applications that can be
integrated with existing platform solutions,
so it will be important to form the right
strategic partnerships.

4.5.3 Connectivity

There may also be niche areas for growth in
the connectivity and telecommunications
spaces. For example, we have seen the roll
out of a range of connectivity options across
the different networks, including Sigfox
(licensed by Thinxtra), NNNCo, Meshed and
Definium, all providing alternative options to
larger incumbents.

Australian companies such as Fleet Space
Technologies and Myriota show promise,
leading Australian efforts to deploy
satellite connectivity options, which may
provide more choice for connectivity in
RRR areas. The Australian Government’s
Regional Connectivity Program also aims to
promote private sector involvement with
government subsidies.

With available unlicensed spectrum, there
are opportunities for new entrants, including

overseas players and local start-ups, to enter
this market. Local start-ups may be able

to carve out a niche area, for example, by
providing connectivity options to RRR areas or
collaboration with players in the agriculture
or health sectors, given Australia's expertise in
these sectors. There may also be opportunities
for local start-ups to create ‘localised solutions
for the edge and other adjacent solutions’
(PwC and Australian Computer Society,

2018, p. 58).

4.6 Opportunities
and challenges

4.6.1 Regulatory sandboxes

The Australian Human Rights Commission has
suggested the use of regulatory sandboxes,
where companies can test products and
services for a period of time under the
authority of a regulator, before obtaining the
usual permit or licence. Currently, there are
at least 31 operational regulatory sandboxes
globally (UNSGSA FinTech Working Group
and CCAF, 2019). The use of sandboxes would
enable manufacturers and service providers
to be exempt from legal liability, as well

as providing access to expert advice and
feedback on their regulatory responsibilities
prior to going to market (Australian Human
Rights Commission, 2018b).

This approach could draw on existing work
and learnings from the Australian Securities
and Investments Commission’s regulatory
sandbox framework which enables fintech
products or services to be tested without
obtaining a financial services or credit licence
for 24 months. The Australian approach

was modelled on the UK Financial Conduct
Authority’s sandbox initiative, which has
been successful in demonstrating that
regulators can ‘play an active and positive role
in encouraging innovation’ challenging the



view that regulation is a barrier to innovation
(Deloitte LLP, 2018). The Financial Conduct
Authority’s review of this initiative in 2019
found that 80 percent of firms successfully
tested in the sandbox are still in operation
(Financial Conduct Authority, 2019). It has
since launched a‘global sandbox’to enable
start-ups to navigate cross-border regulatory
environments to participate in a global market
(Financial Conduct Authority, 2019).

Positive steps that could be modelled in
Australia to enhance existing measures
include publication of a‘Lessons learnt’ report
following the establishment of the program,
as well as establishing bilateral agreements
to facilitate sandboxes with key markets.

In addition, there is the opportunity to use
the sandbox initiative to provide greater
consumer protection and recognition to social
and ethical issues such as accessibility and
bias, which could be assessed before a new
product or service enters the market.

4.6.2 Interoperability

The interoperability of loT technologies

can be achieved by the development of

a universally accepted standard, such as

the TCP/IP (Transmission Control Protocol/
Internet Protocol) standard in the computer
network. The economic benefits from better
interoperability are likely to be significant.
While this is difficult to measure, to provide
some context, McKinsey has estimated that
interoperability is required for 40-60 percent
of the potential benefits of the 10T to be
realised (noting their 2015 estimate that loT
will have a total potential economic impact of
$3.9-$11.1 trillion a year by 2025) (Manyika et
al., 2015). Future interoperability will provide a
counterpoint to today’s loT technology, which
typically only interoperates well within a silo
from each manufacturer.

31 See discussion in Chapter 2, section 2.2.2.2.

However, the development of interoperability
is challenging and requires collaborative efforts
from academia and industry. It is predicted that
several interfaces between big loT platforms
will be developed to improve interoperability
in the next two to five years, with international
standards being refined over the next decade.
In addition, interoperability will increasingly be
needed at human semantic levels in addition
to current technical levels so that consistency
of knowledge derived from raw data within the
loT can be checked at human-relevant levels

of interaction.

4.6.3 Interoperability challenges
for the mobility sector

Interoperability has been raised as a key
challenge for the mobility sector, given that
most vehicles are manufactured overseas, with
competing technologies and protocols being
preferred by different manufacturers.’ Australian
governments and independent bodies such

as Austroads and the National Transport
Commission should ensure harmonisation across
all state and territory jurisdictions to ensure that
CAVs can operate across long distances and
jurisdictional borders. A useful model to follow
is the establishment of common standards for
electronic toll collections, as this has facilitated
the use of a single in-vehicle tag for all tolled
roads in Australia.

4.6.4 Network infrastructure
considerations

There is a clear role for the Australian
Government to play in considering the
infrastructure and connectivity options
necessary to facilitate access to the loT in

RRR areas over the next decade. Initiatives
such as the NBN rollout in regional areas, the
Universal Service Guarantee, Mobile Black Spot



Program and the Regional Connectivity Program
are encouraging, demonstrating an existing
commitment to providing connectivity regardless
of location. However, further research and
ongoing evaluation of these programs, as well as
the assessment of emerging technologies such as
LEO satellites are recommended. The use of these
technologies to enable regional loT applications
in agriculture and resource management are
likely to provide long-term economic benefits in
RRR communities over the next decade.

4.6.5 Adopting a holistic ecology
approach to environmental impacts

Most loT investment in smart cities and regions
has been driven by a technocentric approach.
While this may produce efficiency gains,
genuine sustainability requires a holistic ecology
perspective (Foth, 2018; Yigitcanlar et al., 2019).
Sawyer noted that:

“Information and communications technology,
data and networks have an important place

in our shared urban future. But this future

will be determined by our attitudes toward
these technologies. We need to make sure that
instead of being short-term gimmicks to be
thrown away when their novelty wears off, they
are thoughtfully designed, and that they put
the needs of citizens and environments first”
(Sawyer, 2018).

Various commentators have called for citizens
to be put first in response to the release of
Australia’s Smart Cities Plan (Foth, 2016),

as well as in response to the technocentric
deployment of smart cities (Foth, 2018; Foth
et al, 2016; Mattern, 2019). The statement
above puts both citizens and the environment
first, and rightly questions the concept of
‘human exceptionalism’ This may require a
new paradigm that reconceives the human
relationship with nature and planetary health
in the design of smart cities and regions. This
has been described as'decentering the human’



in the design of collaborative cities (Forlano,
2016). Questioning humans as the exclusive
inhabitants of the built environment allows
designers and policy-makers to consider a
more inclusive and encompassing worldview.
This post-anthropocentric perspective entails
a re-think of human-centred design and

architecture and aims to build smart cities and

regions from a more than human perspective
and using world-centric design methods
(Foth, 2017; Luusua et al., 2017; Smith et

al, 2017). These considerations should be
embedded in the larger debate on the ethics
and responsibilities of the design sector,
urban planning and the digital technology
industries (Monteiro, 2019).

4.6.6 Energy management

Various strategies for energy management
through loT-enabled devices and automation
have been proposed, both in Australia

and internationally (CSIRO, 2013; Energy
Networks Australia and CSIRO, 2017; National
Grid, 2016), which may help address
unintended impacts such as rebound effects.
Recommendations for future strategies for
Australia are that:

- energy efficiency strategies should not
rely solely on technological change
but should be complemented by
sufficiency strategies®

+ loT deployments should be accompanied
by education, awareness and behavioural
change strategies on the consumer side

- energy efficiency evaluations should
account for how technologies will be likely
to be used in practice, and shift focus
from individual products to networks
(Gossart, 2015).

Strong and ongoing community engagement
will be needed to maximise the benefits of
loT-enabled energy. Following an extensive
international literature review and research
with Australian households and energy
sector stakeholders, community approaches
could consider:

- changing terminology for people from
‘customers’and ‘consumers’ to ‘partners;,
‘flexible opportunists, ‘carers’and other
meaningful roles that better reflect how
people engage with energy in their
daily lives

« engaging people through issues, concerns
and everyday practices that already
interest them (such as caring for their
children or pets)

+ recognising ways that people value energy,
extending beyond its role as a market
commodity (e.g. as a community asset,
shared responsibility or common good)

< communicate with the public in an
engaging manner, as suggested in
the Future Grid Engagement Strategy
(Strengers et al., 2019), such as through
the use of activity vouchers to incentivise
people to leave homes during periods
of peak electricity demand, or free or
discounted pet heating and cooling
technologies for heat vulnerable pets as an
alternative to air conditioning and heating.

Governments and industry could consider
measures which seek to encourage lower-
energy digital lifestyles as new loT devices

are integrated into society. This will require
consideration of health, education, defence
and ICT (national broadband) factors in energy
consumption initiatives (Royston et al., 2018).

32 This is a sustainability strategy that aims to limit or reduce the demand for energy supplied by technology through
changes in technology use and other use aspects to a sustainable level.



4.6.7 Transitioning to a distributed
energy system

Given Australia’s relatively high-cost electricity
market, smart grid transformations are likely to
transition towards a distributed energy system,
providing more choice for consumers and
reducing cost. It will be important to establish
standards to define and regulate this system.
Standards should be considered to regulate
data use and collection by consumers,

ensure that local incumbents do not slow
down adoption, and to ensure that localised
smart grid infrastructure is reliable and safe

to support these new models. The Energy
Security Board has been tasked by the Council
of Australian Governments Energy Council to
develop advice on a long-term, fit-for-purpose
market framework that could apply from
mid-2020's. (COAG Energy Council, 2020).

4.6.8 Incentivising sustainable and
holistic approaches in loT design
and development

Environmental concerns should be
considered as an integral component in

the manufacturing of devices. Incentivising
industry to take holistic or sustainable
design approaches, in the development and
manufacture of loT products over the next
decade will be important. Circular economy
strategies where value is retained as much
as possible from resources and materials
used, including the mining of potential
e-waste from the 10T, should be considered an
important source of secondary raw materials
(Forti et al., 2020). It has been estimated

that a five percent improvement in material
efficiency would represent a $24 billion
increase to GDP in Australia, creating 9.2 jobs
for every 100,000 tonnes of waste recycled
(Boxall et al., 2019). CSIRO notes that while
there are opportunities to reinvigorate

the Australian manufacturing industry to

remanufacture materials from secondary
sources, R&D in waste innovation and circular
economy is currently largely fragmented,

and linkages and collaborations between
industry, government and other stakeholders
will be required to build critical mass

(Boxall et al., 2019).

4.6.9 Further research into
environmental impacts of loT

In addition, further research is required to
understand the environmental impact of

the projected growth of loT devices over

the next decade. Vendor lock-in, virtual

wear out and planned obsolescence may
increase the volume of e-waste exponentially.
Opportunities to mitigate these risks, such as
encouraging sustainable design, extending
the lifecycle or improving the usability of
existing devices would be beneficial for
industry to consider (Zallio and Berry, 2017).
Upgrades, unobtrusive plug-ins and smart
add-ons could increase the life expectancy of
existing devices and enable users of various
ability to use them for longer periods. For
example, Apple Genius customer support
technicians are provided with repurposed
iPods or iPhones to use. These devices have
been upgraded with bigger protective case,
embedded with a long-lasting battery,

a credit card terminal, a radio-frequency
identification (RFID) sensor and simple
software to manage sales, calendar and tasks
(Zallio and Berry, 2017).

4.6.10 Australian satellite and space
technology to support the loT

Significant opportunities exist for Australia
to adopt satellite and space technology,
including stratospheric drones and balloons
to enable internet connectivity for over

70 percent of the landmass not serviced by
terrestrial fixed and wireless networks.



Opportunities:

- Infrastructure to support automation,
robotics and loT applications in agriculture,

mining, energy and long-distance transport.

- Communication networks in regional
Australia including land, airspace or
marine regions.

- Establishment of ground infrastructure for
launch and retrieval sites for high-altitude
pseudo satellites (HAPS), stratospheric
drones and stratospheric balloons servicing
the Asia-Pacific region.

- Development of sovereign industrial
capability and commercial expertise
in nanosatellite and small satellite
constellations, as well as loT services for
RRR areas

- Development of manufacturing capability
for small satellites.

- Establishment of access to space launch
sites and sovereign small rocket capability
for launch of small satellites for polar and
equatorial orbits.

- In the next decade, telecommunications
tentatively characterised as 6G, could
be powered by satellite, which will
enable ultrafast, reliable and low latency
connectivity for Al-based collaborative

processing of big data which could optimise

systems such as transportation networks,

smart grids, financial market monitoring and

healthcare systems.

Practical measures to support
implementation:

- Completion of the Geoscience Australia-led
augmentation system to provide 10 cm

positioning accuracy across our land, marine
and airspaces and precise positioning to

the accuracy of 3 cm in our cities, using
additional correction to the GPS signals

with the mobile phone network. This
infrastructure provides a critical platform

for automation, the loT and smart city
development (Geoscience Australia, 2019).

- ACMA to continue to consider spectrum

allocation that supports terrestrial and
space-based communication infrastructure.

- The Civil Aviation Safety Authority and the

Australian Space Agency?® to continue to
collaborate on the legal and regulatory
framework above and below 20 km for
access to the stratosphere and space.

- Progress the Australian Space Agency

10-year strategy ‘Advance Space’ (Australian
Government and Australian Space Agency,
2019) to foster international collaboration,
increase national capability, promote
responsible regulation risk management,
and culture and inspire and build a

future workforce.

Challenges:

- Spectrum allocation and sharing for

terrestrial wireless networks and space-
based infrastructure.

- Global competition in establishing

the space-based internet and network
infrastructure is well advanced and
attracting significant infrastructure. Australia
has yet to establish a globally competitive
position in this area. There is the risk that
Australia is unable to develop its own
sovereign capabilities in this area, if it only
uses imported technology and services.

33 The Australian Space Agency was established by the Australian Government in July 2018 to coordinate civil space matters
across government and support the growth and transformation of Australia’s space industries. There are likely to be
parallels between the agency’s work and future developments in the satellite telecommunications sector to support

loT deployments.



CHAPTER 5
SOCIAL AND COMMUNITY
CONSIDERATIONS

Chapter overview

Short-term

- Across Australia and internationally,

communities are at relatively early
stages in their knowledge about and
engagement with the loT.

- Early outreach to the community

would be helpful to promote better
understanding of the value of loT
technologies, such as the rollout

of smart city and region initiatives,
as well as driving interest to adopt
appropriate technologies.

« Understanding the social and community

considerations of the loT should be a
priority for loT development, particularly
for vulnerable populations, including
people with disabilities and the elderly.
Design, policy and research should be
conducted in the next three to five years
and will require a coordinated approach.

- Community participation in and

engagement with loT plans, development
and policy will be imperative, with
appropriate support and resourcing
required. Community will need to be
consistently engaged and coordinated
across each level of government.

Medium-term

- The loT will initially be distributed

unevenly across communities and users,
and this will likely expose and exacerbate
existing socioeconomic inequalities and
disadvantage. To avoid further perpetuating
inequalities, 10T services should be
explicitly designed to reflect the wishes
and needs of diverse groups of citizens.

Long-term

- In the future, it will be important to

consider the design and planning of our
smart cities and regions from a holistic
ecology approach, reconceiving our
relationships with nature and planetary
health. Designers and policy-makers
should strive to have an inclusive and
encompassing worldview that considers
people as part of broader ecosystems of
living things, rather than as the exclusive
inhabitants of the built environment.
These considerations should be embedded
in the larger debate around the ethics
and responsibilities of the design, urban
planning and digital technology sectors
(Monteiro, 2019).



5.1 Introduction

The loT is bringing into the foreground

how people both shape and are shaped by
environments and technologies. While it is
likely to be too early to identify a significant
trend in the way the loT will have an impact
on social interaction and relationships, it will
inevitably change how people interact with
their environments and each other. A key
consideration is devoting attention to how
people will use the personal data generated
by loT technologies as part of their everyday
lives and social interactions, and how third
parties will seek to exploit these data for
commercial or political ends.

5.2 loT and the
community

Worldwide, communities are at relatively
early stages in their engagement with the
loT. Rather than seeing the loT as a force
that will act on communities in cities,
regions and rural areas, research has shown
that it is more accurate and productive to
pay attention to the two-way relationships

between technology and communities (Bunz
and Meikle, 2018). As the many examples
across this report show, the way communities
and users adopt, adapt and imagine novel
technology is a crucial part of the long process
of technology invention, implementation

and diffusion. Already, there are a range of
changes underway in cities, with adoption
and deployment of the loT and associated
technologies. However, researchers have noted
that while the social imaginaries of smart cities
have received wide attention in public and
policy discussions, the realities of living in the
‘actually existing’ smart city have yet to be
fully researched (Shelton et al,, 2014).

Critical urban studies research has shown that
smart city initiatives and partnerships present
numerous potential tensions (Caprotti and
Cowley, 2018). The smart cities vision partially
relies on connections between different
spheres of urban management, which can
lead to difficulties such as:

- corporate actors focusing smart city
technologies on wealthy cities or areas
with the capacity to pay for their services,
to the exclusion of less socioeconomically
advantaged areas
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« public sector services lacking resources
and technological expertise compared
with those enjoyed by the corporate smart
city providers with which they attempt to
partner (Taylor Buck and While, 2015)

- the needs of specific areas being
ignored for a focus on developing
universal solutions

- increasing moves towards splintering
and disaggregation of services, such as
privatisation, negatively impacting users
or leaving out population groups.

Households play a decisive role in how
social relations among people and their
environments change with technology.
They are therefore a crucial place to look to
understand the social implications of the loT
and a key focus for emerging research.

5.3 New challenges
for users

User experience of the internet has evolved
over the years and has become increasingly
complex. The loT is part of the development
of Web 4.0, which has enabled connections
between the internet and other users anytime
and anywhere, as well as the personalisation
of services based on the continuous stream
of data (Deursen et al,, 2019). The loT presents
four new challenges for users compared to

previous uses of the Web (Deursen et al,, 2019):

. the ubiquity of devices increases the
amount of data generated

. as devices are often unnoticed and can
make autonomous decisions, the result is
less autonomy from a user perspective

- data collection is much less visible and the
resulting consequences (often determined
by organisations and devices that are

removed from the user) are difficult
to predict so there is less visibility and
more ambiguity

- security and privacy risks are magnified,
given that security measures are varied,
and the amount and diversity of data
are much more granular, detailing habit
profiles, demographics and wellbeing.

These four features demonstrate how the loT
will bring new challenges for users, but at this
stage, it is unclear how this will impact on
different individuals (Deursen et al., 2019).

5.4 Social inequality

Income differences and educational levels
have been found to impact on attitudes
around the use of loT devices. Those with
higher levels of education and higher incomes
have more positive attitudes towards loT
devices and are more likely to be the first to
buy them. This means that they are also the
first to develop the skills required to engage
in diverse uses of the loT (Deursen et al.,
2019). Similar conclusions occur across age,
with younger people tending to have the
most material loT access and a higher level of
loT skills (Deursen et al., 2019).

Researchers interested in human rights

and social justice issues argue that the loT

is implicated in a number of ‘data harms'’
(Redden and Brand, 2019), including punitive
or exploitative uses of ‘dataveillance” the
watching of people using data generated
about them (Best, 2010; Sadowski, 2019;
Sadowski and Pasquale, 2015). These harms
include becoming the subject of hidden
surveillance, identity theft and denial of
opportunities such as access to credit, social
services and insurance (Maras and Wandt,
2019; Zoonen, 2016).



The potential for the algorithmic decision-
making processes undertaken by loT
technologies to be biased, exacerbating
social inequalities and social marginalisation,
has also been identified (Lindley et al,,
2019). Social researchers have noted that
dataveillance disproportionately affects
already marginalised and disempowered
social groups, frequently exacerbating
poverty, racism and sexism (Eubanks, 2018;
Noble, 2018; O'Neil, 2016). loT systems can
potentially contribute to these processes. In
some parts of Australia, for example, smart
city technologies have been implemented in
ways that are directed at making the activities
of Indigenous populations more visible,
perpetuating racism and socioeconomic
disadvantage (O'Malley and Smith, 2019).
Further information on algorithmic decision
making can be found in Appendix D.4.5.

Researchers analysing the enactments of
smart cities have shown that initiatives and
partnerships involve numerous potential
tensions (Caprotti and Cowley, 2018;
Karvonen et al,, 2019; Taylor Buck and While,
2015). These include the partial reliance

of the smart cities vision on connections
between different spheres of urban
management and service provision, in the
context of increasing moves towards the
splintering and disaggregation of these
services, such as privatisation. Another
tension emerges from the tendency

of corporate actors offering smart city
technologies to focus on wealthy cities

or areas in cities with the capacity to pay
for their services, to the exclusion of less
socioeconomically advantaged areas. Further,
the contextual needs of specific areas require
attention in service provision, but these are
often ignored for a focus on developing
universal solutions (Caprotti and Cowley,
2018; Karvonen et al.,, 2019; Taylor Buck

and While, 2015).

5.5 Psychological impacts
of the loT and impacts on
vulnerable populations

It is important to consider how the loT may
impact on community members in novel ways,
such as psychological impacts or impacts

on vulnerable members of the population
including women, children or those from
ethnic minorities. These issues are discussed in
more detail in Appendix E.1.

5.6 loT and Indigenous
populations

The loT presents several concerns from

an Indigenous perspective, including

issues related to cultural need, community
infrastructure, environmental concerns and
Indigenous sovereignty. It is important to
note that these concerns extend beyond
approaching communities with cultural
sensitivity to the fact that Indigenous peoples
position themselves in a custodial role in
relation to the environment, the land and
living things. The impacts of the loT also have
the potential to exacerbate pre-existing issues
and grievances in Indigenous communities

in some cases. While the presence, uptake,
interest and impact of emerging technologies
in Aboriginal communities have received
research attention (Rennie et al,, 2019; Thomas
et al, 2019), no research has been conducted
specifically on their loT use. Organisations
such as the Centre for Appropriate Technology
Limited, a not-for-profit Aboriginal and Torres
Strait Island organisation, support community
engagement and uptake of technology. Further
research on the specific impact of the loT on
Indigenous people and communities would be
beneficial as this technology matures. In the
development of this report, a number of key
concerns were raised around the emergence
of the loT. These are outlined below.



5.6.1 Systems of knowledge:
conceptual alignment of digital
systems with ecosystems

The loT presents a data-centric way of
‘knowing’about the world. The rollout

is expected to collect large amounts of
information about the physical environment
and is described as producing a ‘digital
ecosystem’. This framing bears very little
resemblance to the ecosystem as Indigenous
people understand it.

The loT also opens the possibility for the
living things (animals and plants) and physical
aspects of the environment to interact and
become responsive to each other, without
the need for human intervention. This is in
conflict with Indigenous understandings of
the relationship between humans and their
environment, according to their land-based,
physical, seasonal and cultural systems

of knowledge. For example, technologies
used to generate knowledge about the
distribution and use of resources may
threaten existing Indigenous understandings
of the physical landscape.

5.6.2 Sovereignty and
self-determination

Data sovereignty for Indigenous people
includes the ability to retain control over
data, as well as the ability to undertake
digitised collection and storage of traditional
knowledge, cultures and languages. Many
Indigenous communities are now finding
ways to protect their data sovereignty using
existing technologies. The loT generates two
key challenges to this:

- the proliferation of technological devices
and data-collection practices which are
not chosen or controlled by Indigenous
peoples can be seen to challenge existing
ideas about Indigenous sovereignty and
self-determination



- increased data-gathering practices may
increase the feeling of surveillance and
control mechanisms over Indigenous
populations.

5.6.3 Accessibility, digital literacy
and marginalisation

Common to many rural and urban
populations, the loT presents some
Indigenous communities with issues of:

+ access: even though the loT is a pervasive
influence on social life, individuals and
communities may be denied access
because of problems related to their
location and financial barriers

- digital marginalisation: individuals who
live outside of communities that have
loT access or who choose to opt out
of loT technologies may be at risk of
being increasingly marginalised, as living
outside of a digitised society becomes
increasingly difficult.

User acceptance is often perceived as the
main barrier to economic growth. The idea

of ‘compliance’ with an loT framework or
‘acceptance’ of its practices, however, is

a deeply threatening concept for many
Indigenous communities, and the importance
of this should not be understated. Bridging
this gap should be approached with caution.

Gaining public trust involves engaging

with communities, and for marginalised
communities this may involve targeted
support for minorities. Indigenous consultants
have expressed the view that digital
marginalisation should not be reduced to
‘inadequate digital literacy’, to be remedied
with education. This can be interpreted as
presuming to‘correct’ or ‘solve’a knowledge-

based‘lack’in Indigenous communities.

Communities may also be resistant to welfare
in the form of support programs designed

to modify behaviour and up-skill individuals
for participation in the economy, when past
attempts to achieve similar goals have been
unsuccessful and destructive.

5.6.4 Connections with
the landscape

The encroachment of the loT affects
Indigenous communities’ spiritual connection
with the landscape. Some concerns relate to
the sickness or death of the land. For example,
removing parts of the land (i.e. extracting
resources such as rare earth metals and sand
for manufacturing and energy) threatens to
displace spiritual connections. Indigenous
communities are conscious that terrestrial
sources of sand are almost exhausted, and
growth in the loT will demand more resource
extraction. Similarly, waste must sometimes
be stored for millennia in the land. Growth

in the loT increases the number of discarded
devices and manufacturing produces toxic
and sometimes radioactive waste. Plans for
technological development often obscure
how the landscape will absorb this waste.

5.7 Literacy and
affordability

An individual’s ability to participate fully in loT
technologies is dependent on characteristics
such as digital literacy, financial situation,
connectivity and data access. For example,
the potential benefits of the loT to enable an
individual to manage their energy supply and
consumption will be spread unevenly. This risk
has parallels with the shift towards internet
banking and the closure of regional bank
branches and post offices, which has left rural
and older Australians, who don't always have
access to computers, the internet or digital
skills, with limited capacity to do banking or
pay bills (Australian Government, 2004).



ABS data indicates that about 20 percent

of people aged 55-64 years and about 40
percent of those over 65 years do not use the
internet; usage of the internet is significantly
higher in cities than in RRR areas (Australian
Bureau of Statistics, 2018). Of those who do
use the internet in these age groups, it is
likely that a significant proportion are not
sufficiently 'tech-savvy'to use loT devices
for energy purposes. Planning and policy
are typically delivered by digitally skilled
professionals in urban areas and do not
always take into account unintended and
unforeseen impacts on regional, remote,
older, low-income or digitally excluded
citizens. Australian Government initiatives
include: funding network partners of the Be
Connected Program (which provides online
resources and courses to support digital
learning for seniors) to purchase digital
devices and sim cards to loan to individuals
so that they can access online services

and stay connected during the COVID-19
pandemic (Minister for Families and Social
Services, 2020); and the implementation of
an online Digital Technology Hub to provide
RRR communities with information on
digital technologies and support connected
and unconnected customers as part of the
Regional Connectivity Program (Department
of Infrastructure, Transport, Regional
Development and Communications, 2020a).

In the energy sector there is a considerable
emphasis on the widespread rollout of ‘cost-
reflective’ electricity pricing (higher charges
at peak times) and use of automation to

shift appliance usage to lower price periods.
While this might benefit the system as a
whole, households without internet, time or
digital skills may be financially disadvantaged
during this transition as demonstrated in
Case study 25.

Case study 25: loT literacy and
affordability — a trial in Australia

Automation and the IoT are often not as

easy and useful as they are marketed to

be. Researchers conducted a trial with

40 households in Victoria and South Australia,
where participants were asked to self-install
market-leading smart light bulbs and

plugs. The bulbs and plugs would provide
automation and smartphone app-mediated
control of appliances (Nicholls et al., 2017).
Key findings of this research included:

+ a quarter of trial households were not
sufficiently interested or digitally confident
to attempt to install the devices

- a quarter of trial households tried to
install the devices but could not get
them working

« a quarter of households installed the
devices but later abandoned use due to
product failures they could not resolve,
inconvenience or other reasons

- only a quarter of households installed
the smart devices and were still using
them three to six months later (not
necessarily to manage energy use but for
lifestyle improvements).

These results not only indicated the potential
for significant technology waste, they

also demonstrated feelings of confusion,
inadequacy, frustration and exclusion among
technology users. However, these negative
experiences need to be balanced against
potential benefits for those that successfully
use these devices to manage energy use.



5.8 Building community
trust and acceptance

The use and uptake of emerging technologies
is'dependent on a responsible regulatory
system that encourages innovation and
engenders confidence in its development’
(Walsh et al,, 2019, 6). Trust is established as

a multi-layered concept, spanning:

- good user-centred, inclusive design
(e.g. as accented by 'trust by design’and
ethical design proponents)

- strong policy frameworks, with consumer,
citizens and rights protections built in from
the outset

- functioning competitive markets in which
trust is a key goal and where consumer
choice can be properly exercised

+ genuine and ongoing community
engagement in technology development
(Baldini et al,, 2016).

Communities can become distrustful of
technology where it misleads or breaches
trust of those who use it. Poor public trust in
governments and corporations may prevent
effective adoption and diminish benefits

of emerging technologies (Walsh et al.,

2019). Use and attitudes towards the loT are
also likely to be uneven and will depend

on diverse criteria, such as education, age,
income levels and ethnicity. There will also be
specific considerations for vulnerable cohorts,
such as people with a disability or the ill.
Appendix E.2 provides more detail of some of
impacts on specific populations

It is important that regulatory systems

limit adverse outcomes and are seen to
protect citizens. Measures must be designed
transparently and show sensitivity to public
attitudes. Adverse human rights implications,

such as discrimination, implicit bias or
undisclosed reasons can undermine trust, and
may result in pre-emptive calls for regulation
or limit uptake In Australia, executive bodies
responsible for promoting and protecting
human rights include: the Human Rights
Commission, the Office of the Australian
Information Commission, the ONDC, the
Office of the eSafety Commissioner and

the ACCC (Walsh et al,, 2019).

Recent developments in Australia specifically
pertaining to the development of the
loT include:

« The Australian Human Rights Commission’s
Human Rights and Technologies Issue
Paper (2018) and Discussion Paper (2019)
outlines some of the risks of emerging
technologies, including safety and security
issues for the loT (Australian Human Rights
Commission, 2018b; Australian Human
Rights Commission, 2019).

- The Australian eSafety Commissioner has
developed Safety by Design Principles to
provide guidance to industry on assessing,
reviewing and embedding user safety
in online services, with a Framework
of Guidance for industry use to follow
(Australian eSafety Commissioner, 2019).

« The ACCC recognised interconnected
devices as one of its Product Safety
Priorities for 2019 and the importance of
‘rais[ing] awareness and build[ing] capacity
to address consumer safety hazards'
(Australian Competition and Consumer
Commission, 2019b).

The issue of trust is discussed in more

depth in the ACOLA report The effective and
ethical deployment of artificial intelligence: An
opportunity to improve our wellbeing (Walsh et
al., 2019): while this report relates specifically



to Al, the considerations for the loT and
emerging technology are much the same.

As with all emerging technologies, developing
trust and acceptance will encourage more
uniform uptake of loT technologies across
communities over the next decade.

5.8.1 Accessibility and
inclusive design

The role of inclusive design in
accommodating and involving those
experiencing difference, disability or
disadvantage has been discussed previously
(Walsh et al., 2019). Incorporating inclusive
design principles in the development of
devices and relevant policies, which consider
the characteristics and needs of a wide range
of users, during conceptualisation rather than
after development, can proactively address
issues such as technology obsolescence or
discontinuance, as well as enhancing social
and cultural acceptance (Moon et al,, 2019).
For example, loT wearables, and devices
more broadly, can increase accessibility,
independence and community participation
for people with disabilities (Moon et al., 2019).

5.8.2 The value of public
engagement

Due to the emerging nature of loT
technologies and smart cities, there is

limited research in how to best educate

the community to encourage uptake of the
loT. However, broader studies have been
performed that indicate the importance of
community engagement in the uptake and
adoption of technology. Often engagement
and education of the community comes after
an initiative is mostly rolled out; however,
this approach can undermine the power

of a community. A clear starting point for
gaining public trust is ensuring that the wider

community is engaged in technology design,
implementation and adoption. This could
include engaging on the rollout of smart

city and region initiatives, as well as driving
interest to adopt relevant technologies.

This could be facilitated through an online
presence to express the potential value of the
loT or through joining other communities to
express ideas.

For example, the Tasmanian Government and
the Australian Government have contributed
significantly to raising awareness of the

LoRa LPWAN within the state, as part of

the Launceston City Deal. This was done

by undertaking training workshops, trials

of wearables and agricultural sensors, and
instigating the LoRa schools challenges
(Australian Government and Regional
Development and Communications, 2018).
Further to this, the city is engaging with a
range of stakeholders to determine the best
ways to further promote the NBN and deliver
programs to improve digital literacy (digital
skills and capabilities) in the community.

Sharing knowledge and increasing exposure
of loT projects, particularly smart cities

and regions, to targeted members of the
community can help foster and accelerate
community understanding of and interest
in loT deployment. A focus on sharing use
cases is a dynamic and approachable way to
communicate the objective of a project in a
real-world setting.

In consultation, the Australian
Communications Consumer Action Network
raised the idea of regularly surveying
Australian consumers across diverse social
groups and interests to obtain information

on what they are doing in relation to loT
technologies and what benefits and risks they
perceive (perhaps on an annual basis), so that
there is baseline research available to inform
government and corporations.



Developing a living labs approach is one way
to include the voices of diverse community
groups in planning. This approach uses
participatory design activities that encourage
community participation in planning for the
deployment of the loT in a sector or region.

There are also opportunities for school
curricula to be developed that engage
students creatively and critically with

topics and issues concerning the loT and its
futures. Developing soft skills at primary and
secondary education levels will help broaden
early awareness and understanding. Initiatives
may also be used to increase engagement
and knowledge in students'families and the
wider community as a secondary effect. For
example, the Australian Government’s Digital
Technologies Hub hosts online learning
resources and services encourages learning
and access teachers, students, school leaders

and families (Department of Education, Skills
and Employment and Education Services
Australia, 2016).

Community engagement with the loT can
positively impact smart city and regional
development in two ways, as outlined in
the following sections.

5.8.2.1 Help build an equitable future

Researchers in critical urban studies have
argued that there is a need to incorporate
community engagement in future planning,
in order to imagine a more socially equitable
future for smart cities. A citizen-led approach
that foregrounds the interests of socially

and politically marginalised, disadvantaged
or excluded groups is needed, to protect

vulnerable citizens from an agenda

oriented purely by corporate interests
(Leontidou, 2015).




5.8.2.2 Findings can help to grow
understanding of how communities
will use the loT in practice

Little is known about citizens' desires or
aspirations for smart environments such

as smart cities or smart homes, and more
research is needed (Vanolo, 2016). Social
researchers have called for smart city
forecasting that incorporates a thorough
understanding of how people respond to
new technologies as part of their daily lives
(Strengers et al., 2019). For example, in their
project involving developing future-oriented
scenarios, Strengers and colleagues found
that people wanted to use smart energy
systems to cater for the needs of their pets,
a practice not previously considered in
measuring the efficiencies of smart homes
(Strengers et al,, 2019).

5.9 Opportunities
and challenges

To build a picture of citizen experience,
research internationally has begun to
highlight early adoption and usage of the loT
in areas such as:

- automated voice assistants and home
technologies (popularised with Google
Home and Amazon Alexa devices)

- smart home systems, offering control of
doors, windows, electricity, entertainment,
music and media systems

- sensor and data-based technologies in
security systems but also emergent health,
home, disability and aged care

- public and private transport, and other
forms of mobility.

Public attention and research on loT is limited
in scope. At present, the evidence on how
the loT interacts with social change factors

in the Australian context is still unclear.

More research needs to be conducted on

the social and cultural dimensions of loT

use across the broad range of potential
domains of use in Australia, including farming,
education, transport and industry, as well as
across households and different population
groups. This is required to fill current gaps in
knowledge about how Australian consumers
across these domains understand what is
meant by the IoT, what benefits they are
gaining from these technologies, what risks
and harms might be affecting their use or
avoidance of loT technologies, and what
developments and improvements they would
like to see in the loT to better suit their needs.

Understanding the social and community
considerations of the loT should be a priority
for loT development and design, policy and
research in the next three to five years, and
this will require a coordinated approach.
Community participation in and engagement
with loT plans, development and policy

will be imperative, and there is a need for
appropriate support for and resourcing of this
engagement. Communities will need to be
consistently engaged and coordinated across
each level of government.

While the social and community implications
are emergent, there are key directions and
concerns that can be identified. With some

of these concerns (e.g. data, privacy, inclusive
and participatory design), the loT specific/
distinctive aspect needs to further unfold (e.g.
with diffusion and take-up). However, there



are issues in common with other emergent
technologies highlighted in ACOLA Horizon
Scanning papers (e.g. Walsh et al,, 2019) or
in current government inquiries or moves
(e.g. ACCC’s Digital Platforms Inquiry, the
Australian Human Rights Commission’s work
on Human Rights and Technology). Putting
these protections in place is a way to advance
issues of trust and consumer acceptance

in relation to the loT. Three key areas

which need more attention are smart city
developments, RRR locations and engaging
Indigenous populations.

5.9.1 Smart city developments
in Australia

Cities provide a strategic and convenient
context for incubation of the loT and for
identification and public discussion of social
implications. The concept of smart cities
engages people as householders, citizens,
residents, consumers and customers. While
there a growing body of literature on how the
‘actually existing smart city’is experienced
by citizens, very little research has been
conducted on this topic in the Australian
context. Further research about the ongoing
social implications of loT deployments will
be important.

5.9.2 Rural, regional and remote
locations in Australia

A broader understanding is needed about
the loT in RRR settings. It is evident from

the technology, science, business and

other literature that there are important
developments occurring across rurally based
industries (e.g. precision agriculture, mining,
satellite communications). Here again, social
research is developing internationally -
particularly in relation to farmers’ experiences
of smart farming technologies — but there

is little understanding of how Australian
communities have engaged with these
developments and what their future

impact will be.

5.9.3 Considering viewpoints
of Indigenous populations

Engaging and including Indigenous
populations in the development of the loT
will require listening to the needs, wants and
concerns of community members. Australia
has the opportunity to learn from how
remote Indigenous communities engage
with loT technologies. In addition to social
inequality risks arising from socioeconomic
disadvantage and geographic remoteness,
Indigenous communities may view some
loT systems as presuming to override their
own understandings of the environment
and existing data sovereignty. Some data
collection (such as visual footage) may
conflict with cultural beliefs.



CHAPTER 6

JOBS, SKILLS, EDUCATION

AND RESEARCH
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Chapter overview

Short-term

- To support training and research,

educational institutions will need to
develop and maintain an loT server with
the capability to connect to diverse data
sources and sensors while providing easy
access to students. A supporting cloud and
network infrastructure will also need to be
enhanced in order to protect data, manage
devices and perform data analytics.

- Industry, education providers and

governments could consider incentives
or measures to attract and retain qualified

trainers with the requisite experience in loT.

- There are specific regional and rural

considerations, including connectivity,
attracting qualified trainers and supporting
Indigenous Australians. However, the

location of remote data centres could create

new opportunities for investment and
employment in regional areas.

- Government could consider supporting

SMEs for resourcing and collaboration with
industry and education providers, so that
employees are well equipped to adapt to
and adopt loT technologies.

Medium-term

- The loT is likely to create jobs in network

design, planning and implementation,
cybersecurity, energy management,
and data monitoring, management and
analytics. Other opportunities include
Industry 4.0 and sensor/device design
and manufacture.

Targeted upskilling programs and
innovative learning methods can help
support employees to bridge skill shortages.
Learning methods might include micro-
credentials, AR-based training and game-
based learning.

VET providers, universities, external agencies
and community networks could consider
the expansion or adoption of regional study
hub models, which provide infrastructure
and academic support for students studying
via distance at partner universities.



Long-term

- Thereis a role for government and the
education sector to continually assess the
curriculum to ensure that it is future-proof
and that the workforce is appropriately
skilled for emerging technologies such
as the loT.

- Indirect jobs in cloud services and hosted
services are also expected to arise over
the next decade.

6.1 Introduction

This chapter considers some of the skill,
education and infrastructure requirements
to build a workforce and talent pipeline to
support a future loT-permeated economy.
This will require innovation and collaboration
by government, education providers and
industry, as well as ongoing evaluation

of existing education infrastructure. RRR
communities may face particular challenges
such as distance and retention of qualified
trainers. Finally, future research considerations
to enable a more considered deployment of
loT in Australia are outlined.
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6.2 The loT and the
future workforce:
potential implications

There is considerable overlap between the
loT and related technologies that have been
investigated in recent ACOLA research (e.g.
Walsh et al,, 2019). It is increasingly recognised
that the disruptive impacts of technology

are amplified by their interconnectedness in
Industry 4.0. The loT has been described as
one of the top five disruptive technologies’
(including mobile and cloud technology,
advances in computing and big data),
associated with Industry 4.0 (World Economic
Forum, 2016), and has been referred to as its
‘heart’ (Internet of Things Alliance Australia,
2019). This has important implications for
employment, education and training.

The complex and interwoven nature of these
issues, and the pace at which the technologies
are developing, means that there will also be
the need for increased collaboration between
industry, educators and governments to
improve the responsiveness and flexibility in
delivering skills — from formal qualifications

to micro-credentials or non-formal education
(Evensen et al,, 2019; Seet and Jones, 2019b).



6.2.1 Job evolution

There is a lack of agreement about the exact
nature of the impact of the loT and related
technologies on the job market. While some
see these technologies as offering limitless
new opportunities, others argue that they
will lead to significant losses of jobs or tasks
within jobs (AlphaBeta, 2017; Chartered
Accountants Australia and New Zealand and
Deloitte Access Economics, 2016; Frey and
Osborne, 2013; Institute for Public Policy
Research, 2015). The inter-connected nature
of these Industry 4.0 technologies (e.g.
automated systems working with each other
using loT networks) can lead to multiplier
effects, thereby impacting jobs more
significantly than just independent uses of
these technologies.

6.2.2 Hard versus soft skills

Much of the recent debate related to digital
disruption has focused on the dichotomy
between the importance of hard or technical
skills (such as loT engineering, cybersecurity,
data science and data knowledge) and soft or
non-technical skills (design, critical analysis
of social issues, problem solving and ethics).
This divide is driven by modelling based on

a technology-centred (automation) scenario.
However, it ignores two other important
scenarios, as reported by German researchers:
the specialisation and hybrid scenarios (Buhr,
2015; Hirsch-Kreinsen, 2016).

Under the specialisation scenario, people
use cyber-physical systems to aid decision
making, and the dominant role of qualified
workers is maintained. While there will be
less need for employees with administrative,
production and monitoring competencies,
highly qualified and ultra-specialised
employees with IT competencies will

be required. Given the complexity of loT

technology, future teams will consist of
people with deeply specialised skills; very

few individuals will have expertise across skill
boundaries (GSMA, 2018; Heuss, 2014). To
manage these teams, new boundary-spanning
skills will be required. Some examples include
‘distributed architecture’,‘'operating systems
and embedded systems’ ‘communications,
networks and protocols’and ‘mobile
computing’ (Assante et al,, 2018).

Under the hybrid scenario, monitoring

and control tasks are performed jointly via
cooperative and interactive technologies,
networked objects and people. In this
scenario, employees will face an increased
demand to be highly flexible. Employees
with technical skills will need to broaden
their outlook to consider the implications

of what they design, on the basis that they
will be likely to oversee the implementation
of the loT project that they build (Griffith,
2018). In this scenario, the ability to lead,
manage and communicate will be critical.
The implementation of loT solutions typically
involves significant modification in terms of
work content, processes and environment
(Assante et al.,, 2018). This underscores the
importance of soft skills, in particular, problem
solving, critical thinking, team working,
creative thinking and emotional intelligence.
Equipping students and workers with these
capabilities is paramount to their ability to
manage in an environment that is constantly
evolving (Turcu and Elena, 2018).

6.2.3 Future loT workforce

Current research envisages four major areas
of future jobs in an loT-permeated economy
(Korom, 2019; van Eck and Waltman, 2010,
2014). These are described in the following
sections, with Figure 16 showing an overview
of these roles and their requirements.



Overview

New roles are likely to be created in the
design planning and implementation of
loT across different business sectors.

Job description

Involves the development of systems and
frameworks to enable the integration of devices,
middleware and platforms into business.

Skill requirements

Will require understanding of network

and telecommunications, collaborative
problem-solving, and communication skills.

Current role examples

KPMG's loT consultancy practice offering
advice on implementation in smart cities,
precincts and campuses, food and fire
and energy and natural resources.

Niche opportunities
Opportunities exist for start-ups to develop
solutions to challenges of the Australian
context such us connectivity
solutions for Australia’s remote
and rural communities. o

Network design,
planning and
implementation

Smart
energy

Overview i

Roles associated with the
products and services that facilitate
the deployment and management
of smart grids, including remote
monitoring and management of substations.

Job description
Involves utilising digital grid labs and power
distribution software to monitor and manage systems.

Skill requirements

Will require understanding power system engineering,
data analytics, advanced infrastructure knowledge,
risk management, cyber security standards.

Current role examples

The US Energy Department has invested in a
Smart Grid workforce development program
to train the future workforce for smart grid
management (US Energy Department).

Niche opportunities

Opportunities exist for innovative service models
such as Pooled Energy which integrate pool
maintenance services with smart energy data
analytics for customers (Pooled Energy, 2020).

Figure 16: 10T jobs of the future

Overview

New roles in cybersecurity are likely to be created
to support the integration of 10T into niche areas,
such as the integration of safety monitoring
platforms in smart cities and regions.

Job description
Involves the reinforcement of security and
safety management of the whole system.

Skill requirements

Will require understanding of data analytics, machine
learning, loT hard and software architecture, global security
standards, problem solving and risk management.

Current role examples

Vi Dimensions (Singapore) which is developing
machine-learning based platforms that use
data collected from loT devices to provide
more reliable security for cities enterprises.

Niche opportunities
Opportunities exist in sectors
aside from manufacturing and industry
where security solutions are
more advanced (PwC and the

0000 Computer Society, 2018).
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Security

Data monitoring,
analysis and

°‘°’ management
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\ Overview

Roles will be created to
monitor, analyse and manage
loT devices and ecosystems.

Job description
Involves monitoring and manipulating assets,
conditions, and performance management,
with sector-specific applications.

Skill requirements

Will require strong understanding of big data,
machine learning and predictive analytics,
creative problem-solving and communication
skills, specific sector knowledge.

Current role examples

Analysis by PwC indicates that monitoring and
tracking will form at least half of the major
generic loT use cases, as a consequence of
sensor systems integration (PwC, 2018).

Niche opportunities

Opportunities exist to develop niche capabilities
in data monitoring and management where
Australia has expertise such as healthcare,
mining and smart urban/region applications.



6.2.3.1 Network design, planning and
implementation for the loT

A holistic, emergent and open systems view
of networks is required in the planning

and implementation of the loT, to enhance
innovation ecosystems (Suseno and
Standing, 2018). It is anticipated that jobs
will be created to help ensure that network
infrastructures are robust, reliable and
scalable. First movers in Australia in this area
include the ‘Big 4’ professional services firms,
which have re-skilled and transformed many
of their digital strategy consultants to take on
loT consultancy roles.

Case study 26: Rethinking core
industry capabilities

KPMG Australia started an loT practice in
2016, covering three core sectors: smart cities,
precincts and campuses; smart food and fibre;
and smart energy and natural resources. In the
absence of sufficient internal experience in
this emerging technology, KPMG focused on
external hiring of individuals with relevant loT
industry knowledge, expecting to grow its loT
consulting headcount by 50 percent within a
year (KPMG, 2018).

A large part of this planning involves

jobs within network communications or
telecommunications. Most of the underlying
loT connection technology, both in

Australia and globally, is developed by large
multinationals (e.g. Cisco, GE, Intel, Ericsson,
Siemens). As all major mobile operators in
Australia have deployed NB-loT technology
and are also rolling out 5G, there will be
opportunities for local jobs in the integration
and delivery of these new technologies in
Australia (PwC and Australian Computer
Society, 2018), as discussed in Chapter 6.
With the finalisation of the NBN expected in
2020, NBN Co is seeking to build a user-facing

technical field force to shift the company'’s
role from network builder to network operator
(Crozier, 2019). There may be opportunities to
leverage the skills of this existing workforce

in the implementation and planning of loT
telecommunications infrastructure.

In addition, given the challenges of the
Australian context - long distances and
challenges to fibre and mobile coverage
across many parts of RRR Australia -
opportunities exist for innovators and
entrepreneurs to develop creative solutions
to improve connectivity. This includes
developments in the emerging satellite
communications industry, led by companies
such as Fleet Space Technologies and Myriota.
In 2019, the Australian Government also
invested in space and satellite technology
through the Space Infrastructure Fund, which
is likely to focus industry efforts. Satellite
technologies are discussed in more detail

in Appendix B.10.

Case study 27: WiFi chip design

Morse Micro, an Australian start-up based

at Cisco’s Sydney Innovation Centre, has
developed a WiFi chip that is cheaper,

more powerful and five times smaller than
conventional loT WiFi chips. This may provide
better high-speed internet coverage in

RRR areas.

6.2.3.2 Security skills for the loT

The need for skills in cybersecurity is likely

to increase as loT capabilities grow, to

provide more reliable security for cities and
enterprises. In addition to general IT jobs,
specialised jobs in computer vision, object
recognition, facial recognition, target tracking,
sensor fusion, localisation and mapping,
machine translation and deep learning will
also be required (Vi Dimensions, 2019).



6.2.3.3 Energy and the loT

In the energy sector, the loT’s interconnected
features will require products and services that
facilitate the deployment and management
of ‘'smart grids./ The smart grid will support

the employment of smart field workers (Intel,
2019). Instead of working through layers of
bureaucracy, operations and maintenance,
these personnel will be able to use devices
enhanced by AR to gain real-time access

to central systems, technical manuals, and
even instruction videos, to solve technical
field problems without having to wait for
appropriately trained personnel. For example,
the US Department of Energy has developed
a smart grid workforce development program
in collaboration with educational institutions
and industry (US Department of Energy,
2019). As part of this, the National Electrical
Manufacturer’s Association, together with
George Mason University and Northern Virginia
Community College, jointly developed a series
of videos dubbed 'Vids4Grids' that provide an
overview of the range of new technologies in
the energy industry and present insights into
smart grid careers at all levels of the energy
industry (US Department of Energy, 2019).

6.2.3.4 Data monitoring, analysis and
management of the loT

Given the number of devices and systems
connecting to each other and the significant
amount of data generated, jobs requiring
data analytics skills to monitor, analyse and
manage the loT are growing in number.
Analysis by PwC indicates that monitoring and
tracking will form at least half of the major
generic loT use cases, as a consequence of
sensor systems integration (US Department
of Energy, 2019). In a McKinsey job
advertisement for loT Engineers (Operations),
the main task of the loT Engineer was to ‘work
with teams to develop industry 4.0 solutions

for smart manufacturing in cross-sector

industrial applications deploying applications
such as Digital Performance Management
systems, asset tracking and condition
monitoring’ (McKinsey & Company, 2019b).

6.2.3.5 Other potential role opportunities
in loT

Aside from the key areas above, the loT will also
likely create new employment opportunities
in other areas including Industry 4.0 (World
Manufacturing Foundation, 2019) and loT
sensor/device design and manufacture
(Dettmer and Wieladek, 2019).

6.2.4 Skills training and
development

International and Australian evidence
highlights challenges in terms of finding
workers, particularly graduates, who are trained
- or even familiar with — loT technologies in
the industrial usage context (Turcu and Elena,
2018). This is largely a consequence of the
complexity and newness of these dynamic
technologies, which are constantly evolving
(Probst et al., 2018). A Microsoft survey of
3,000 decision-makers across six countries
indicated that 47 percent of companies that
have adopted loT solutions feel that they
don't have enough skilled workers to support
these operations (Microsoft, 2019).

6.2.4.1 University initiatives

The higher education sector has recently
begun to recognise this skills gap, creating
partnerships with industry to deliver skills and
training required for an loT and Industry 4.0
workforce. Recent developments include:

« NBN Co has partnered with University
of Melbourne and University of
Technology Sydney to fund R&D in
a number of areas including the IoT,
smart cities and connectivity and future
workforce capabilities.
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« James Cook University (JCU) offers an

Electronic Systems and Internet of Things
engineering degree at the undergraduate
level, which combines information
technology, electronic engineering and
data analytics. Students also benefit from
being able to access the NB-loT research
facility, a partnership between JCU and
telecommunications giant, Huawei.
Consisting of research labs and workshops,
the NB-loT research facility enables
students to develop solutions to real-world
problems using the NB-loT standard.

- JCU is also establishing the Cairns Tropical

Enterprise Centre, a new multidisciplinary
building focused on the application of
loT in areas such as health, agriculture,
tourism, environment and the arts.

« The University of Sydney offers

an loT major for their Bachelor of
Engineering degrees.

« From 2020, La Trobe University will also

offer a two-year Masters level program
that integrates technical knowledge

with practical learning opportunities.
While based in a new loT teaching lab in
Bendigo, students will use Bendigo city as
a living lab, working with industry partners
to produce and implement loT solutions
and systems.

« Inajoint appointment with Cisco, La

Trobe University has also appointed a
Cisco Chair in Artificial Intelligence and
Internet of Things to consolidate research
strengths in these areas across a range of
disciplines, including IT, Engineering and
Mathematical Sciences.

« Swinburne University of Technology is

responding to loT/Industry 4.0 training
requirements across the continuum of
its VET and higher education offerings. In
partnership with the Ai Group, Swinburne
has developed the Associate Degree in

Applied Technologies to deliver vocational
education across the loT/Industry

4.0 technology stack. Designed as an
engineering 'higher apprenticeship’ course,
topics include M2M communication,

loT, advanced manufacturing processes,
automation and robotics, cloud
computing, advanced algorithms, smart
sensors and cyber-physical systems.

« RMIT University has also partnered with
IBM to deliver two online courses in loT
Strategy and 5G for Business to equip IT
and business professionals with the skills
needed to adopt and capitalise on these
technologies.

Internationally, universities in the US,

UK and in Europe are beginning to offer

loT and related certificates and Masters
programs (FindAMasters, 2019; Stanford,
2019). Universities are also partnering with
technology companies that develop loT
solutions (Probst et al., 2018). By integrating
online courses from technology companies
into the curriculum of a university course,
students are able to access the latest in
technology, while universities are able to keep
abreast of rapidly changing technologies.

An example is NASDAQ-listed Parametric
Technology Corporation’s IOTU.com platform,
which offers courses on becoming an loT
developer. Students can learn about loT and
then build apps using Parametric Technology
Corporation’s loT solution, ThingWorx (PTC,
2019). In this case, university students are
able to access the latest technology and
learn alongside industry professionals and
developers, gaining hands-on experience in a
highly scaffolded environment.

6.2.4.2 Up-skilling the workforce

In order to keep pace with changing
technology and reduce the skills gap,
education and training — and moreover,
continuous learning — are needed to skill,


https://www.jcu.edu.au/college-of-science-and-engineering/internet-of-things/iot-lab-and-course
https://www.jcu.edu.au/college-of-science-and-engineering/internet-of-things/iot-lab-and-course
https://www.jcu.edu.au/college-of-science-and-engineering/internet-of-things/industry-partnership-and-engagement

re-skill and up-skill individual workers.
Workers will also need to be trained to
handle the transition of systems and data
from legacy systems to loT-based systems.
Workplaces will need to train and retrain
existing workforces; this will be made more
complex by the different training preferences
of multigenerational forces (Griffith, 2018).
Targeted up-skilling programs and innovative
learning methods, including AR-based
training, game-based learning and micro-
credentials, can help employees to bridge skill
shortages (Kovacs-Ondrejkovic et al,, 2019).

With micro-credential courses, individuals
learn specific skills and competencies to
meet industry-specific needs, without

having to invest the usual time and funds
required for higher education qualifications.
Internationally, a number of short courses and
certifications are available from international
companies, including IBM, Cisco, Hewlett
Packard and Coursera, and some universities.

Australian universities have also begun to
explore micro-credentials. Curtin University's
micro-credential course, the MicroMasters
Program in loT, comprises six graduate level
courses that aim to equip professionals from
any field to design loT solutions relevant

to their area of expertise (CurtinX, 2019).
Students participate in live discussions

with instructors, with remote access to real
laboratory equipment for practical sessions.
Students who successfully complete all six
courses can use the credits towards Curtin’s
two Electrical Engineering major programs
for the Master of Professional Engineering.
The University of Technology Sydney also runs
short'Prepare your loT future’ courses as part
of its masterclasses (University of Technology
Sydney, 2019).

Evidence has demonstrated that those with
high proficiency in numeracy and literacy
are more likely to get trained compared

to workers performing routine-type jobs.

It will be important to ensure that current
training programs are appropriate and
targeted to provide the most vulnerable with
opportunities to adapt and develop skills

in a changing employment environment
(Organisation for Economic Co-operation
and Development, 2018b).

6.2.5 Infrastructure considerations

6.2.5.1 Education-industry
infrastructure partnerships

For VET providers and universities to support
the development of skills needed in the
Industry 4.0 context, educational institutions
need to develop the requisite curriculum

and courses, underpinned by faculty (e.g.
instructors and support technicians) with

loT skillsets and knowledge (University of
Technology Sydney, 2019). It is likely that
educational institutions will need to develop
and maintain an loT server with the capability
to connect to diverse data sources and
sensors, to provide a learning environment
for students (Probst et al,, 2018). Supporting
cloud and network infrastructure will also
need to be enhanced in order to protect
data, manage devices and perform data
analytics. Educational institutions should seek
to collaborate with industry to provide these
resources to students.

6.2.5.2 Education-industry-employer
collaborations

In the area of skills and training, several
initiatives have started that are related to, but
not necessarily specifically focused on, loT.

An example of this is the partnership between
Swinburne University of Technology’s
Advanced Manufacturing and Design Centre
and Siemens, which provides students with
access to leading-edge technology using
Swinburne’s Factory of the Future. This acts as
a key platform for developing and teaching

14] —
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about Industry 4.0 technologies (Seet et al.,
2018). This Swinburne-Siemens collaboration
has extended to include employer
organisation Ai Group, to develop the Industry
4.0 Higher Apprenticeship Program (AiGroup,
2018).1n 2019, the Australian Government
also allocated $3.6 million to trial a national
one-year Diploma in Applied Technologies,
developed by Swinburne and Siemens, to
boost the skills of 120 workers in small to
medium manufacturing enterprises (Minister
for Education, 2019).

In consultation with an industry expert, it was
noted that the impact of such collaborations
on the job market and other flow-on effects
will need to be considered, for example,
where a particular company may get first
choice of graduates if they have a partnership
in place with an education provider.

6.2.5.3 Future-proofing the
education sector

It will be important for the Australian
Government and the education sector to
continually assess the curriculum to ensure
that it is future-proof and that the workforce
is appropriately skilled for emerging
technologies such as the loT (Kovécs-
Ondrejkovic et al,, 2019). Research indicates
that current VET and university graduates lack
the technical and non-technical skills required
for continuous learning, such as sufficient
literacy, numeracy and science, technology,
engineering and mathematics skills, which
adversely impacts their ability to deal with
disruptive technologies (Seet et al., 2018).

Educators should also consider how to cater
for the different learning preferences of
students, as methods for teaching become
more diverse with the use of offline and
online tools (Kovacs-Ondrejkovic et al., 2019).
The personalisation of learning is likely to
assist in developing approaches to encourage
lifelong learning and continuous up-skilling.

6.2.5.4 Shortage of qualified training
providers in Australia

Providing the required education and

training for loT is not straightforward, as

a consequence of challenges in sourcing
qualified trainers with the requisite experience
(Seet et al., 2018). Research on Industry 4.0 has
indicated the need for trainers and teachers at
all levels to up-skill and acquire the necessary
knowledge to equip students for the
changing workforce, with government and
industry playing a crucial part in this process
(Seet et al.,, 2018).

Case study 28: International
collaboration for Industry 4.0
capability-building

As a result of the shortage of training
providers in Australia, REDARC Electronics,

a South Australian company specialising in
R&D and manufacture of electronic projects,
has partnered with offshore institutions, such
as the German-based Fraunhofer Institute
for Industrial Engineering IAO (one of the
German-based Fraunhofer Institutes focused
on disruptive technologies), to run dedicated
sessions on Industry 4.0 capability building.
They have also sent staff to conferences

and engineers to Japan to study lean
manufacturing and Industry 4.0 compatible
machine lines.

6.2.5.5 Challenges for small to
medium enterprises

Partnering with international education and
training institutions is not always feasible,
especially for smaller firms, as they may not
have sufficient resources, particularly in
traditional 'trade’ sectors. Thus, disruptive
technologies like the loT may have a more
significant impact on skills development for
staff of SMEs than on larger organisations
(Seet et al., 2018). While larger firms can
implement in-house training or even partner



with other organisations to help fill skill gaps,
smaller firms prefer to hire workers with

the requisite skillset, rather than develop
them internally. To address this issue in the
European context, the European Commission
initiated the loT4SMEs project to facilitate
the development of VET-based qualifications
that will underpin the digital transformation
of European SMEs seeking to adopt the loT
technology (IoT4SMEs, 2019). Thus, there is
an ongoing role for government and leading
businesses to support SMEs to adapt to the
loT (noting that the CSIRO and government
departments are beginning to assist).

6.2.6 Broader impacts of the loT
on the employment sector

6.2.6.1 Supporting meaningful work and
improving customer satisfaction

The loT has the potential to support more
engaging and highly skilled work at the firm

level, as well as increase customer satisfaction.

For example, loT systems have allowed
REDARC Electronics to achieve maximum
transparency and seamless contact with
customers ‘right throughout the business
so they can actually see into the business,
see their stock, their product going through
the process, understand their lead-times, be
able to put their schedules into our systems’
(Seet et al., 2018). Customers are provided
with maintenance and fault analysis service
data in near real-time and understand when
and where problems are occurring and how
to get these fixed. This has led to improved
productivity and reduced labour content as
a function of:

- machines talking to operators and vice
versa, providing real-time information
about the process, quality, performance
ratings etc.

- software design capabilities that enable
the manufacture of products instantly

- configuration and self-analysis of products

in real-time

- rapid prototype tooling using 3D printing,
which has reduced the process from three
weeks to 24 hours.

In non-manufacturing organisations like
professional services firms, loT technologies

will enable:

- knowledge sharing within and
across teams

- social collaboration and breaking down
barriers between different departments

- sustained engagement post-release
of products

- continuous improvement and improved
customer relationships over the life of
the product.

6.2.7 Considerations for rural
and regional areas

6.2.71 Locating data centres
in regional areas

As loT systems and applications become more
common, the storage, hosting and security

of data become important considerations.

An increasing number of data centres are
being established in RRR areas as government
organisations and businesses become more
cognisant about where data are hosted and
by whom (Niesche, 2019). The establishment
of regional data centres offers opportunities
for government to collaborate with industry
for effective data management. Although data
centres have previously been concentrated

in urban centres of Sydney, Melbourne and
Brisbane, there are a number of benefits of
locating data centres in RRR areas. Aside

from being physically closer to organisations
located in RRR areas, regional data centres
may be able to increase the resilience of

data by ‘boosting the geographic area over
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which it is spread’ (Niesche, 2019). Regional
data centres may play a significant role in
supporting job creation, while ensuring that
IT skills remain in these areas. Jobs in cloud
services and hosted services are also expected
to rise over the next decade (Niesche, 2019).

Case study 29: Regional
data centres

A number of data centres have been
established across RRR areas. In 2018, the
$40 million Pulse Data Centre was opened
in Toowoomba, supported by Schneider
Electric, Telstra and the Queensland
Government. The Australian-owned cloud,
data centre and connectivity provider, iseek,
recently established the North Queensland
Regional Data Centre, supported jointly by
industry, local, state and national funding.
The NT Government has commissioned a
new government data centre in Millner as
the NT Government’s primary data centre,
with a second backup centre established
in partnership with Area, a local IT
services provider.

6.2.7.2 Lack of qualified trainers

Many VET providers in RRR areas reported
that they found it difficult to recruit
experienced trainers with relevant industry
experience (Australian Government, 2019¢).
Even universities that have experience

in delivering courses in RRR areas may

find it difficult to recruit the qualified and
trained staff necessary to teach specialised
loT qualifications. It will be important to
consider how to address these deficiencies
to allow for the expansion of RRR-focused
loT technologies that are currently being
trialled (e.g. smart off-grid power solutions
in remote WA; Western Power, 2019) and the
deployment of the loT in regions.

6.2.7.3 Challenges for
Indigenous Australians

In various reviews, there is recognition that
Indigenous Australians, especially those who
live in RRR areas, generally enrol in lower level
qualifications due to lower language, literacy,
numeracy and digital skills (Seet and Jones,
2019a). As the Joyce Review observed, these
lower-level qualifications are often a necessary
passport to more employment-enhancing
qualifications but do not provide a strong
pathway into jobs on their own.

To address some of these issues, the Joyce
Review noted that flexible and innovative
delivery models need to be considered

for these areas (Seet and Jones, 2019b).

It recommended that consideration be given
to expanding or adopting the regional study
hub model, which provides infrastructure and
academic support to students studying via
distance at partner universities. The Australian
Government has provided $16.7 million

to establish eight study centres, with an
additional funding available for five centres

in 2019 to support participation in and
completion of courses by regional and remote
students (Department of Education, Skills and
Employment, 2020). Ongoing institution-wide
commitment and collaboration between

VET providers, universities, external agencies
and community networks will be needed in
order to achieve high levels of participation
and completion for RRR students (Australian
Government, 2019¢).

6.3 Opportunities
and challenges

Given the inter-connected nature of loT

products and services and the disruptive
nature of the technology across sectors,

closer industry—government-education

collaborations are needed to deliver



education, skills and training, to support the
transition to an loT-permeated economy.
Some collaborative experiments have
begun and these point to a willingness in
stakeholders to take the initiative to meet
future needs (Seet et al., 2019).

Itis important for the Australian Government
and the education sector to consider future-
proofing the national curriculum to ensure
students are sufficiently equipped with both
hard and soft skillsets. Education providers
should consider collaboration with industry
and government to:

- attract trainers and teachers with the
appropriate skills and knowledge

+ access or maintain an loT server or
systems with diverse data and sensors
that can be easily accessed for student
learning; supporting cloud and network
infrastructure will also need to be
enhanced in order to protect data, manage
devices and perform data analytics.

As it is predicted that loT applications and
systems will be ubiquitous across society,
there are likely to be new opportunities

for education and jobs in RRR areas. VET
providers, universities, external agencies and
community networks could consider the
expansion or adoption of regional study hub
models, which provide infrastructure and
academic support for students studying via
distance at partner universities.

Governments could consider supporting SMEs
for resourcing and collaboration with industry
and education providers so that employees
are well-equipped to adapt to and adopt

loT technologies.

Regional data centres may be able to play a
significant role in supporting job creation,
while ensuring that IT skills remain in these

areas. Jobs in cloud services and hosted
services are also expected to increase over
the next decade.

International collaboration and opportunities
for investment should also be considered in
the development of a domestic loT industry.

6.4 Future research
considerations

Investment in research will encourage
innovation and enhance our understanding
of the social impacts of the loT. Alongside
government investment, private sector
investment will facilitate greater opportunities
commercialise research outcomes for the
benefit of society. Research organisations
should therefore deepen their engagement
with industry to encourage collaboration.
Understanding the benefits and limitations
of loT applications, and ways to mitigate the
potential harms, will ensure that products
and services are deployed responsibly and
effectively over the next decade. Areas of
research to enhance positive outcomes from
the loT for Australia from this report have
been consolidated below.

6.4.1 Novel applications of the loT

Research into novel applications of the loT will
help Australia to grow a domestic loT industry
and encourage innovation, enabling Australia
to participate in global loT markets.

6.4.2 National estimates of loT
devices in Australia

Research on the number and nature of loT
devices in Australia is an area for further
research recommended by this report as
current figures are still mainly based on
industry estimates.
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6.4.3 Economic research into
the loT

Further economic analysis of loT adoption
and innovation should focus on the
microeconomic aspects of information
economics, transaction cost economics
and industrial organisation, as opposed to
using macroeconomic models that focus
on expenditure.

Further analysis on the value of data produced
under different property rights regimes and
under different regulatory environments
would be useful, including considering the
distributional consequences of the growth of
data assets.

6.4.4 Multi-modal communications
solutions for robust connectivity

It is important for governments to

consider further research into multi-modal
communications options including robust
redundancies. Reliable connectivity is

critical for essential services and emergency
management. This is a particularly
significant issue for RRR areas, where
telecommunications infrastructure may be at
greater risk of damage during environmental
disasters such as bushfires. Options to explore
include ensuring that legacy connectivity
options are maintained, such as the use of
copper-wire networks, or exploring new
solutions to create aerial wireless networks
such as high-altitude balloons (e.g. Project
Loon, see Appendix B.10.2.2) or other
satellite technologies.

6.4.5 Social research on the
impacts of loT

At present, the evidence on how the loT
interacts with social change factors in the
Australian context is still unclear. More
research needs to be conducted on the social,

cultural and geographical dimensions of

loT use across the broad range of potential
domains of use in Australia, including farming,
education, transport and industry, as well as
smart homes. This is required to fill current
gaps in knowledge about how Australian
consumers across these domains understand
what is meant by the loT, what benefits they
are gaining from these technologies, what
risks and harms might be affecting their use
or avoidance of loT technologies, and what
developments and improvements they would
like to see in the loT to better suit their needs.
Three key areas which need more attention
are smart city developments, RRR locations
and engaging Indigenous populations.

6.4.6 Smart city developments
in Australia

Cities provide a strategic and convenient
context for incubation of the loT and for
identification and public discussion of social
implications. The concept of smart cities
engages people as householders, citizens,
residents, consumers and customers. While
there a growing body of literature on how the
‘actually existing smart city’is experienced
by citizens, very little research has been
conducted on this topic in the Australian
context. Further research about the ongoing
social implications of loT deployments will
be important.

6.4.7 Rural, regional and remote
locations in Australia

A broader understanding is needed about
the loT in RRR settings. It is evident from

the technology, science, business and

other literature that there are important
developments occurring across rurally based
industries (e.g. precision agriculture, mining,
satellite communications). Here again, social
research is developing internationally —



particularly in relation to farmers’ experiences
of smart farming technologies — but there

is little understanding of how Australian
communities have engaged with these
developments and what their future impact
will be.

Further research and ongoing evaluation of
current Australian Government initiatives,
including the Universal Service Guarantee,
Mobile Black Spot Program and the Regional
Connectivity Program, is recommended to
ensure efficacy in RRR areas. The assessment
of emerging technologies such as LEO
satellites is also suggested.

6.4.8 Considering viewpoints
of Indigenous populations

Engaging and including Indigenous
populations in the development of the loT
will require listening to the needs, wants and
concerns of community members. Australia
has the opportunity to learn from how
remote Indigenous communities engage
with loT technologies. In addition to social
inequality risks arising from socioeconomic
disadvantage and geographic remoteness,
Indigenous communities may view some
loT systems as presuming to override their
own understandings of the environment
and existing data sovereignty. Some data
collection (such as visual footage) may
conflict with cultural beliefs.

6.4.9 Environmental impacts

The environmental impact of loT devices
should be further explored, given the
projected exponential growth of devices
over the next decade. This could increase the
volume of e-waste exponentially. Sustainable
design approaches or mitigation strategies
should be explored to ensure that issues
such as vendor lock-in, virtual wear out and
planned obsolescence are addressed.

6.4.10 Connected and automated
vehicles

The deployment of CAVs over the next 10
years will require ongoing assessment of
issues such as backward compatibility with
existing infrastructure and vehicles. Further
research into consumer acceptability and
barriers to the uptake of CAVs in the Australian
context, as well as related considerations

into changes in employment and community
conditions would also be beneficial.

Potential opportunities to deploy CAVs to
improve existing road safety and emergency
management systems in Australia, particularly
to improve road safety in RRR areas, should
also be considered.

6.4.11 Ongoing research on
radiofrequency electromagnetic
energy related to 5G

No health effects are expected from exposure
to RF EME related to 5G. It is, however,
important to continue the research in order
to reassure the Australian population. The
Australian Radiation Protection and Nuclear
Safety Agency (ARPANSA) has provided
recommendations for areas of research

to expand existing knowledge, including
the ongoing assessment of personal and
environmental exposure to radio waves from
new and emerging technologies such as the
use of millimetre wave spectrum (Australian
Radiation Protection and Nuclear Safety
Agency, 2017).
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Australia is well positioned to derive
significant benefits from the deployment

of the loT, including increased productivity,
optimised processes and improved liveability
of our cities and regions. The volume and
veracity of data collected from loT devices and
systems will enable greater understanding
and insight across a range of systems and
processes. The benefits of the loT are already
occurring — in the improvement, management
and monitoring of our utility systems, roadside
infrastructure, agricultural products and
homes. As this technology matures and data
analytics become increasingly sophisticated,
governments, industry and consumers will

be able to further enhance their decision
making, and drive innovation and research.
Developments over the next decade include
increasingly advanced management of our
energy and utility systems, optimised and
cost-effective service delivery in our cities and
regions, the deployment of CAVs and a new
advanced manufacturing sector featuring the
use of digital twins.

The use of loT-enabled service delivery

in cities and regions has the potential to
improve service delivery, from optimising
waste management to improving our
prevention of and response to extreme
weather events. However, it will be important
for governments to take into account
emerging issues to maintain community
trust and acceptance. Understanding and

mitigating the risks of smart system failures
and security breaches will be important, given
the scale of potential harm that could occur.
Increasing dependence on major technology
companies by governments may merge
private and public interests in the provision
of service delivery and could lead to the
growing politicisation of urban governance
and data management. It is important that
the Australian Government consider national
leadership and coordination across the three
levels of government to consider the ongoing
provision and impacts of the loT, building on
existing investment. This will also need the
support of relevant industry and community
stakeholders, and investment and support for
trials and demonstration projects.

Broader social considerations for loT
deployment will include data collection,
privacy and equality of access, as well as
the impacts on vulnerable populations

and on those who may choose to opt out.
Further research on the social impacts of
loT use across domains will be required as
the technology matures. In addition, the
deployment of loT systems in Australia

is contingent on sufficient and available
connectivity in both our cities and regions
and will be an area for ongoing focus and
attention. Australian governments and
industries must continue to take a measured
response to these issues, by looking to
international developments and proactively



engaging with communities and specific

cohorts to consider user-centric design and
accessibility for products and services.

Australia is well-placed to create a successful
national loT industry, building on our culture
of innovation and expertise in sectors

such as health, agriculture, environmental
monitoring and mining. While global leaders
are focusing on the provision of hardware
and horizontal software solutions, Australian
companies should consider developing
niche industry-specific applications or
complementary products for existing
services by major technology providers.
There are also opportunities for new roles

to occur in network design, planning and
implementation, cybersecurity, energy
management, and data monitoring,
management and analysis. Both 'hard’
technical skills and ‘soft’ non-technical skills
will be required to support this transition.

International standards, while currently
heterogenous, are continuing to be refined.
Collaboration by industry leaders and work by
international standards bodies is encouraging.
It would be useful for the Australian
Government and industry to continue to
monitor these developments to ensure
ongoing participation in the global market.
National standards could be principles-based,
flexible and future-proof. However, security

and data will be ongoing concerns and new
risks will arise, and the Australian Government
could consider the establishment of baseline
security measures for loT-applications and

the development of national data standards.
It would be useful to ensure that these

are consistently reviewed to account for
emerging loT-applications.

There are many lessons that can be learnt
from countries that have been successful

in the implementation of loT systems and
networks, such as the EU, Germany, UK

and South Korea. Shared learnings and
considering the factors for success in the
adoption and acceptance of the loT will be
valuable for Australia, as well as continued
collaboration and investment in research and
innovation in a national loT sector.

The development of a national approach
would assist Australian governments, industry
and communities on areas where prioritised
efforts would be beneficial. It would also help
to ensure that loT technologies are deployed
safely, ethically and effectively in our cities
and regions. This should provide guidance

to all stakeholders on the issues outlined in
this report to facilitate ongoing innovation,
adoption and acceptance over the next
decade, enabling Australia to maximise the
positive outcomes from this technology.
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APPENDIX A

INTERNATIONAL CONTEXT

A.1 Global loT trends

Due to the emerging nature of the loT, there
are few evidence-based criteria or metrics to
assess global loT adoption, impacts, trends
and maturity. However, some information

is available (such as consultancy reports)
that can provide an indication of emerging
opportunities and global trends.

Technology readiness assessment is a
systematic, metric-based process that assesses
the maturity of, and risks associated with,
critical technologies. Originally developed by
NASA, the technology readiness assessment is
useful for assessing the development of early
forms of new technology. However, it does not
assess adoption by users, which is a key factor
in the sustainability of emerging technologies.

The technological life cycle can provide a
good indication about the development
of the IoT. The technological life cycle is
composed of four phases:

- R&D phase

- the ascent phase

- the maturity phase

- the decline.

The following section looks at some the key
developments in the European Union, UK,
USA, China, Japan, and South Korea.

A.2 European Union

The EU has been an early advocate for
research and innovation, recognising the

loT as the next step of disruptive digital
innovation. It has pushed loT-related initiatives

on standards and cybersecurity since 2005
(Tanczer et al,, 2019). Key activities include:

+ The Alliance for Internet of Things
Innovation was established in March 2015
to support the creation of a European
loT ecosystem (European Commission,
2016). The Digital Single Market was
also launched and recognised the
need to avoid fragmentation and to
foster interoperability for oT (European
Commission, 2019).

- There has been significant funding for
loT research, innovation and deployment
projects. €500 million from the Horizon
2020 Programme (2014-21) has been
dedicated to addressing the technological,
regulatory and societal aspects of the loT.
These research ‘clusters’include smart
cities, smart farming, energy, digital health
and care.

- Germany has led the loT industrial space,
with the development of Industry 4.0 since
2013. Other efforts include Smart Industry
in the Netherlands and Slovakia, Fabbrica
Intelligente in Italy and Nouvelle France
Industrielle (Industrie du Future) in France.

- The 5G Action Plan was adopted in 2016
with the objective to launch 5G in all EU
member states by the end of 2020, with
rapid deployment of coverage in urban
areas and transport areas by 2025.

+ The European Cybersecurity Act came
into force in June 2019, which established
the EU Agency for Cybersecurity ENISA,
as well as the European cybersecurity
framework. This supplements the General



Data Protection Regulation that mandates
a'Privacy by Design’approach for all loT
solution and products.

« The European Commission Expert
Working Group on Liability and New
Technologies has recently assessed the
impacts of the loT on existing liability
regimes and how they can be improved
to meet the emerging challenges from
digital technologies.

A.3 United Kingdom

The UK's approach to the loT has been one
of minimum intervention, with the goal of a
self-regulated market, although industry has
not yet agreed on a single set of principles
for data protection, security and safety
(Tanczer et al., 2019). However, cybersecurity,
particularly for consumer loT devices,

has emerged as a key priority for the UK
Government. Key activities include:

+ In 2015, the UK Government invested
£40 million into the 10T, with £32 million
of that investment to establish loTUK,

a national program to amplify UK's loT
capability and increase adoption of loT
technologies and service.

- Establishment of the PETRAS IoT Research
Hub, a consortium of nine leading UK
universities to study loT security and
privacy issues.

- Amendments to data protection laws in
the UK including the Data Protection Act
2018 and ongoing cybersecurity policy
development that complements EU
regulations and such as the General Data
Protection Regulation and Digital Single
Market Strategy.

- Existing regulation frameworks apply to
data protection, security of networks and
information systems, product safety and
liability laws, radio equipment safety rules,
as well as the emergence of domain-
specific legislation such as the Vehicle
Technology and Aviation Bill.

- In 2018, the UK Government released
‘Secure by Design’ This code of practice for
consumer loT security provides guidance
for manufacturers and consumers, noting
the need for systems to be updatable,
communication data to be encrypted, and
attach surface to be minimised. In 2019,
the UK Government held consultations
on these regulatory proposals. Following
this consultation and analysis of the
responses received, the government will
make a decision on which measures to
take forward into legislation. A final impact
assessment will be published alongside
the decision.

-+ In 2019, Innovate UK held a funding
competition (worth £6 million) for UK
businesses to develop collaborative
R&D projects addressing major loT
cybersecurity challenges.

« Aninvestment of £1.9 billion (2016-21) into
the National Cyber Security Programme
including the establishment of the
National Cyber Security Centre.

- In 2019, the UK Government committed
to a £70 million investment to support
cybersecurity research into hardware and
chip designs at development stage. A
further £30 million investment to ensure
safety and security of loT devices with
£420 million to be deployed across the UK
over the next three years.

A.4 United States
of America

Emphasis in industrial IoT has predominantly
focused on the IT aspects of the top layer,
such as cloud computing, big data and VR
(Zhong et al.,, 2017). Governance and policy
has been disparate, with multiple agencies
driving cybersecurity and innovation policy
(Chatfield and Reddick, 2019). Many experts
have urged the US Government to avoid over-
regulation that could limit innovation in the



loT market and prevent economic benefits
to US business and consumers (Chatfield and
Reddick, 2019). Key activities include:

- The Industrial Internet Consortium was
established in 2014 to support industrial
loT by multinationals GE, AT&T, Cisco,
Intel and IBM.

« There have been multiple projects to
support the development of the loT
through standards, interoperability and
cybersecurity since 2013 by federal
departments, including the Federal
Communications Commission, the Federal
Trade Commission and the National
Institute of Standards and Technology
(Chatfield and Reddick, 2019).

- Cybersecurity remains a key concern, but
while several bills have been introduced
to Congress, none have made it to a vote.
The loT Cybersecurity Improvement Act
of 2017, which aims to set minimum
security standards for connected
devices purchased by government,
was reintroduced to the House of
Representatives in 2019 (Robertson, 2018).

- California became the first state to pass
a state loT cybersecurity law in August
2018, mandating that all devices must be
equipped with reasonable’ security features,
including having a unique password for
each device (SB-327 Information Privacy:
Connected Devices, 2018).

+ In 2019, the US Congress introduced a
number of proposals to study and cultivate
the growth of smart cities and how these
technologies could improve congestion,
utilities and buildings (Discher and
Ponder, 2019).

- The world'’s first commercial 5G service
was launched in 2018.

- The Federal Communications Commission
isin the process of allocating additional
high-band spectrum, mid-band spectrum,
low-band spectrum and unlicensed
spectrum (Hogan Lovells, 2019).

A.5 China

China is emerging as a global leader in
innovation and adoption of the loT (Kshetri,
2017). The Chinese government views the
commercial success of Chinese firms as an
indicator of political legitimacy and economic
modernisation. This has led to a proactive
authorising environment that has supported
the development of the loT industry (Kshetri,
2017).Key activities include:

« In 2014, the Chinese government invested
USS$1.6 billion in the loT, with further plans
to invest more than US$600 billion by 2020
in M2M solutions and other fields in this
sector.

- The'Made in China 2025 strategy aims to
promote domestic integration of digital
technologies and industrialisation to
develop the Industrial Internet.

« As of 2014, over 90 percent of China’s
provinces and municipalities have listed
the loT as a pillar industry (Kshetri, 2017).
However, successes have been dependent
on political and institutional support
from the Chinese Communist Party
(Yu and Xu, 2018).

- The 13th Five Year National Plan (2016-20)
outlined the development of the loT as part
of Internet+ priority (Zhong et al., 2017).

« Public awareness of rights to privacy is
less developed than in countries such as
the US, which may provide institutional
advantage in the Chinese loT market
(Kshetri, 2017). However, there is also a
lower degree of trust in the government:
households are installing their own air
quality and pollution sensors due to
mistrust of agencies’ reported statistics on
environmental pollution (Kshetri, 2017).

A.6 Japan

Japan has focused on how the loT can better
support demographic change, with an ageing
population and the associated implications



for health and wellbeing and the economy
(Forbes, 2018). The lead-up to the 2020
Olympic Games was also been a key driver
for ensuring that cyberspace is ‘free, fair and
secure’for all (The Government of Japan,
2015). Key activities include:

« Japan launched an Industrial Value Chain
Initiative, in alignment with Germany’s
Industry 4.0 initiative in 2015. This brings
together 30 Japanese manufacturers to
encourage collaboration and discuss how
human-centric manufacturing will change
with the loT (Zhong et al,, 2017).

- The Japanese Government launched the
Society 5.0 Strategy in 2017 to ‘create a
new social contract and economic model’
by incorporating new technologies
(Davies, 2018). The interconnectedness and
big data derived from the loT is expected
to improve outcomes in health, urban
mobility, logistics and management of
infrastructure (Davies, 2018).

« In 2019, the Japanese government
launched a nationwide experiment to
test the security of internet-connected
devices owned by citizens and businesses
by using default credentials to log into
devices, without prior consent. Owners
of vulnerable devices are then warned
by their internet service providers. This
has caused controversy due to the lack of
individual consent, but is due to run until
2022 (Boyd, 2019).

A.7 South Korea

South Korea is one of the most networked
countries in the world, making it an attractive
test-bed for loT applications for both local

and global firms. South Korea released its
Master Plan for Building the Internet of Things
in 2014, which outlined a national strategy
including the development of open platforms,
leveraging open innovation and global
collaboration. The rollout of loT-dedicated

networks by Telcos has made loT projects
more feasible for government investment.
Key activities include:

- The South Korean Government announced

that it would create an loT and smart car
industry by 2024 that will be worth %100
billion (US$90 million) (Mu-Hyun, 2015).

- Since 2014, an loT Roadmap to develop

cybersecurity standards and best
practices, an loT Security Alliance, and
an loT-Information Sharing and Analysis
Centre have all been established.

< In 2016, the Ministry of Trade, Industry

and Energy announced that it would
invest ¥7 trillion in 12 R&D sectors,
including the loT, as future growth
engines in partnership with the private
sector (Australian Trade and Investment
Commission, 2020).

. Since 2016, telecommunications carriers

including Korea Telecom, SK Telecom and
LG UPlus have been active in expanding
loT partnerships with local service
providers in different sectors by using their
networks (Australian Trade and Investment
Commission, 2020).

- There has been a broader deregulatory

campaign, aimed at boosting economic
growth to lower barriers for businesses
in the loT sector and to promote early
establishment of nationwide networks
dedicated to the loT(Australian Trade and
Investment Commission, 2020).

- The city of Songdo was one world’s first

‘smart cities, developed in 2016 as a
sustainable, low-carbon high-tech city
with sensor networks monitoring energy
use, traffic flow and healthcare.

- In 2019, it was announced that the

Metropolitan Government of Seoul would
deploy an enterprise-grade city-wide

loT network using LoRA devices and a
LoRaWAN protocol to create a hyper-
connected city by 2022 (Ribeiro, 2019).
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B.1 Enabling architecture

The loT is not the result of a single novel
technology. Instead it consists of several
complementary technical developments
to bridge the gap between the virtual and
physical worlds. An loT device commonly
consists of a sensor and/or actuator,
communication infrastructure and a
processing unit. While the loT device itself
is a critical component, it is important to
understand that it acts within a system of
enabling architecture to perform the wider
applications that we ascribe to the loT.
Table 2 expands on the discussion of loT
architecture in the introduction: it notes
the components in each layer and their
associated tasks, as well as the different
services, networks and protocols involved
in the different loT architecture layers

(Da Xu et al., 2014).

B.2 Interoperability

In the development of loT networks, a major

problem is the integration of heterogeneous
objects (Vega-Barbas et al,, 2012). This is
known as interoperability. Interoperability is
defined by the IEEE as ‘the ability of two or
more systems or components to exchange

information and to use the information that

has been exchanged’ (Radatz et al., 1990, p. 3).

Improving the interoperability of loT networks

is crucial. Big vendors (such as Amazon, Cisco,

IBM and Apple) have dominated the loT market.

However, they all use different loT platforms and

each has its own protocols and interfaces, which

are not compatible with each other. According

to the European project Unify-loT, there are

more than 300 loT platforms in the loT market
(Unify-1oT, 2016). The lack of interoperability
causes multiple problems in loT networks,

including vendor lock-in, difficulty in plugging

loT devices to non-compatible platforms, and

the lack of cross-platform and cross-domain loT

applications (Noura et al.,, 2019).

Table 2: Detailed architecture layers, components, tasks and protocol

Layer Components

Perception/device Sensors (temperature and
layer humidity) and actuators
(motor and relays)

Network layer Nodes, gateways, firmware

Service layer Vendor specific third party

application

Application layer Third party application,
websites, consoles and

touch panels

Tasks

Identify, monitor, acquisition
and action

Device management, processing
and secure routing

Machine learning, processing,
pre-processing and real-time
action

Machine learning, business
models, graphs and flow charts

Protocol used

LTE-A, EPCGlobal, IEEE
802.15.4, Z-Wave, Bluetooth,
802.11 WiFi

MDNS, DNS-SD, RPL,
6LOWPAN, IPv4/IPv6

HTTP, CoAP, DDS, AMQP,
MQTT, MQTT-SN, XMPP,
HTTP REST



B.3 Communications
technologies for the loT

loT devices are connected to each other by
communication networks (the network layer
of the enabling architecture, see Table 2),
enabling the transfer of the data and action
between device and middleware collection,
analysis and action on data without human
intervention. Communication technologies
are therefore often considered the backbone
of loTinfrastructure. This section compares
different communication technologies and
examines potential technology advancements.

These connectivity technologies range from
well-established networks such as WiFi and 4G
to the latest deployments such as 5G, as well
as emerging networks such as Sigfox, LoRa and
NB-loT. Telstra and Thinxtra (the Sigfox licensee
in Australia) are currently the leading loT
connectivity providers in the Australian market.
Telstra is presently dominating the market
given the strong coverage of their 4G cellular
footprint. Popular communication technologies

B.3.1 WiFi

WiFi is among the first technology choices for
supporting the loT, with the dominant existing
services providing data rates from 1 Mbps to

1 Gbps, with transmission ranges of around

20 m indoors and 100 m outdoor (Ray, 2018).
However, in many loT applications, loT devices
have limited hardware capability, low power
consumption and low cost requirements.

WiFi is generally a power-intensive method of
communication and may not be appropriate
for all applications. As such, low-cost and low-
power wireless technologies are needed.

B.3.2 Zigbee, Bluetooth and LoRa

Zigbee and Bluetooth (or Bluetooth Low
Energy) are suitable for portable devices for
a low data rate application (generally less
than 1 Mbps) with limited battery power
over short ranges (less than 20 m). Bluetooth
can provide a slightly higher data rate but a
reduced number of nodes (i.e. eight nodes
per network/piconet). Zigbee can support

for the loT are outlined in Table 3 (Elkhodr et more nodes; however, it has limited computing

al., 2016; Ray, 2018; Sinha et al., 2017). capacity of devices.

Table 3: Comparison of communication technologies for the loT
Channel Transmission Energy

Standard .
consumption

bandwidth Data rate Latency kange

Cellular 4G: LTE 5-20 MHz DL:0.1-1 Gbit/s 10-100 ms Cellular High High
network UL: 50 Mb/s coverage area
5G: NR Up to 800 MHZ  1-20 Gb/s 1-5ms High High
Cellular loT  LTE-M: 3GPP R12, 1.4 MHz 1 Mb/s 10-15ms 11 km Low Low
R13,R14
NB-loT: 3GPP 180 kHz 250 kb/s 1.6-10's 35 km Very low Low
R13,R14
WiFi IEEE 802.11a/b/ 20-40 MHz 1 Mb/s=1 Gb/s 10-100 ms 20-100 m High High
g/n/ ac
IEEE 802.11ah 1-16 MHz 0.3-347 Mb/s 10-100 ms 1 km Low Low
WiMAX IEEE 802.16 1.25-20 MHz 1 Mb/s=1 Gb/s 50 ms <50 km Medium High
ZigBee IEEE 802.15.4 2 MHz 40-250 kb/s 60-100 ms 10-20 m Low Low
Bluetooth  IEEE 802.15.1 1 MHz 1 Mb/s 60-100 ms  8-10m Bluetooth: Low
medium
BLE: very low
LoRA LoRa (PHY) 125-500 kHz 0.3-50 kb/s 1-15s 15 km Very low Low
LoRaWAN

(Networking layer)



The emerging LoRatechnology, developed
by the LoRa Alliance, isintended forthe
LPWAN (Lavric and Popa, 2017). LoRa uses
chirp spread spectrum modulation, which
can support a large transmission range of
up to 15 km with a relatively low data rate
of 0.3-50 Kbps, using the unlicensed ISM
frequency band. Moreover, LoRa has a very
high capacity to receive messages from a
large number of end nodes. As of January
2019, more than 100 network operators have
deployed and operate public and private
LoRaWAN networks (LoRa Alliance, 2019).

B.3.3 Cellular loT

Aiming at LPWAN, cellular loT technologies
developed by the 3rd Generation Partnership
Project include LTE-M and NB-loT. Among
these protocols, NB-loT is the most recent and
was standardised in 2016. The deployment
options for NB-loT are flexible:

- standalone, reusing the 200 kHz
bandwidth of Global System for
Mobile Communication

- guard-band, using the guard band of two
adjacent LTE carriers

- in-band, 200 KHz of the LTE band is
reserved for NB-1oT.

While LoRa works in the unlicensed spectrum,
NB-loT operates in licensed bands and can
provide better quality of service at the
expense of higher cost. NB-loT is better suited
to applications requiring higher quality of
service. NB-loT has a lower latency because
of the infrequent but regular synchronisation
with the base station but consumes extra
energy and therefore has a lower battery

life than that of LoRa (which operates in an
asynchronous way).

Applications that are sensitive to latency
and require higher data rates would benefit

more from NB-loT. As of March 2019, over

100 operators in 53 countries have deployed
or launched either NB-loT or LTE-M networks
(Global Mobile Suppliers Association, 2019).

B.3.4 Evolving from 4G to 5G

In comparison to WiFi, 4G can provide better
quality of service, support mobility and
provides large area coverage. Emerging 5G
cellular networks provide connectivity for
three scenarios:

- enhanced mobile broadband, which
improves data rates and capacity of 4G

+ massive machine-type communications,
for massive number of loT devices in dense
urban environments with low data rates
and limited computing resources

- ultra-reliable low-latency communication
(URLLC) which intends to provide
extremely high reliability with very
low latency.

Using software defined networking, network
function virtualisation, and mobile edge
computing, 5G will enable network slicing to
support multiple communication networks,
optimised for different services over the

same physical infrastructure. For enhanced
mobile broadband, a peak data rate can

reach 20 Gbps, which is targeting high speed
mobile connections and supporting emerging
virtual/augmented reality services. Machine
type communication will support smart
metering, transport logistics and environment
monitoring.

In contrast, 4G generally operates at up

28 Mbps. 5G could even replace many
landline connections, and base stations will
be able to handle up to a million connections,
versus the 4,000 that 4G base stations can
cope with. These advances in technology
could make communications at live-streaming
events much more accessible.



5G will provide URLLC, which can support
wireless control loT technology and enable
widespread efficiencies and improvements
across many industries. Consequently, 5G is
considered one of the key pillars of the fourth
industrial revolution or Industry 4.0. URLLC in
5G is poised to provide 1 ms end-to-end delay
and reliability of 99.999 percent, compared to
more than 50 ms latency in 4G and network
reliability of 95 percent.

B.4 Wired technologies
for the loT

There are still some scenarios where wired
communications are employed for loT
applications, such as building automation,
power utility and industrial automation
(Flammini et al., 2009). Various wired ‘fieldbus’
systems have been developed, most of which
are very simple, with a data rate of 1-10 Mbps
and a transmission range of less than 100 m.
However, these systems are incompatible
with Ethernet or IP-based local area networks,
which becomes a barrier to integration with
external internet. As such, a new wave of
Ethernet-based networks has emerged with

a larger data rate of 100 Mbps. The wired
network is traditionally considered to be
more reliable than wireless networks and

can be used to supply electric power at the
same time. Fixed networks connect gateways
to the cloud or data centres, while wireless
networks operating in license free bands,
such as Zighee and WiFi, could provide local
connectivity, between sensors and gateways.

B.5 Spectrum
considerations

Radiofrequency spectrum and allocation

of frequency bands is critical for Australian
communications and media industries, as
increasing numbers of services and activities
are relying on wireless connectivity. The

emerging and existing wireless technologies
are continuously driving demand for
spectrum, including 5G cellular networks, loT
applications and smart satellite technologies.
To meet this challenge, ACMA endeavours

to provide efficient and effective spectrum
management to maximise the economic
benefits in their five-year spectrum outlook
report which is released annually. The most
recent publication is their ‘Five-year spectrum
outlook 2019-23' (Australian Communications
and Media Authority, 2019b).

B.5.1 Wireless broadband,
including 5G

5G will use spectrum across a wide range

of frequency bands, including low-band
spectrum below 1 GHz, mid-band spectrum
between 1 and 6 GHz, and high-band
millimetre wave band (24-86 GHz) (Flore,
2017). Below 1 GHz, ACMA aims to optimise
the efficient configuration of the existing 850
and 900 MHz band allocations. The mid-band
between 1 and 6 GHz is currently the focus
of 5G deployments, particularly around 3.4 to
3.7 GHz. In December 2018, ACMA allocated
125 MHz of spectrum in the 3.6 GHz band
(3575-3700 MHz) in metropolitan and regional
areas. The 3.4 GHz band, which has already
been allocated, will also be used to deliver
5G. In 2019, ACMA sought public consultation
on the reallocation of 3700-4200 MHz for
wireless broadband services, including 5G, as
well as the consolidation of different licence
arrangements to facilitate more efficient

use of spectrum and a reduction in network
deployment costs.

In the millimetre wave band, ACMA is
currently focusing on the bands 26 GHz and
up. Higher frequency bands have significantly
reduced range compared to lower

frequency bands. Signals in higher bands

will have a range of a few hundred metres
and do not penetrate doors or windows,



so provide poorer indoor connectivity.
Bands from 24 GHz and up will likely be
used in short-range indoor applications
and dense inner-urban areas only.

B.5.2 Machine-to-machine
communications

The loT can use frequency allocations across
the entire spectrum. There are several existing
and new radio access technologies for low
data rate, long range, power efficient, time
non-sensitive massive loT applications.
Devices providing industrial metering,
switching and control (including smart
infrastructure) feature very low data rates and
operate in LPWAN. In the licensed spectrum
category, there are three technologies to
support massive loT: extended coverage GSM
Internet of Things (EC-GSM-loT), supported
on the existing GSM (2G) equipment and
frequency bands; LTE-M, based on 4G
technology; and NB-loT. In the unlicensed
spectrum, there are two proprietary wireless
technologies for massive loT: LoRA, mainly
deployed in Europe, and Sigfox, with limited
applications in the US.

B.5.3 New approaches to
spectrum sharing

Across Australia and globally, demand for
access to spectrum by new and increasingly
sophisticated wireless technologies (such as
5G cellular networks and loT applications)
continues to put pressure on current
strategies for spectrum management.
Dynamic spectrum access (DSA) based
spectrum sharing could be an important
component of an effective spectrum
management regime and could be used as
a tool to maximise the benefits achieved
through use of the spectrum resource.
However, the technology has not been

adopted yet in wireless standards. Some
government regulators such as the US
Federal Communications Commission

and Ofcom (UK) have proposed a specific

DSA framework, where secondary users
monitor, identify and exploit instantaneous
spectrum opportunities with no, or limited,
interference to primary users. Industry and
standardisation initiatives, under the auspices
of major regulatory agencies, have mobilised
to bring such managementconceptsinto
standardisation, including anearly standard
version of IEEE 802.22 and new standards such
as IEEE 802.11af and ECMA-392. Notably, these
standards have been designed for specific TV
white space, where a device can obtain an
available channel list from a TV white space
database.

Due to technological constraints such as
hidden node problems and interference
control, the DSA implementations to date
are limited. Government regulators will
continue to monitor technical developments,
andinvestigate and implement DSA when
and where appropriate. ACMA is currently
reviewing new approaches to spectrum
sharing after public consultation in 2019
(Australian Communications and Media
Authority, 2019¢).

B.6 Data analytics
platforms

loT big data and analytics requirements
have exponentially increased over time and
promise improvements in decision-making
processes. To facilitate the combination and
integration of huge volumes of machine-
generated sensor data, one priority will

be to provide reliable and seamless
connectivity. There must also be efficient
storage techniques to handle large amounts
of unstructured data in real time and in



low-cost hardware. Additionally, due to a
variety of system protocols of wired, wireless
and hybrid type in a dynamic networking
environment, the loT demands quality of
service requirements from conventional
homogeneous networks. Integrating quality of
service architecture into the loT is another key
requirement for efficient data analytics. Finally,
streaming analytics has rapidly emerged as a
key loT initiative for timely decision-making
processes. Big data implementations that
perform analytics with real-time queries
should help organisations interact with
people and other devices, quickly obtain
insights and speed decision making.

There is a growing array of off-the-shelf big
data processing and analytics platforms,
ranging from sector-specific applications to
bespoke options for businesses. The following
are examples of several big data processing
and analytics platforms suitable for large
amounts of loT-generated data. Hadoop is an
open source data processing platform that
stores and processes large amounts of data on
a cluster of commodity hardware (Nandimath
et al, 2013).The core components, Hadoop
Distributed File System and MapReduce are
used to store the data and to process the
data in a distributed manner, respectively.
Another platform is 1010data, which provides
advanced analytic services for large-scale
infrastructure, including optimisation and
statistical analysis (Morabito, 2015). In
addition, SAP-Hana (Farber et al., 2012) and
HP-HAVEN (Burke, 2013) can also be used as
big loT data platforms.

B.7 Hardware capacities

Advances in the Industrial Internet are
accelerating the development of the loT
through an increase in network agility,
integrated Al and the capacity to deploy,

automate, orchestrate and secure diverse
use cases at hyperscale. One of the basic
requirements is to have the capacity for
millions of devices, machines and computers
to communicate in a massive network,
sometimes across large distances. Aside from
ubiquitous connectivity, the loT requires
cheap, low-powered and secure hardware to
flourish (Manyika et al., 2015).

While many applications for loT are technically
achievable, a key barrier has been the cost of
components such as sensors nodes. However,
with the cost of microelectromechanical
systems (a core sensor component)
decreasing yearly, the loT hardware segment is
rapidly increasing in sophistication, in terms
of sensor capabilities, battery life, security
and processing power.

It is anticipated that in the future, a cheap,
unified sensor will monitor several variables,
rather than multiple sensors each taking a
single measurement. While there has been
interest in using ambient energy (Briner,
2019) to recharge capacitors or batteries,
the lifespan of rechargeable batteries has
been a limiting factor; this is expected to be
resolved in the future. New state-of-the-art
security approaches using encryption keys
and secured protocols such as blockchain
or quantum cryptography (Mcgrath, 2019;
Nelson, 2019) will be integrated in the design
of loT hardware sensors, to further enhance
current hardware security. Future intelligent
sensors will require a computational
processing unit to make decisions with

only a small delay and without sending
information back to the cloud data centre.
This requirement will be fulfilled by the
development of hardware sensors with
integrated computational processing power
provided by a graphical processing unit
(Janakiram MSV, 2019).



B.8 Software needs

In order to create seamless multiple system
integrations, there will be a need for multi-
system interoperability and software that
can make sense of data. This could allow
algorithms to predict a heart attack based

on subtle changes in patient data recorded
by home health monitors, or software to
predict when a piece of industrial equipment
requires maintenance before it fails. However,
predictive analytics has not yet progressed
to the point where it can be easily applied

in every case, and this is one reason why a
majority of data goes unused. Development
and refinement of these algorithms is still
largely yet to be done, and the skills and
capabilities to conduct this work are in short
supply (Manyika et al,, 2015).

Critical security vulnerabilities are discovered
frequently in operating systems and device
firmware, requiring software updates to

be installed. However, 10T devices may be
inaccessible to software suppliers after
deployment, leaving them vulnerable.
Alternatively, leaving devices open to software
suppliers may itself compromise security,
given that software update mechanisms are
themselves liable to attack. Many loT devices
will be unattended, with no means for devices
to seek confirmation from their owners about
when to deploy updates. Given the difficulties
in deploying and updating software and
firmware on many loT devices, there may

be growing willingness to investigate
mechanically verified software.

B.?2 Transmission
and core networks

B.9.1 Cloud architecture

In order to support various loT services, the
NB-loT and LTE-M will continue evolving as

part of 5G specifications. The NB-loT and
LTE-M provide loT services with low cost,
long battery life, large coverage and high
capacity support. Conversely, the 5G cellular
system adopts software-defined networking
and network function virtualisation for

its underlying physical infrastructure,

which ‘cloudifies’access, transmission

and core networks. The cloud structure of
the 5G system separates user plane and
control plane, allowing the operator to
generate flexible network slices to fulfil the
requirements of different loT applications
(Huawei Technologies Co. Ltd., 2016). Due
to the vast connectivity, low latency and
high reliability provided by 5G, expert
telecommunications contributors to this
report foresee that in the near future (e.g.
two to five years), the cloud architecture

of 5G, with the existing NB-loT and LTE-M
technologies, is likely to dominate loT services.

B.9.2 Data transfer: adding fog
architecture to the cloud

Over time, cloud technology has helped
homogenise computing infrastructure (with
notable exceptions emerging in general-
purpose graphics processing units, field-
programmable gate arrays and machine
learning accelerated cloud infrastructure).
The loT will reverse this trend, forcing
significant heterogeneity back into deployed
devices—a consequence of the many and
varied roles and deployment environments of
loT devices. Effort will be needed to support
interoperation within the loT ecosystem at
many levels of technology (Desai et al,, 2015).

Sending data to the cloud can require
excessively high bandwidth and high energy
costs. The large amounts of information
transfer needed for the loT will not be fulfilled
by the existing cloud structure. Industrial
control systems require very low latency



(within a few milliseconds), and CAVs require
a large network bandwidth (estimated to
reach 1Gbps for each vehicle). These stringent
requirements fall outside the current cloud
architecture of 5G.

However, it is often unnecessary to deliver
all the data to the cloud; approximately

90 percent of data can be stored and
processed locally (Chiang and Zhang, 2016).
The concept of fog architecture’has been
recently proposed to serve functions such as
computing, storage, control and networking
distributed at the edge of loT networks. Fog
architecture allows efficiency, agility and low
latency, and can bypass the need to send
large amounts of data to the cloud (Chiang
and Zhang, 2016). It will foreseeably rise to
dominance in the next 10 years.

To enable fog architecture, the current
transmission and core networks need to be
altered from a centralised to a distributed
architecture. Small data centres will also be
required at the edge of loT networks.

There are several opportunities in the
development of fog architecture for
transmission and core networks. Australian
universities have research strengths in both
information technology and communication,
which provides a fundamental resource for
R&D. Further innovation in the loT space
cannot be realised without fundamental
infrastructure, such as fog architecture.
Economic and commercial opportunities
are likely to be generated in developing
loT infrastructure.

However, there are also many challenges.
There are currently no off-the-shelf edge
devices for fog architecture, but these will
need to be more powerful and diverse
than the existing network devices for cloud
architecture. Further, the fog interface will
need to be well-defined and compatible
with existing cloud architecture. Security is

another challenge in the development of fog
architecture, as distributed systems are more

vulnerable to attacks than centralised systems.

The future of loT networking will see different
application scenarios with various demands
in terms of data rates, latency, reliability,
transmission range, power consumption, cost
and quality of service requirements. As such,
multiple communication technologies will be
applied in the loT. Currently, LoRa and NB-
loT are competing for the LPWAN and may
replace Zigbee or Bluetooth to some extent.
At the same time, WiFi and LTE can support
applications requiring high data rates.

B.10 Satellite technology

There is continuing growth in the delivery of
satellite communication and in space science
services. Satellite broadband high throughput
systems are fuelling demand for spectrum
arrangements to support ubiquitous earth
stations for user terminals. Current Australian
spectrum allocations to satellite services
provide 1.55 GHz total uplink/downlink
spectrum in Ku-band and 2.6 GHz in Ka-
band. This is sufficient to support provision

of broadband HTS at present. To meet the
future growth in satellite broadband high
throughput systems, ACMA is investigating
possible additional allocations. In the Ku-
band, sharing of the 10.7-11.7 GHz band with
terrestrial fixed links is under consideration
and could provide additional satellite
downlink spectrum, while in the Ka-band, the
range 27.5-29.5 GHz could provide additional
satellite uplink spectrum. loT networks are
usually heavily biased towards uplinking more
data than downlinking and can therefore

be efficiently accommodated in the spare
uplink capacity. In addition, loT applications
typically require only a small data-rate, and so

a small section of spectrum can service a large

number of sensors.



B.10.1 Low-earth orbit satellite
constellations

In situations of disaster, emergency or
defence, there may be a requirement for
communication and internet services that
can be integrated with terrestrial LTE or 5G
networks to rapidly provide 100-200 km
radius hotspots. Emerging technologies
such as HAPS, stratospheric drones and
stratospheric balloons could assist for
these applications.

LEO satellite constellations can provide
critical infrastructure to support loT services,
particularly for remote areas (e.g. agriculture,
resources, ocean, forest) and moving objects
(e.g. cars, boats, planes), where access

to a terrestrial fixed wireless network is

not available.

For remote areas and moving objects, LEO
satellite constellations offer the advantages
of global coverage, low signal delay times
(quantified by the return trip time), low
signal loss and low cost when compared to
traditional geostationary earth orbit satellite
systems. This allows satellite loT terminals to
be small in size and have a long life and low
power consumption (Qu et al.,, 2017).

B.10.1.1 Emerging infrastructure in LEO
satellite constellations

Examples of emerging infrastructure in LEO
satellites include:

- The Iridium NEXT constellation of
66 satellites (completed in February
2019) will provide broadband, the loT and

hosted payloads services. The constellation

has pole-to-pole coverage of the world,
comprising six polar orbiting planes, each

containing 11 crosslinked satellites, which
create a web of coverage around the Earth

(Iridum, 2019). The constellation, together
with a small-form-factor transceiver known
as the Iridium Certus®™ 9770, enables
consumer and industrial applications that
are portable and loT-friendly, optimised for
small size and low cost, with higher speeds
than in the past.

As of June 2020, SpaceX has launched
538 operational satellites of the planned
Starlink constellation (Etherington, 2020).
SpaceX has applied for licence approval
to launch 4409 satellites, followed by
another 7518, which will eventually

form the full Starlink constellation. It is
understood the spacecraft will fly in a
relatively low orbit above the planet and
beam internet coverage to the ground
providing service to all areas of the globe.
The constellation is designed to provide
coverage to rural and remote areas, as well
as provide another internet service option
to customers. SpaceX intends to initially
target the high-end gaming market.

Australian-based start-up Myriota has loT
data terminals that connect directly to a
constellation of proprietary nanosatellites,
which have been trialled for water tank
monitoring and defence applications.

The company currently has four satellites in
orbit and aims to build a constellation of
50 nanosatellites.

Australian-based start-up Fleet Space
Technologies has loT data terminals which
will be linked to a planned constellation
of nanosatellites. In the Fleet system
design, the loT sensor and devices link

to a terrestrial base station and the base
station connects to the satellite. Fleet has
launched its first satellites and is trialling
application of its technology in the
agricultural market.



B.10.2 High-altitude pseudo satellites
and stratospheric drones

In addition to LEO satellite constellations, new
technologies are emerging which can sit at
even lower altitude than LEO satellites and
provide LTE and 5G telecommunications base
stations over fixed locations and payloads for
earth observation surveillance. This includes
HAPS and stratospheric drones.

B.10.2.1 Emerging technology from HAPS
and stratospheric drones

Emerging technologies that sit at lower
altitudes than LEO satellites, including HAPS
or stratospheric drones, operate at around
20-25 km altitude in the stratosphere. The
stratosphere offers a lower wind environment
and is well known to have predictable and
steady currents above northern Australia.

The advantages of HAPS include seamless
interaction with terrestrial 5G and LTE networks
and rapid deployment of a communication cell
with a 125-200 km diameter.

Examples of emerging technologies include:

- Australia is home to Airbus’first global
launch and retrieval site for its Zephyr HAPS
in Wyndham, WA. The site was chosen due
to the stable and predictable stratospheric

currents (Figure 17).%

- SoftBank subsidiary HapsMobile, a
joint venture established in 2017 by
SoftBank and US aerospace company
AeroVironment, is developing a HAPS
called HAWK30, which can provide LTE
and 5G services over 200 m in diameter
(Figure 18). The Hawk30 is 78 m long,
with solar panels and 10 propellers
mounted to its wings. It flies above 20 km
at around 110 km/h, with a flying time
of several months.

B.10.2.2 Emerging technology for
high-altitude balloons

Loon, an Alphabet subsidiary that arose

out of Google, is developing stratospheric
balloons which travel at around 20 km
altitude in the stratosphere and provide LTE
communications on the ground for internet
connectivity. The balloon uses predictive
models of stratospheric winds to rise and
fall, taking advantage of different wind
speeds and directions. Loon has tested

its technology in Australia.

Figure 17: Airbus Zephyr Drone

Figure 18: HapsMobile’s Hawk30 High
Altitude Pseudo Satellite

34 Airbus information provided publicly at the opening of the Wyndham, WA, launch and retrieval site.
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B.10.3 Future enabling and emerging
satellite technology

Over the next two to five years, the
industrialisation of the LEO satellite sector

is likely to produce the constellations of
satellites necessary to provide internet and
sensor network connections; these will
provide critical communications infrastructure
to enable the loT. HAPS and stratospheric
drones could allow LTE and 5G services to be
established over disaster zones and remote
locations. Improvements in battery storage
and solar power systems could extend the
current flight duration of 25-30 days to
100-120 days, allowing several HAPS or
drones to provide annual coverage.

B.11 Future energy
consumption

Many factors will influence how much
energy will be consumed by the loT. While
it is difficult to make accurate predictions,
a few general observations can be made.
This analysis is divided into three main

components:

- the loT devices that collect data and carry
out actions

« the communications infrastructure that
manages information flow between the
devices and data centres, where the data
is processed

- the data centres where data are housed.

There are many factors that will influence
how much energy the loT will consume. With
careful design, it will be possible to minimise
energy consumption.

B.11.1 Devices

The energy consumption of loT devices
depends on factors such as the complexity
of the computations the device performs for
sensing and actuating functions, the ratio of
the time it spends actively performing tasks
to the time it is inactive, and the amount of
data it sends and receives. In many devices,
energy consumption is dominated by the
process of communicating data to and from
the device, either by wired connections or
by wireless technologies (Gray et al,, 2015).
Wireless connections typically consume
more energy than wired connections, as a
transmitted radio signal is spread over a wide
area and most energy is lost. It is likely that
loT communications will be predominately
wireless due to a high number of widely
dispersed and connected devices.

For devices in factories, offices and homes,
power will typically be obtained via the
conventional power network. Devices located
away from conventional power sources may
require the use of batteries. This approach
has obvious undesirable environmental
implications: even if a battery lasts for a
year or more, the number of batteries to be
disposed of each year on a global scale could
become enormous. There is also a practical
limitation on the ability to manually replace
many batteries. For low-energy loT devices,
energy scavenging from the environment

is an attractive option (Adila et al., 2018).
Examples of energy scavenging techniques
include light to electricity conversion (i.e.
miniature solar cells), vibrational or other
forms of energy gathering from motion or
ambient sound, and scavenging ambient
radio frequency energy from radio and

TV stations.



B.11.2 Communications infrastructure

The structure of the communications
component of the loT will be like the
conventional internet. However, a key
difference is that the communications
backbone of the loT needs to provide access
to many more devices than the internet, and
these devices are often in places where the
conventional internet may be less accessible.
The energy consumption in many loT
devices is dominated by the energy required
for communications. Likewise, the energy
consumption in these systems will be highest
in communications infrastructure closest to
the loT devices (Tahiliani and Dizalwar, 2018),
as it is necessary to provide access nodes
near all loT devices. As the number of loT
devices increases, so too does the number
of access nodes, and therefore the total
energy consumption.*> However, as data is
aggregated further into the network (away
from the loT devices), the communications
infrastructure is shared between many
devices, and energy efficiencies are likely to
result from economies of scale.

Data centres

While the nature of the data in the loT will be
different, it is likely that data centres in the
loT will also dominate energy consumption
for this technology, like the conventional
internet. loT devices can increase indirect
energy consumption through the use of live-
streaming and internet-enabled capabilities
that depend on remote data centres (Morley
et al,, 2018). While many (but not all) data
centres have committed to 100 percent
renewable energy targets, current demand
for data is growing at a faster rate than can be
met by renewable supplies (Cook et al., 2017).
Data centres currently consume more than
400 terawatt hours of electricity per annum
(Whitehead et al,, 2014), which, together

with other internet use, represents about 10
percent of the global electricity usage (Andrae
and Corcoran, 2013).

One factor that will affect data centre energy
consumption is the location of the data
processing. Centralised or‘cloud’ processing is
efficient because the equipment is shared, but
centralised processing requires more energy-
consuming transmission infrastructure.
Distributed processing (also referred to as

fog or edge processing) in which the data is
processed in smaller processing units closer to
the loT devices could provide efficiency gains
(Jalali et al., 2016).

35 For systems that are node-based, such as terrestrial cellular loT systems.



APPENDIX C
SECURITY

C.1 Security attacks

in loT systems

/0T attacks can be categorised into five areas:
« communications

- devices/services

- users

- mobility

- integration of resources.

C.1.1 Communications

Attacks on loT communications can be
broadly categorised into routing attacks,
active data attacks, passive data attacks and
flooding attacks.

In a routing attack, attackers target routing
protocols and network traffic to either disrupt
the flow of information or redirect the routing
path to an unsecure destination. They neither
alter the contents of, nor attempt to gain
information from, the transmitted packets.
Common forms of these attacks include
blackhole, wormhole and pharming.

Active data attacks alter or delete information
by targeting valid data packets directly rather

than via subverting network routing. Examples

of these attacks include channel jamming and

various forms of data tampering (modification,

manipulation etc.), which may or may not
result in valid packets. Active data attacks may
target the packet payload, header or both.

Passive data attacks attempt to gain
information without altering the contents

of communications. Examples include
eavesdropping and traffic analysis.

Examples of flooding attacks include SYN
flooding and denial of service attacks,
where a succession of requests are sent to
consume server resources to make a system
unresponsive to legitimate traffic. Denial of
service attacks are of particular concern for
loT systems due to the resource-constrained
nature of many loT devices. It may only take
a limited amount of bogus traffic before an
loT device is compromised by resource and
bandwidth consumption.

C.1.2 Devices and services

Threats on the devices and services of an
loT system can be broadly categorised into
physical attacks, device subversion attack,
device data access and device degradation.
The vast majority of loT devices operate

in open environments, where common
security issues include device damage and
disconnection. For instance, an attacker can
physically disconnect an loT device, damage
it beyond the point of serviceability or even
destroy it completely.

In a device subversion attack, an attacker
assumes full or partial control over a device.
This can then be used to actively cause the
device to either cease functioning or to
provide incorrect outputs. Taking control

of loT devices can be divided into two
categories: controlling a single device and
controlling many devices. This can lead to
the device's functionality being unavailable,



restricted or misused. The low power of loT
devices makes them more vulnerable, due in
part to the minimal (or non-existent) security
protections that are embedded in such
devices. Moreover, these devices are often
incapable of updating to the latest software
and security patches, even when they have
embedded security functionality.

In a device data access attack, an attacker
infects one or more loT devices, which

are then used by the attackers to perform
malevolent activities on sensitive data without
the user’s knowledge. The device appears to
be functioning normally, but the data held by
the device is available to the attacker.

Device degradation is a form of denial of
service attack intended to prevent access to
a service by attacking the functioning of the
devices themselves, rather than the network's
ability to handle traffic. In a typical denial of
service attack, the service is overwhelmed
by having to process bogus traffic but the
individual nodes are unharmed. With their
limited memory space and battery capacity,
loT devices can be attacked by memory
exhaustion and battery corruption. Thus,

a mass-scale device degradation attack

on these resource-constrained devices
could potentially collapse the entire
system’s operations.

C.1.3 Users

Potential security attacks associated with
users can be divided into four broad
categories: trust, data confidentiality, identity
management and behavioural threats.

The scale of the loT means that trust is an
even more pressing issue than is traditionally
the case. Interactions may be fleeting, and
devices will interact with a large number

of unknown devices. Trust-related attacks
include self-promoting (a malicious device

providing good recommendation for itself),
bad mouthing (an attacker providing bad
recommendation against a good device) and
good mouthing (bad devices providing good
recommendations for other compromised
devices) attacks.

The potential utility of the IoT lies in the
richness of the data that it contains. This may
include extremely sensitive user data, such
as age, address and health records. A user’s
privacy can be breached by any attack that
accesses that personal information. Attackers
may manipulate or disclose such data or use
it to impersonate the user.

User impersonation in the loT is a critical issue
due to the combination of heterogeneous
data sources coming from various loT devices,
contexts and locations. This can be done

via identity spoofing, where attackers gain
unauthorised access to loT systems. With the
loT’s scale and heterogeneity and users' desire
for privacy, it is likely that users will maintain
multiple identities. This also multiplies the
normal vulnerabilities that attackers can
exploit, due to the range of interactions of
the systems supporting these identities.

Management of identities is a major concern
for authenticating and authorising a
legitimate device, especially when the service
provider and the service consumer both try
to keep their identities hidden. Attackers

may exploit the heterogeneous and multi-
domain nature of the systems supporting
identity management in the loT to subvert
these systems.

In personal and social domains, users’
malicious or selfish behaviours can also
be used to create attacks through social
engineering, such as being tricked into
revealing private information through
phishing attacks or downloading
malicious software.



C.1.4 Mobility

The various mobility-related security issues
can be divided into three categories: dynamic
topology/infrastructure, tracking and location
privacy, and multiple jurisdictions.

Some threats can be viewed from multiple
perspectives. For example, users"mobility may
increase the possibility of active and passive
data attacks (communications) and location
tracking (mobility). In the loT, nodes do not
necessarily need to connect over the internet;
they can connect via any network. In such an
environment, when users and devices move
(i.e.joining and leaving the network), the
network topology is dynamically modified.
This could generate security challenges of
interdependencies (e.g. attacks on networked
cars, electronic medical devices and power
stations) for end-users. This could further
evolve into a ‘sinkhole’ attack if attackers
update the network topology and gain illegal
access to a user’s data in real time.

In the context of tracking and location
privacy, location-based information (such as a
user’s current position or daily routine) in an
loT system could be inherently vulnerable and

a possible target for a personal privacy breach.

Attackers may seek to exploit any mismatch
in policy settings, identity management or
security technologies. For instance, in a traffic
accident, police officers can communicate
with emergency services regarding the
status of a driver or passengers. However,

the management of this information across
jurisdictions is a challenge for data privacy.

C.1.5 Integration of resources

In loT systems, from data collection to data
processing, storage and usage are highly
dependent on diverse infrastructures. Attacks
in this area can be divided into three broad

categories: cross-domain administration,
cascading resources and interoperability.

The components which co-operate and
interact to provide end-user results may be
controlled by multiple different domains.
Even when control resides within a single
domain, there are security challenges at each
stage of the structure. In such cases, attackers
may seek to exploit any mismatch in policy
settings, identity management or security
technologies.

End-user applications in loT systems can
potentially draw upon a vast range of devices
and services. Any low-level security breach
may cascade up and affect higher-level
services and applications that depend on

the compromised component. For instance,
an attacker can penetrate a user’s mobile
network and make a modification to their
home automation system and compromise

a motion sensor. If the system is set to open
windows or doors when motion is detected,
the attacker may be able to gain access to the
building. Furthermore, the large volume of
data can create threats to the user’s privacy
and information security. Such attacks allow
an attacker to gather a large amount of
information (of service, user and resources)
and perform automated datamining without
being noticed by the user or service provider.

Interoperability relates to attacks based

on the need for multiple systems to work
together and the ability of attackers to exploit
any potential issues. Interoperability in an
loT system can include cloud computing,
fog computing, social networks, mobile
computing and industrial networks. For
instance, a smart healthcare system requires
collection, analysis and transferring of
information (e.g. blood pressure) to patients
by healthcare professionals, which may
depend upon several of these dynamic



networks. Therefore, at any of these stages,
attackers can breach patient’s personal (and
sensitive) information by penetrating any of
the networks between the infrastructures.

C.1.6 Increased risk of national
security threats

Greater cooperation with foreign companies
in global supply chains has raised concerns
about the emergence of increased national
cybersecurity threats. While this is not
exclusive to the loT, Australia is exposed

to cybersecurity risk through the high
proportion of overseas stakeholders who will
likely develop and provide loT systems. Care
should be taken when sourcing loT devices
or components from countries with poor
security and privacy track records. However,
there is an opportunity for Australian
companies to show leadership by creating
niche hardware and software products
domestically that could reduce our reliance
on buying end-to end components from
countries with poor previous performance in
security and privacy management.

C.2 Mitigating risk

Securing loT systems requires efficient attack
prevention and detection, as well as measures
for the containment and recovery from
attacks. Although the security techniques
that can be deployed to mitigate the

attacks fall under the traditional categories
of authentication, authorisation, secure
communication and trust management, these
techniques need to be addressed within the
specific context of the loT and integrated
with different services and protocols in the
loT architecture.

C.2.1 Device identity, authentication
and monitoring

Identifying and authenticating devices is a
practical and security challenge for the loT.
Device identity is important when it comes to
establishing who can access a device and what
that device can connect to. Access to devices
by ‘authorised’ users is necessary:

- at the time of setup, when connectivity
rules are established: there is a
practical challenge about how to achieve
authentication of loT devices in an efficient
manner, as the devices are computationally
constrained. Authentication would need to
occur at a large scale when loT systems use
thousands of devices and sensors. Mass
devices may also need secure registration,
which requires protocols for secure
provisioning of loT devices.

- on an ongoing basis: access is needed
to authorise security and tech upgrades.
Assessing a device's security framework
is also dependent on its behaviour over
a period of time. It is necessary to take
into account both static and dynamic
characteristics of a device in making this
assessment.

- at times of crisis: for detecting which
device has become malicious or exposed
a system to attack, and also to provide
fixes (e.g. security software and patches).
This may be especially difficult if the
devices are consumer owned.



C.2.2 Secure authorisation
and management

The main challenge in the design of secure
authorisation services in loT systems arises
due the different jurisdictions the loT devices
cover and their respective security policies.

For instance, it is not realistic to assume that
the identities of all users who need access
will be 'known’ beforehand (i.e. a retail shop
may not know the identities of its customers
until they walk through the door). Therefore,
the design of authorisation services in loT
systems need notonly to be lightweight

but also to have the flexibility to deal with
dynamic situations. They also require
fine-grained policy decision capabilities and
a decentralised architecture for real-time
decision making to achieve the desired

performance.

C.2.3 Trust mechanisms

The credibility and reputation of devices is
key to ensuring accurate and reliable network
service delivery. Each system will need to
determine what device functionalities are
required to accept the device and how

trust should be evaluated and managed in
distributed loT structures over time. This will
become even more important when devices
and sensors are mobile, moving from one
jurisdiction to another, or where they are not

known in advance.

There are two classes of techniques (hard trust
and soft trust) which can be used to achieve
trust management. Hard trust techniques
involve the use of mechanisms that monitor
and evaluate the state of a device, thereby
helping to assess whether a device has been
compromised. Soft trust techniques involve
the use of reputation mechanisms such

as querying neighbouring loT devices and
gateways to assess and calculate a device's
reputation based on direct observations of
past actions and behaviour (Bica et al., 2019).
These types of hard and soft trust mechanisms
can generate suitable trust management
schemes, especially for large, dynamic loT
systems.

C.2.4 Mitigating software and data
security risks

While the preferred solution to dealing with
software vulnerabilities is the application of
patches, this requires a user to register their
device with manufacturers, which may not
always occur. loT devices may not be designed
to receive regular software updates, or users
may forget unattended devices installed on
their networks, leaving them with outdated
software. Due to the small cost/profit margins
associated with consumer devices, there

may be limited incentive for manufacturers
to provide the required software patches in

a timely and regular manner. The security
record of domestic loT devices has been
limited, particularly within consumer products
such as whitegoods and internet-enabled
toys. Given the difficulties in deploying and
updating software and firmware in many loT
devices, there may be a growing willingness
to investigate mechanically verified software,
such as that used with the sel.4 operating
system microkernel and its derivatives (Klein
et al., 2009).

Security is also required when data resides
in an loT device and when in transit over
networks. Data security and information
integrity must be supported by a trusted
computing base. If loT devices are designed
not to be updated or recovered, their data
should be deleted over time; encryption



mechanisms lose their strength and are
unlikely to remain secure over the long

term. As loT deployment increases over the
next 10 years, guidelines, regulations and/or
legislation may be required to ensure that loT
devices operate securely.

C.3 International solutions

Concerns about loT security are not unique
to Australia. Other jurisdictions are already
grappling with these issues, and Australia will
likely derive some benefit from their efforts to
impose requirements on the physical design
and security of loT devices.

In the US, as of June 2020, the Cybersecurity
Improvement Act is currently before Congress
and aims to address physical security
concerns relating to loT devices.** The
Security of Connected Devices legislation

in California imposes similar restrictions,
albeit at a state level only.*” These legislative
responses have, in part, been criticised for
not appropriately balancing economic and
security considerations (Ellis, 2019), and it is
too early to assess their efficacy (for example,
the Cybersecurity Improvement Act is not
yet in effect). Additionally, non-binding
technical standards for securing loT

devices have also been released in multiple
jurisdictions (European Union Agency for
Cybersecurity, 2020).3

The United States Department of Homeland
Security has warned that malicious actors
caninject, replay, modify and/or intercept’
data from medical devices (Department

of Homeland Security’s Cybersecurity and
Infrastructure Security Agency, 2020).

The US Federal Trade Commission has brought
a number of actions, including:

- in 2014 against SecurView. This baby
monitor and security system allowed
access to a video feed and audio remotely
via a web interface or mobile application,
but also transmitted login and password
information in clear format. The system
was hacked in 2012 and the feeds of
700 cameras were posted online.

« in 2017 against D-Link, alleging that the
IP.camera and router manufacturer did
not meet reasonable security standards,
resulting in customer vulnerability (no
incident was reported).*

The choice between using mandatory
(legislated) and voluntary (industry-driven)
responses to mitigate concerns regarding the
security of the loT is complex. Any mandatory
requirements imposed in Australia should
therefore take a holistic and principles-

based view. Co-regulatory approaches and
legislative changes should be considered
where appropriate.

36 loT Cybersecurity Improvement Act of 2019, S. 374, 116™ Congress (2019).

37 Security of Connected Devices Act, S. 327, California (2018).

38 The European Union Agency for Cybersecurity has released a number of ‘good practice’ guides on loT security.

39 federal Trade Commission v. D-Link Corporation and D-Link Systems, FTC Matter/File Number: 132 3157,
https://www.ftc.gov/enforcement/cases-proceedings/132-3157/d-link. For a list of other vulnerable devices, see Vijay
Sivaraman and others, Inside job: security and privacy threats for smart-home loT devices (Australian Communications

Consumer Action Network, 2017).
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APPENDIX D

PRIVACY AND OTHER

LEGAL ISSUES

D.1 Privacy and
post-supply impacts
on consumers

D.1.1 Increased data collection

As the use of loT devices becomes more
widespread, this increases the likelihood
that a greater quantity of data — and data
that is more intimate and personalised in
quality — can, and will, be collected and
processed. However, users’knowledge is
often limited as to:

- what and how much data is being
collected the uses of the data
« whois receiving the data

« how long that data will be used.

The developmental tendency of the design of
many loT devices towards reduced visibility
can also affect this situation, to the detriment
of the customer.

D.2 Australian privacy
law and governance

In Australia, the Privacy Act and the associated
APP apply to the handling, accessing and
correcting of personal information. Most
states and territories also have separate

privacy legislation and frameworks that
complement the national approach.
Obligations consist of the handling of citizen
data by public sector agencies, with higher
thresholds for the use of health and workplace
data (Australian Privacy Foundation,

2018; Office of the Australian Information
Commissioner, 2019a).

Currently, the Privacy Act imposes obligations
on 'APP entities’, which include Australian
Government entities, office holders or
organisations (includes individuals, body
corporates, partnerships, unincorporated
associations or trusts), when dealing with
personal information.

However, some exemptions apply, for example
it does not extend to companies with an
annual turnover of less than $3 million* or
registered political parties. In addition to

the Commonwealth Privacy Act, state and
territory privacy legislation may also apply.
Health services are also considered APP
entities under the Privacy Act no matter the
size of their organisation.

Under APP 11, an APP entity must take such
steps as are reasonable in the circumstances
to protect personal information from misuse,
interference and loss, and from unauthorised
access, modification or disclosure. Redress
mechanisms that exist in the Privacy Act

40 However, smaller companies may be bound by its provisions either under a Commonwealth Contract, and/or bound to
the protections included in the EU’s General Data Protection Regulation due to trading internationally in Europe, or have
entered into other forms of privacy protection under contract law.



include the ability of an individual affected
to complain to the OAIC; the notifiable data
breaches scheme contained in Part VIl of
the Act, which requires entities to notify
individuals of eligible data breaches; and

the OAIC's ability to investigate matters on
its own motion. In the case of serious and
repeated breaches of privacy under the
APPs, the APP entity may be subject to a civil
penalty of up to 2,000 penalty units. Along
with the ability to investigate complaints
initiated by affected parties, the OAIC also has
own-motion investigation powers where it
suspects a breach of the Privacy Act or APPs
has occurred.

Research considering the applicability

of the APP in the Privacy Act has noted

that 'the APPs have significant regulatory
uncertainties or gaps when it comes to [loT]
privacy’ (Mathews-Hunt, 2017) and that ‘[t]he
APPs are too weak to meet [loT] challenges
and based upon current OAIC strategy and
government under-resourcing, are unlikely to
exert a positive influence over the promotion
of privacy into the future’ (Mathews-Hunt,
2017). Scholars examining Australian

privacy legislation have concluded that the
Privacy Actis‘incomplete and inadequate’

in the context of the loT (Manwaring, 2018;
Richardson et al,, 2016). These opinions

are not confined to scholars; they are

also supported by a small empirical study
conducted by the University of Melbourne.
Both users and developers of loT products
were surveyed in this study, and both sets of
participants indicated significant uncertainty
surrounding privacy regulation in Australia
(Bosua et al.,, 2017). Specific limitations are
listed below.

41 Telstra Corp Ltd and Privacy Commissioner [2015] AATA 991.

42 Privacy Commissioner v Telstra.

D.2.1 Consumer data and
personal information

Many types of consumer data may not be
subject to the Privacy Act, particularly if
reasoning in a recent judicial interpretation
of the meaning of ‘personal information’is
adopted more widely. In Privacy Commissioner
v Telstra Corp Ltd [2017] FCAFC 4, journalist
Ben Grubb sought access to metadata

held by Telstra relating to his use of
telecommunications services. Both the
Administrative Appeals Tribunal*’ and the

Full Federal Court*? on appeal proposed

a narrow construction of the meaning of
personal information ‘about an individual’. For
example, the Full Federal Court considered
that the colour of Grubb’s mobile phone and
his network type was not information ‘about’
Grubb, and therefore not personal information
(Privacy Commissioner v Telstra Corp Ltd).
Similarly, the Administrative Appeals Tribunal
gave an example of car service records

and stated that these would not constitute
information ‘about’ the car’s owner, even if
the records contained the owner’s name and
the car's registration number (Telstra Corp

Ltd and Privacy Commissioner; Yuvaraj, 2018).
Significant uncertainty still remains as to the
meaning of ‘personal information’ (Australian
Competition and Consumer Commission,
2019a; Leonard, 2017). The definition of
‘personal information’in the Privacy Act has
been reworded since the decision in Privacy
Commissioner v Telstra, but the rewording did
not clarify the scope of information being
‘about an individual’ If similar reasoning to
the Full Federal Court and the Administrative
Appeals Tribunal in the Telstra case is adopted
by businesses, regulators and/or the judiciary,
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much information of value to consumers
and third parties collected, processed and/
or disseminated by means of loT devices may
be treated as falling outside the protections
of the Privacy Act. The ACCC has already
recognised the uncertainty and potential
under-inclusiveness of the definition in the
context of digital platforms and recently
recommended clarification of the definition
of ‘personal information’ to include ‘technical
data’such as location data and online
identifiers (Australian Competition and
Consumer Commission, 2019a).

D.2.2 Enforcement constraints

Enforcement mechanisms do not provide

a direct right of action for consumers.
Although under section 36 of the Privacy
Act consumers may make a ‘complaint’to
the regulator, few determinations have been
made under this provision (Greenleaf, 2014),
which has resulted in minimal appellate
jurisprudential development. Historically,
sanctions have been insubstantial. In the

UK for example, no civil penalties (available
up to AUD $2.1 million) have been awarded
since their introduction in 2014 (Information
Commissioner’s Office, 2018).

D.2.3 Consent

Consent overrides most safeguards for
consumers in relation to the use of consumer
data and its transfer to third parties. The
adequacy of consent to protect data subjects
has been vigorously contested (Australian
Law Reform Commission, 2008). Commercial
entities are permitted to deal with consumer
data even though in most cases the nominal
consumer consent obtained is often not
informed, is non-negotiable, and is subject
to unilateral interpretation and extension

by the commercial party. This problem is
exacerbated by forms of consent and privacy

policies that are often lengthy, difficult to
understand, ambiguous, hard to find, or
broad (Australian Competition and Consumer
Commission, 2019a). Empirical evidence
suggests this encourages consumers not to
read most policies or to accept unfavourable
terms because [ilt [is] the only way to

access the product or service’ (Nguyen

and Solomon, 2018).

D.3 Liability and blame

D.3.1 Identifying losses

The contractual arrangements within a
network can make it difficult for end-
customers (including enterprises) and network
actors to identify all applicable contracts, let
alone interpret them. It also becomes difficult
to determine who should bear losses, and
how the cause of loss can be identified and
evidenced. Currently, most losses caused by
loT devices are borne by either the victim or
the responsible entity in each case.

Losses can be borne by:

« those who suffer the loss in each case (e.g.
the users whose data is compromised,
or the businesses whose operations are
affected by malfunctioning loT devices)

- the responsible entities in each case,
assuming they can be identified (such as
traditional civil liability, where the one
who commits the act is responsible for its
consequences)

- the broad category of people who
are likely to suffer loss (such as a
compensation scheme that is funded by
the users of loT devices)

« the broad category of people who are
likely to cause such losses (such as a
compensation scheme that is funded by
a tax on the manufacture or supply of
loT devices)



- anindustry body (e.g. a compensation
scheme funded by an loT association)

- the state (such as a compensation
scheme funded by the general treasury)
(Calabresi, 1970).

Determining which of these 'loss’ options

is desirable in the context of the loT is a
question that can often only be answered on
a case-by-case basis, with reference to specific

social and moral contexts.

D.3.2 Allocating liability

loT device ecosystems can also hamper the
allocation of liability for faults. Where there
are multiple providers, liability becomes
uncertain. Defects in an loT device ecosystem
can arise in several places, including physical
faults in the dominant object or embedded
computer hardware, bugs in the software,
corruption or deletion of data, or failure of
network connections. An overall detriment
may arise from a combination of defects,
such as when a network failure corrupts data,
causing the loT device to fail to recognise
critical inputs. This presents significant issues
for both customers and the law.

D.3.3 Enforcing liability

Addressing and resolving liability raised by
the loT has been described as a‘legal feeding
frenzy’ (O'Donnell, 2018). Even where liability
is clear, the mobile nature of loT devices and
the differing locations of provider network
actors can make practical enforcement
difficult. Australian customers are particularly

43 Competition and Consumer Act 2010 (Cth) sch 2, s 142(c).

affected, as most loT devices they purchase
are imported, with contracts likely to contain
foreign jurisdiction and foreign law clauses.
Contract drafters for provider networks also
inevitably attempt to avoid liability, using
favourable jurisdiction and choice of law
clauses, or arbitration and class action waivers
— practices already common in conventional
e-commerce. These impediments, combined
with the usually low value of a customer claim
relative to legal costs, often hinder customers
achieving redress.

For defective goods claims brought under
the Australian Consumer Law, an action may
be successfully defended by establishing that
the state of scientific or technical knowledge
at the time when the goods were supplied
was not such to enable the relevant defect
to be discovered.® This ‘start of the art’
defence is rarely relied upon in Australia.**
Notably, a ‘small statistical chance of injury’
associated with a given product does not in
itself mean that it is defective.* While most
commentary on this defence is grounded

in a pharmaceutical context (Tsui, 2013), it
may prove useful in cases concerning the loT.
Simply because an loT device gives rise to
some inherent small and statistical chance of
injury should not necessarily imply that it is
defective. Such a risk may be accepted where
the economic benefit is sufficiently high.

All of these uncertainties are likely to
obstruct proper redress for both public and
private sector customers, particularly in
relation to low-value contracts. However,
customers are not the only ones facing
detrimental effects. Uncertainty about the

44 There have been only two prominent cases dealing with the state of the art defence in Australia. See Graham Barclay
Oysters Pty Ltd v Ryan [2000] FCA 109 and Peterson v Merck Sharpe & Dohme (Australia) Pty Ltd [2010] FCA 180. In both cases
it was found that the state of the art defence was available to the defendant.

45 Such a view has been found in the Explanatory Memorandum, Trade Practices Amendment Bill 1992 (Cth), 8 cited

in Tsui (2013).



legal liability of provider network actors may
hinder investment and innovation in loT
devices. Recent research by the European
Commission’s Expert Group considered
liability for emerging technologies including
the loT (Expert Group on Liability and New
Technologies — New Technologies Formation,
2019). Their key findings included:

- it may be appropriate to impose strict
liability (liability without any finding of
fault) for damage caused by emerging
technologies in limited situations (such as
the use of drones or autonomous cars in

public spaces)

- the burden of proof for causation and
damage is generally on the victim,
but in limited circumstances, it may
be appropriate to reverse or lower this
burden, particularly where such a burden
would be disproportionality high or
if damage was caused by a breach of
some other set of rules (such as rules on
information security)

- where multiple people or companies
cooperate to provide different elements of
some technology, they should be jointly
or severally liable for harms caused by
that system

- insurance may need to be mandatory for
certain technologies if the potential harm
is more frequent or more severe, or if
operators are unable to provide redress to
individuals (such as start-ups with limited
capital for redress).

D.4 Other legal
considerations

Potential or actual issues related to the loT in

Australia have been identified in a number

of legal areas. These have largely been in the

context of protecting citizens, consumers and

businesses against the risks outlined earlier in
this report. These areas include:

- data protection and privacy (particularly
in the Privacy Act) (Manwaring, 2017b;
Mathews-Hunt, 2017)

- consumer protection (particularly in the
Australian Consumer Law), and common
law and equitable principles governing
business-to-consumer contracts, especially
consumer guarantees and product
liability (Manwaring, 2017b), misleading
and deceptive conduct and false
representations, unconscionable conduct
(Manwaring, 2018), and unfair contract
terms (Mathews-Hunt, 2017)

- criminal prohibitions and enforcement
in relation to cyberattacks (particularly in
relation to the criminal codes in each state,
territory and federally) (Manwaring, 2017b)

- intellectual property (particularly the
Copyright Act and its interaction with
contract and licensing law), such as
restrictions on software or digital content
contained on a device, or where a
consumer may want to make repairs or
software modifications to their device
(Manwaring, 2017a)

- dataveillance of citizens by the state and of
consumers by corporate interests (Clarke
and Greenleaf, 2017)

- Competition law (Competition and
Consumer Act 2010 (Cth)), concerning the
governance of the emerging roaming
services market, where roaming mobile
devices and sensors may cross over
network boundaries (Halliday and Lam,
2015)

- spectrum allocation (Halliday and
Lam, 2015)



- product liability law and insurance
law (particularly relating to CAVs and
other machines with autonomous
decision-making capabilities) (Halliday
and Lam, 2016)

- ethics (for example, in autonomous
decision making) (Manwaring, 2017b)

« network neutrality and whether some data
flows should be prioritised over others
(such as health data), where there is the
risk of network congestion (Halliday and
Lam, 2015)

- discrimination (Australian Competition and
Consumer Commission, 2019a, p. 517)

« the definition of ‘goods’in sale of
goods legislation and other legislation
(Mathews-Hunt, 2017)

- retention of metadata (Halliday and
Lam, 2016)

- fairness and validity of private enforcement
of legal rights through remote disablement
and similar provider control mechanisms
(Manwaring, 2017a)

- liability allocation and enforcement issues
against providers due to privity of contract
and the use of subsidiaries with limited
equity as contracting parties (Manwaring
and Clarke, 2015)

- validity of evidence derived from loT
devices in investigations and litigation
(Laykin, 2017).

As yet, there are no loT-specific legal rules
that apply in Australia and very few in other
jurisdictions. This is not to say that the loT
is not regulated. There exists a substantial
amount of legislation general enough in
application, and sufficiently adaptable
common law and equitable principles, to
apply to a variety of new products, activities
and relationships brought about by loT
devices (Brownsword, 2008; Manwaring,
2017b, 2018).

D.4.1 Hacking

Although "hacking’ (unauthorised remote
intrusion) is already a criminal offence,
technologically specific drafting may mean
that criminal legislation may be insufficient
(Manwaring, 2017b). Many loT devices
(particularly inexpensive ones) are not
password-protected, and the buyer (customer,
business or public sector) usually has no
capacity to implement password protection
for themselves, due to product and system
design (Manwaring, 2017b). Furthermore,
even when rules do cover all relevant
conduct, they are ineffective if they cannot
be enforced. While a hacker may be in breach
of a’no access without lawful excuse'rule,
itis difficult to enforce criminal penalties if
they are undiscoverable or located out of the
jurisdiction (Manwaring, 2017b).

D.4.2 International actors and
national security risks

The complexity of modern hardware supply
chains, the lack of significant domestic

loT manufacturing activity, and the cost
advantages enjoyed by most overseas loT
device manufacturers have made Australian
users heavily reliant on loT devices that

are, at least in part, manufactured or
assembled offshore.

This can present a national security risk.

The extent to which Australian regulators are
equipped to assess or oversee the physical
security risks associated with such loT devices
is unclear, and the burden on Australian
security personnel to vet such devices is
increasing (Walsh and Pan, 2018). Even where
loT devices are functioning as intended and
are not faulty per se, misunderstandings about
features or inadequate guidelines for their
use can nonetheless give rise to security
vulnerabilities if insufficient consideration
goes into their deployment.
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For example, in 2018 the loT fitness device
company Strava published three trillion
points of location data from its ‘global
network of athletes’ (Strava, 2019). Intended
to allow Strava users to ‘discover new places
to be active, (Strava, 2019) the feature
unintentionally tracked and publicly shared
the movements of military personnel in
confidential locations (Bogle, 2018). The leak
was described as an ‘open source intelligence
gold mine’(Bogle, 2018).

D.4.3 Evidentiary value of loT data
in courts

The prudent use of loT devices may be to
reduce the probability of a dispute occurring,
or to more easily settle or determine claims
when disputes do arise. While not yet
common in Australia, the use of loT device
data as evidence is already occurring overseas
(Katz et al,, 2017). The evidentiary and policy
considerations relating to the use of loT
device-generated data in legal proceedings
are significant.

loT devices are designed to passively collect
data on an ongoing basis (Manyika et al.,
2015). The extent to which this data can be
requested by criminal law enforcement, or
plaintiffs in civil proceedings, needs to be
carefully managed. Records from loT smart
home devices have already been requested in
international court proceedings (Hearn, 2018).
‘Fishing expeditions’— where loT device data is
requested solely on the basis that the loT data
may or may not have evidentiary value — will
need to be carefully monitored.

Simply being aware that a criminal act or civil
contravention occurred in a specific venue
may (or may not) be of sufficient probative
value for access to the data collected by
nearby loT devices to be granted. A case-by-
case analysis will be required.

D.4.4 Impacts of poor or
autonomous decision making

The risks of poor autonomous decision
making have been discussed in the ACOLA
report, The effective and ethical deployment of
artificial intelligence: An opportunity to improve
our wellbeing (Walsh et al., 2019). In the
context of the IoT, although the risks are not
new, the increased prevalence of autonomous
loT devices can increase the likelihood of such
incidents occurring.

All 1oT devices can collect, handle and
communicate data. However, data may

be or become inaccurate during the loT
device's performance of any of these
processes. Sensors can be misled by physical
phenomena, algorithms can be wrong and
data records can be corrupted.

Customers, the provider network and

others who rely on accurate data are at

risk of harm if the data is inaccurate. This is
particularly the case where the loT device has
autonomous decision-making capabilities;
decisions may be made for the user without
adequate notification and/or capacity for
manual override.

Even when data is accurate, loT devices

with some autonomous decision-making
capability are risky. The existence of
autonomous decision making also raises a
fundamental question of liability: who should
be liable for harm caused by a machine, or
an unfavourable and unwanted contract
entered into by a machine, which was not
foreseeable by the machine’s user (or its
programmer)? The application by judges of
private law principles (such as in contract and
tort) will mean that liability will be allocated
in some form, but it may not meet societal
expectations on accountability.

Where loT data are used in decision-making
algorithms in government, in addition to
liability in contract and tort, protections



for the public in anti-discrimination and
administrative law will apply. For example,
the rule against bias in administrative law will
put government under a certain obligation to
ensure that their use of loT data in automated
decision making is free from any bias, even

if this exists in the data already. To combat
this, it may include use of human oversight or
explainable algorithms to spot potential bias.

D.4.5 Data-based discrimination

The loT promises data-driven decision making
and personalised access to services. Data can
be used to decide whether to offer particular
products or services, or to vary the conditions
on which those products or services are
offered, according to the attributes of
individual consumers.

Data-based discrimination can be deliberate
or unintended. Inferences drawn from data are
often difficult to perceive because machine
learning algorithms are opaque. Further,
providers may deliberately conceal the
reasoning behind their decisions. Providers
may also rely on a network of third-party
products or services that are not transparent
with data-collection practices.

One area of particular concern is‘algorithmic
discrimination’, where the often relatively
small and/or selective datasets used in
machine learning contain societal biases.
There is a significant emerging body of
research describing algorithmic discrimination

on the basis of data collected on race, gender,
health status and socioeconomic status
(among others), and its effects on areas such
as employment opportunities, housing,
policing and sentencing policies.

Some forms of data-based discrimination
are already unlawful in many jurisdictions,
such as refusing to supply goods or services,
or supplying them on less favourable

terms. Australia’s anti-discrimination law
framework would apply to many decisions
made that take loT data into account.
Anti-discrimination law also protects
against indirect discrimination, where a
policy or approach that is equally applied
has a discriminatory effect on a particular
group. As anti-discrimination law is not
technology-specific, it should not matter

if the discrimination has its base in data
(neither is this likely to be a defence if

the data itself is biased). For example, the
Disability Discrimination Act 1992 (Cth)
applies to decisions that are made in the
course of employment, education, access

to public premises, and provision of goods
and service amongst others. However, other
forms of discriminatory conduct, such as
price discrimination (Australian Competition
and Consumer Commission, 20193, p. 517)
based on data provision conditions, can be
engaged in without legal restrictions. The
possibility that fundamental human rights can
be undermined by both lawful and unlawful
discriminatory conduct is real and urgent.



APPENDIX E
OTHER SOCIAL

CONSIDERATIONS

E.1 Psychological
impacts of loT technology
on the individual

Technology-specific impacts can be difficult
to disentangle from broader social and
cultural shifts. As a result, there are significant
challenges of causal attribution. Substantial
caution is required when considering
potential psychological impacts on individuals
arising from the spread of loT technologies.
The following issues are most often identified
by expert opinion and are consistent with
trends observed in existing technologies.

E.1.1 Positive and negative
psychological consequences

There are likely to be both positive and
negative psychological consequences arising
from changing, loT-mediated opportunities
to fulfil the basic human need for social
connection. Evidence from social media
research suggests the following:

« Social loT technology will not cause people
to be happier or more distressed. Rather, it
will tend to amplify existing psychological
characteristics and risks (Ryan et al,, 2017).
Those who rely on casual interactions for
most of their interpersonal interactions
may be particularly at risk from growing
loT-enabled automation in public spaces.

«+ Social loT technology that perpetuates the

development of online-only (or perhaps
bot-driven) relationships may drive
negative impacts, such as social isolation
and withdrawal, since these relationships
ultimately cannot satisfy social
connectedness needs in the real world
(Ryan et al, 2017). For example, amongst
isolated and/or lonely older adults, greater
ICT use predicts poorer psychological
adjustment (Fang et al., 2019).

- A greater visibility of performative

social displays (such as loT-enabled
social interactions in smart urban
settings) has the potential to drive
negative psychological impacts, such as
loneliness, in those who feel excluded or
disenfranchised from such interactions.

- Social loT technology will not

fundamentally change the nature or size
of social networks in terms of the most
valued relationships (Dunbar, 2016).
Mental health-relevant interactions, such
as support in times of significant distress,
will continue to rely on interactions
amongst a small network of highly trusted
friends or family. Digital technologies may
create new channels for these interactions
but will probably not alter their nature.



E.1.2 Potential consequences
arising from a reduction in
‘socially useful ambiguity’

Humans regularly and routinely provide
incomplete or inaccurate accounts of their
behaviour and motivations for the purposes of
navigating social relationships, even with close
ties. These partial truths and ‘white lies’ fulfil
important social functions (Iniguez et al.,, 2014)
to manage others’ perceptions of ourselves,
protect others from hurt or harm, and enable
personal autonomy.

A growth in sensor-equipped smart
infrastructure in urban, home and workplace
settings has the potential to erode this socially
useful ambiguity if information about location,
behaviour and social interactions becomes
available to employers, government and social
peers. loT data itself may be amenable to
ambiguous interpretations, increasing scope
for disagreement. Impacts include:

. acute negative psychological effects such
as direct social conflict when ambiguity is
eroded (the parents who can now directly
monitor their teenager’s location)

- insidious negative consequences such as
depression (Kim et al., 2012) associated
with erosion of interpersonal trust driven
by societal or workplace cultures in which
individuals can be, and are increasingly,
monitored for compliance rather than
trusted to do the right thing

+ smart urban infrastructure reducing the
opportunity cost of automatically detecting
and penalising minor social infractions (e.g.
meter overruns, loud conduct). Perceived
benefits must be balanced against the
potential effects as a new and potentially
coercive stressor on individuals. Any
impacts are likely to be disproportionately
experienced by marginalised communities
already recognised at risk from, for example
algorithmic biases (Challen et al., 2019).

Cultural and/or commercial developments
that normalise the sharing of detailed
personal behavioural information will tend
to amplify these consequences. Conversely,
strong and user-accessible privacy
protections will tend to diffuse them.

E.2 Potential flow-on
effects for specific cohorts

A number of impacts and harms linked to

the use of loT for specific cohorts have been
articulated in current research. The loT is
likely to exacerbate existing inequalities
already faced by vulnerable populations, such
as digital literacy or access.

E.2.1 Exacerbating existing
inequalities for vulnerable
populations

Those with disabilities, the ill, the elderly
and those at a socioeconomic disadvantage
are at risk through the loT. Making the
provision of crucial services contingent on
access to the loT may aggravate difficulties
already faced by vulnerable individuals.

The increased dependency of those with
disabilities on health, communication or
mobility loT technologies may also make
them more ready to accept adverse terms,
such as overreaching data collection, use
and processing terms or overcharging. These
individuals may also be more susceptible to
digital consumer manipulation.

There is the possibility that 1oT devices might
impede access and services to minorities,
based on residence, race, ethnicity or
socioeconomic status. For example, research
published by the Office of the eSafety
Commissioner indicates that ethnicity is one
factor cited by people experiencing abuse as
a reason for being targeted online (Australian
eSafety Commissioner, 2020). Flawed data
sets and algorithms used in facial recognition



technologies have already been blamed for
their inability to properly recognise people of
colour, and particularly women. Where facial
recognition software is used for personal
identification, it could present challenges for
certain ethnic and social groups to access loT
devices, systems and services. This can lead
to problems such as additional screening at
airports (Buolamwini and Gebru, 2018).

E.2.2 Gender-related accessibility

Research into the use of energy-related

loT and smart home devices in Australian
households (Strengers, 2013; Strengers et al.,
2019) found that individuals that instigated
and installed these devices were more familiar
with these technologies and more likely to
be male. In a more comprehensive study
from Sweden around energy-saving devices,
this disparity is uncovered and the gendered
patterns of decision making, subscription
and asset custody are mapped (Winther et
al., 2019). This disparity necessitates that
manufacturers predominantly gear their
marketing strategies toward the primary
decision-makers, skewing the public
perception of the importance and relevance
of loT devices and potentially widening the
digital literacy gap.

Women still carry out most domestic activities
that consume energy in homes and are

more likely to be interested in other ways

of enacting environmental responsibility
(Farbotko, 2018). Strategies to engage
consumers in loT-enabled energy futures
need to take these gendered considerations
into account.

There are considerable and unique risks posed
to girls and women as part of the current
gender divide in digital skills. These were
recently detailed in a major global report
published by the United National Education,

Scientific and Cultural Organisation (UNESCO)
EQUALS Skills Coalition (West et al,, 2019).
The gender skills gap widens for females
where technologies are emerging or new,

as is the case with the loT.

E.2.3 Domestic violence

The extent to which the loT is enabling

new forms of domestic violence or other
criminal activity is only just beginning to be
understood (Bowles, 2018). An emerging body
of research is demonstrating worrying trends
towards the use of the loT and smart home
devices in exacerbating domestic violence

in the home (Bowles, 2018; Leitéo, 2018;
Strengers et al,, 2019). This includes locking
occupants in and out of homes or monitoring
their movements and engaging in cyber-
stalking. Internet-connected thermostats,
locks and lights have all been used to enable
or otherwise facilitate acts of violence
(Bowles, 2018).

The impact of the loT on questions of liability,
and its treatment under the law, is complex
and difficult to predict. While new criminal
actions could be proposed to deal with this
emerging threat, this may not be required.
Existing criminal act classifications, including
(but not limited to) stalking, fraud, illegal
surveillance and possession of a surveillance
device may already capture most instances
of loT devices being used for criminal
purposes (Domestic Violence Resource Centre
Victoria, 2019).

E.2.4 Protecting children from
loT-related harms

The security and privacy concerns associated
with the loT are magnified where IoT devices
are used by children. Internet-connected
toys directly targeted at children are available
(Maras, 2018), and children have indirect



access to other loT devices, such as smart
speakers, in the household. Breaches of
children’s privacy through the loT have already
occurred. An loT teddy bear was found to
have leaked over two million private audio
recordings of parents and children due to
misconfigured security settings (Goodin,
2017). One analysis of the Amazon ‘Echo Dot
smart speaker found that, of the features
targeted explicitly at children, more than

80 percent were not covered by a privacy
policy (Echo Kids Privacy, 2019).

The Norwegian Customer Council has
published research showing that the
Bluetooth connection for Genesis Toys'

‘My Friend Cayla"and ‘i-Que Robot'dolls

was completely insecure (no authentication
mechanism) and some queries were using
insecure HyperText Transfer Protocol (HTTP)
connections (subject to a‘'man-in-the-middle’
attack). The Norwegian Customer Council also
found that these dolls recorded anything said
to them by children and sent the recordings
to US-based Nuance Communications, a
specialist in speech recognition. The company
reserved the right to share and use the data
for a broad range of purposes. Additionally,
the Norwegian Customer Council found that
the toys were programmed with standard
phrases endorsing commercial products, such
as Disney movies (ForbrukerRadet (Norwegian
Consumer Council), 2016). The study found
that'even the most diligent parent’ would not
be able to ascertain what information the loT
device was collecting about their children
(ForbrukerRadet (Norwegian Consumer
Council), 2016)

Australia established the world's first
Children’s eSafety Commissioner in 2015,
whose remit was extended to include all
Australians in 2017.1n 2019, the Australian
Government committed to requiring
stronger privacy settings for devices and

services marketed to children (Department
of Communications and the Arts, 2019). An
Online Safety Charter has also been released,
and if necessary, the Australian Government
will legislate to codify requirements for
online service providers to protect users from
harmful online experiences (Department of
Communications and the Arts, 2019).

E.2.5 Access and inclusion
in remote, regional and
rural communities

While exclusion from the loT is different to
exclusion from internet access and other
connectivity generally, the access and usage
of loT technologies is a barometer for digital
inclusion and access in communities. Like
most emerging technologies, the loT is
spreading in an inconsistent manner. The
2019 Australian Digital Inclusion Index states
that there are significant differences in the
digital inclusion score between rural and
urban areas, with the score for capital city
residents 8.1 points higher for those in rural
areas. However the rollout of the NBN has
made a discernible impact on narrowing

the access gap (Thomas et al,, 2019). In RRR
communities, personal tracking and health
devices for telehealth applications and
access to connected mobility services and
infrastructure maintenance available through
the loT may be limited by poor connectivity,
exacerbating location-based inequalities. It
is important for the Australian Government
to continue to assess the specific needs and
requirements of RRR communities, building
on existing work such as the Mobile Black
Spot Program and the Regional Connectivity
Program, particularly as essential services such
as government services, health and education
move increasingly to a digital-first model
(Australian Government, 2018).
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E.2.6 Opting out

The emphasis on loT inclusion does not provide
for individuals or communities who may

wish to opt out of the loT. Potential ‘opt out’
strategies include choosing not to purchase
smart devices, refusing or revoking permissions
for data to be shared, and using strategies to
anonymise identity in public spaces.

Privacy and surveillance concerns and techno-
reactionary viewpoints are also anticipated to
result in a substantial minority of individuals
choosing to opt out of loT-enabled services.
Those opting-out who are part of the economic
elite will be able to use commercial or political
influence to circumvent these limitations.

As a result, effects will be disproportionately
felt by those in already marginalised and
disenfranchised communities, potentially
compounding negative personal and

social consequences.

loT devices may also lead to a scarcity problem;
ordinary, non-loT versions of customer products
may become unavailable. Customers wanting
to limit their connectivity to the loT may find it
practically impossible to opt out.

Technical and legal landscapes will substantially
shape the extent to which these strategies are
feasible or successful (cf. rights under General
Data Protection Regulation in Europe versus
other regimes).

Governments and policy-makers could consider
these issues in urban planning and design. Any
reconfiguration of public and/or commercial
services regarding smart infrastructure

could render customers who wish to opt

out unable to access services because they

do not have the requisite digital identity or
behavioural footprint.

E.2.7 Digital marketing practices

Customers have always been subject to
persuasive advertising tactics, but data
collected by loT devices will arguably
provide significant advantages to marketers
in accuracy, scope, scale and effectiveness.
The impact of scale may be amplified by
the implementation of software that allows
tracking across different customer devices,
particularly if done without the knowledge
of the customer. At what point do digital
marketing practices, particularly those
based on sophisticated forms of persuasion,
turn the normally ‘average’ customer into

a vulnerable one?#
Recent examples include:

- evidence presented to a US enquiry in
2015 asserted that existing smartphone
sensors could be used to infer a user’s:

- mood

— stress levels

- personality type
— bipolar disorder

- demographics (gender, marital status,
job status, age)

- smoking habits

overall well-being

progression of Parkinson's disease
- sleep patterns

- happiness

- levels of exercise

- types of physical activity or movement
(Manwaring, 2017a)

46 A recent analysis has concluded that Australia’s consumer protection laws are inadequate to protect against this practice,
due to the existence of legal problems of uncertainty and the failure to protect against a new harm (that of corporate

secrecy). See L. Goode, 2018.



-« in 2017, access to databases containing
contact details of ‘wheelchair and insulin
users, of people addicted to alcohol, drugs,
and gambling, as well as suffering from
breast cancer, HIV, clinical depression,
impotence, and vaginal infections’
were offered on a commercial basis
(Christi, 2017).

An loT device with significant autonomy

may make decisions that cannot be (or not
easily) overridden or that are not obvious to
the user due to opacity of the device or the
decision-making process. This information can
be very valuable to a marketer attempting to
persuade customers to buy their products.

Firms may also gain an enhanced ability

to engage in forms of ‘digital consumer
manipulation’ targeting customer preferences
and exploiting their cognitive biases and
individual vulnerabilities.

E.3 Other human
rights considerations

In July 2018, the Australian Human Rights
Commission released an issues paper as part
of its Human Rights and Technology Project,
which mentioned briefly that loT devices
could ‘present ... platforms for cybercrime’
(Australian Human Rights Commission, 2018a).
However, the challenges raised by loT devices
in relation to human rights extend well
beyond cybercrime. As this paper shows, the
introduction of loT devices may have negative
implications for human rights regarding
privacy, safety, security, non-discrimination
and equal treatment (Yu et al., 2018), as well
as civil political rights such as freedom of
information, opinion and expression, freedom
of assembly, and the right to take part in
public affairs. The section above discusses
challenges for citizens and consumers in
relation to privacy and security.

The 2019 protests in Hong Kong provide a
potent illustration of perceived problems with
loT devices in relation to civil and political
rights to freedom of expression and opinion,
freedom of assembly and the right to take
part in public affairs. Protesters are shunning
the use of smart cards for public transport, for
fear of being tracked by law enforcement. Fear
of facial recognition technology embedded

in loT devices has led protesters to wear
masks and tear down ‘smart’lamp posts. The
government has denied that such technology
is being used in the lamp posts, but the
limited visibility of exactly what technology is
being used in these particular loT devices has
led to significant distrust (Borak, 2019).

E.4 Perceived community
concerns regarding 5G

Electromagnetic fields and radio waves

are widely researched areas, with
approximately 30,000 studies and reviews
worldwide (Australian Radiation Protection
and Nuclear Safety Agency, 2019).

However, the roll-out of 5G and associated
infrastructure has attracted some community
interest, particularly around the health
impacts from radio waves emitted from
mobile telecommunications. Academics

and industry generally acknowledge the
capabilities of 5G to support many loT
applications over the coming decade, so it is
important to consider community concerns
about 5G alongside community engagement
and education on loT to increase public trust
and acceptance.

E.4.1 Radiofrequency
electromagnetic energy

Mobile phone networks (3G and 4G) and
other wireless telecommunications sources
emit low-level RF EME. This is the transfer



of energy by radio waves in the frequency
range between 100 and 300 GHz. It is mainly
used for telecommunications purposes,
including radio and television broadcasting,
mobile telephones, WiFi and satellite
communications. 5G will initially operate at
frequencies similar to 3G and 4G networks. In
the future, 5G may begin to operate at higher
frequencies, known as millimetre waves (see
Figure 19) (Australian Radiation Protection and
Nuclear Safety Agency, 2019). However, 5G
millimetre waves are still within the spectrum
of non-ionising radiation. These will not
penetrate the skin and no appreciable heating
will occur in the skin (Australian Radiation
Protection and Nuclear Safety Agency, 2002).

E.4.2 Current research on RF EME

While exposure to very high levels of RF EME
can heat biological tissue and potentially
cause tissue damage, the levels of RF EME
normally encountered in the environment
by the general public are too low to produce
harmful effects on human health such as

increased body temperature or heating that

is deemed significant. This is supported by
measurement surveys that have shown that
exposure to RF EME in the environment from
various sources is very low and typically much
lower than the allowable limit for safety in the
Australian radiofrequency standard (Karipidis
etal, 2017).

While there have been studies reporting

a range of biological effects at both high

and low levels of RF EME, the results from
these studies are sometimes contradictory,
providing evidence of no effect (positive or
negative) or are inconclusive (Samaras et al.,
2015). Overall, these studies do not indicate
that exposure constitutes a hazard to human
health. Some population health studies have
suggested that there could be an association
between heavy mobile and cordless phone
use and brain cancer (specifically acoustic
neuromas); however, limitations of these
studies prevent conclusions of causality being
drawn from these observations (IARC, 2013).
In addition, no long-term effects from RF EME
have been proven. There is no established
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Figure 19: The electromagnetic spectrum
Adapted from ITU, 2020.



scientific evidence that frequencies below
this limit, called non-ionising radiation, cause
adverse health effects. This is the position

of health authorities including ARPANSA,

the World Health Organisation (WHO) and
International Commission on Non-lonising
Radiation Protection (ICNIRP).

E.4.3 Australian developments
on RF EME safety

ARPANSA is responsible for Australia’s
Radiation Protection Standard for Maximum
Exposure Levels to Radiofrequency Fields, which

sets limits for exposure to RF EME. Compliance

with this standard is regulated by the ACMA
(Australian Radiation Protection and Nuclear
Safety Agency, 2002). These limits are set
well below levels at which harm to people
may occur.

Millimetre wave frequencies are covered

by ARPANSA's current standard (Australian
Radiation Protection and Nuclear Safety
Agency, 2019). The operating frequencies
of the 5G network (as well as current 3G
and 4G networks) are within this limit set by
the ARPANSA Standard. ARPANSA's overall
assessment is that 5G is safe (Australian
Radiation Protection and Nuclear Safety
Agency, 2019).

In late 2019, the Australian Government
announced a $9 million package over four
years for more research into electromagnetic
energy from telecommunications facilities
to build public confidence in the safety of
telecommunications networks, including

5G mobile networks. With this funding,
ARPANSA will deliver targeted research

and measurement studies. Outcomes

of this research will be included in clear

and more accessible information for the
public about electromagnetic energy from
telecommunications facilities (Minister for
Health, 2020).

In March 2020, the ICNIRP released its
updated guidelines for limiting exposure

to electromagnetic fields, which provide
authoritative advice on radiation protection,
which are relied on by the WHO. The
updated guidelines provide explanations

of how exposure limits have been set, as
well as a review of current research into
radio waves and health. This covers many
applications including 5G technologies,
WiFi, Bluetooth, mobile phones and base
stations (International Commission on
Non-lonizing Radiation Protection (ICNIRP),
2020). ARPANSA’s standard will be updated
during 2020 to ensure alignment with the
new updated guidelines (Australian Radiation
Protection and Nuclear Safety Agency, 2020).

Although the body of science demonstrates
that there are no health effects from radio
waves in mobile telecommunications, it

is important to continue the research in
radiation safety. ARPANSA has provided
recommendations for areas of research

to expand existing knowledge, including
the ongoing assessment of personal and
environmental exposure to radio waves
from new and emerging technologies such
as the use of millimetre wave spectrum
(Australian Radiation Protection and Nuclear
Safety Agency, 2017). Over the next decade,
it will be important to continue the research
and to consider community education, in
order to reassure the Australian population
about any perceived health impacts

of telecommunications technologies,
including 5G.



APPENDIX F

INTERNATIONAL USE CASES

F.1 Retail

Automated grocery logistics
warehouse — Ocado

Ocado, a British online-only supermarket, has
developed a highly automated ‘grid’ structure
warehouse using an loT smart platform and
robots to fulfil grocery orders. Robots perform
simple tasks (like lifting, moving and sorting),
using their central cavity and a set of claws to
grab crates of items and move them to a new
location, or drop them down a vertical chute
to a picking station. At these stations, human
employees take the items and place them in
shopping bags in different crates. Crates are
then sent back into the grid to be refilled with
items or, once filled, moved onto a delivery
bay to be sent to customers.

The Ocado Smart Platform is an end-to-end
e-commerce solution for operating online
retail businesses. It combines their end-to-end
software and technology systems using a cloud-
based architecture that allows the platform to
be scalable and continuously updated.

Evaluation: Ocado is selling its propriety
software and hardware platform to other retail
partners including Morrisons, ICA and Coles.
Their Smart Platform is fully scalable and can
be configured to suit each retailer’s specific
needs. Their automated fulfilment platform

is also scalable and can fit into existing
warehouses, using space more efficiently.
Ocado’s system of an integrated end-to-

end platform is unique and is likely to be
applicable across e-commerce and advanced
manufacturing sectors.

Smart shelves — Giant Eagle

US-based grocery chain Giant Eagle deploys
smart shelves in their stores. Sensors and
dashboards measure inventory life and send
shoppers product information on their mobile
phones. Giant Eagle has reduced its out-of-
stock replenishment time by two-thirds and
cut its out-of-stock items by 50 percent on
any given day.

Evaluation: Smart shelves are a high-
potential use case according to Capgemini,
due to fast return on investment and overall
benefit from implementation.

F.2 Infrastructure

Using loT technology in predictive
modelling and building of
infrastructure to reduce

waste — ARUP

Arup, a British design and construction

firm, has been exploring loT-solutions to
facilitate predictive maintenance to enable
circularity of buildings and infrastructure
constructions. They have developed a full
integrated structural health monitoring
system, which comprises 1,000 sensors to
provide continuous, real-time data on the
condition of buildings and infrastructure. The
sensor system provides advance warnings of
structural problems and allows for predictive
maintenance. This system was used to provide
data on a newly constructed bridge across the
River Forth, to ensure the smooth operation of
the bridge and to prolong its service life.

Evaluation: Arup demonstrates how the
loT can be used to monitor construction



projects and enable predictive maintenance
in a sector where the longevity of assets has
traditionally been an obstacle. By using the
loT and data to track ownership and condition
of assets, suppliers are able to retain the asset
while optimising performance. For example,
steel manufacturers could provide ‘steel as a
service’ The asset could be reused in different
projects, thereby reducing waste. Similarly, if
buildings are intelligently designed out waste
(with the condition and ownership structure
of all its components made transparent), then
maintenance, repairs and services could be
looped to accommodate changing needs or
technology upgrades.

F.3 Advanced
manufacturing

Asset tracking and production asset
maintenance - Rolls-Royce Holdings

Rolls-Royce, one of the world’s largest jet
engine manufacturers, uses the loT to increase
fuel efficiency of jet engines, optimise flight
paths and for predictive maintenance. Sensors
fitted inside aircraft engines track engine
health, air traffic control, route restrictions
and fuel use to diagnose potential faults or
operational anomalies. This system provides
real-time information on engine performance
mid-flight, allowing Rolls-Royce to carry out
predictive maintenance. This reduces not

only the frequency of unexpected or severe
faults, but also improves engine efficiency
and lowers fuel consumption. Rolls-Royce
Holdings estimates that a one percent
reduction in fuel usage equates to savings of
US$250,000 per plane per year.

Evaluation: This example demonstrates how
the loT can be deployed by businesses to
track and monitor physical assets to optimise
performance and extend their lifecycle. This
use case has applicability across sectors

that use physical assets, including advanced
manufacturing, utilities management, logistics
and retail.

F.4 Utility management
Pay-as-you-go solar energy — Angaza

Angaza's pay-as-you-go platform facilitates
the sale of solar-powered devices to people
in emerging markets throughout Africa, South
America and Southeast Asia. Their business
model is a combination of usage monitoring
system and micro-financing, and its pay-as-
you-go platform supports manufacturers
who want to sell their products in emerging
markets. The products are embedded with
sensors that monitor energy use. Customers
are able to buy products for a small down
payment. Once in use, the sensors monitor
energy use or time used, and automatically
deactivate products if the pre-paid usage/
time is expended and another payment is not
made by the customer. After the payments
have exceeded a defined retail price, a
customer can use the product free of any
further charge.

Evaluation: Knowledge of the condition

of the asset allows Angaza's customers (i.e.
manufacturers) to charge users for the usage
of the product rather than for the product
itself. For example, a user can obtain an
inexpensive solar-powered reading light,
paying on a weekly basis with unlimited use
or per kWh of usage, rather than paying the
traditional retail price for the product. In
underdeveloped areas, access to a lamp can
mean the difference between achieving a
university degree or remaining in poverty. This
model also increases the utility of the asset,
where acquired data in products with a Global
System for Mobile communications chip can
be leveraged for predictive maintenance

of products. A more profound, indirect
consequence of this model is the potential
to support developing and remote regions to
transition to a grid-free, renewable powered
society, without the massive infrastructure
investments that would be required to
develop a conventional grid.



Angaza's model demonstrates how traditional
retail business models could potentially

be transformed into pay-as-you-go service
models. This has an important role in creating
a circular economy, where data from loT-
enabled products could be used in predictive
maintenance and recall of materials in products
for reusing and recycling. Aggregate data could
also be used in product design to create more
sustainable and efficient products.

Decentralised solar-energy grid -

Okra Solar

Okra Solar has developed an IoT solar

home system designed to enable poorer
communities to live off the grid, by
establishing microgrids that can be used to
distribute power to households. Excess energy
can also be distributed through the network
to neighbouring households that require
extra power. They work with their partners in
these communities to install their solar panel
hardware, which connects to Okra’s smart
software system to create a decentralised
energy grid. Mobile payments, autonomous
power distribution, maintenance and scaling,
network updates and upgrades are all
managed online through their system, with
monitoring and reports on grid activity being
sent to the cloud in real time. Their modular
architecture also allows any household to
connect to a pre-existing Okra grid from two
households upwards to form clusters.

Evaluation: Okra's decentralised grid system
is an example of how loT technology can be
used to provide low-cost solutions to deliver
energy to lower socioeconomic communities.
Community engagement and ownership

of energy production and supply is also

likely to improve digital literacy, enhance
understanding of energy use and supply, and
encourage local entrepreneurship.

F.5 Transport
Truck platooning

Truck platooning involves a number of trucks
closely following one another, connected
using V2V communication. While not currently
in use, the system could be based on adaptive
cruise control (comprising on-board radar

and other electronic equipment), with each
truck optimising its behaviour using V2V
communication. The aim is to enable fuel
savings and reductions in carbon dioxide
emissions through trucks following each other
closely. A number of companies are actively
engaged in developing this technology,
including Peloton Technology, Scania, Daimler,
Hino and others. In order to use public road
networks, further testing and supporting
legislative change will be required. It is not
anticipated that automated driverless truck
platooning will be commercially available
until at least 2030.

Evaluation: Truck platooning demonstrates
how loT technology can be used to increase
efficiencies, reduce fuel consumption and
provide aggregated data to optimise a
company'’s business model. However, there are
a wide range of social impacts that need to be
considered, from greater employee satisfaction
from reduced hours on the road, to issues
concerning job security and automation.
Safety and regulation will also be key issues
before this technology can be deployed.

On-demand air taxi services —

Lilium/Uber/Rolls-Royce Holdings

A number of companies including Lilium
and Uber are trialling air vehicles to provide
on-demand air taxi services.

Evaluation: On-demand air taxi services have
the potential to revolutionise urban travel and
cut down on travelling times across congested
cities or regions. However, challenges

include gaining public acceptance, building



the necessary infrastructure to support the
take-off/landing of these vehicles, as well as
meeting the regulatory demands of navigating
the air space above cities and regions. These
services will also need to be cost-competitive
and avoid interference with commercial
planes and smaller aircraft industries.

F.6 Sustainability

Disease control - International
Cooperation for Animal Research
using Space

Researchers are exploring ways of integrating
the loT and nature to increase our
understanding of the natural world. Teams
from the International Cooperation for Animal
Research using Space (the German-Russian
observation system for animal movements) are
seeking to understand animal migration. They
are equipping species such as bats and geese
with miniature transmitters that send their
measurement data to the International Space
Station and then back to a ground station.

The Centres for Disease Control and
Prevention estimates that more than six out
of 10 infectious diseases are passed between
animals and humans. In one project, Swedish
mallard ducks were implanted with sensors

to record not only location, but also body
temperature to monitor the spread of avian
influenza. Temperature readouts could identify
infected individuals. Coupled with geographic
data of migration routes, researchers could
track where birds contract and transmit
disease. This model has the potential to
improve the accuracy of disease outbreak
prediction and planning interventions before
an epidemic occurs.

Internet of Bees — University
of Washington

The University of Washington has developed
a biology-based solution to integrate

sensing, computing and communication
functionalities onto live, flying insects to
create a mobile loT platform. Sensors, data
storage, receivers for location tracking and a
rechargeable battery were able to be loaded
into a 102-milligram package that can be
attached onto bumblebees. As the bees go
about their everyday activity, sensors measure
temperature and humidity, and their position
can be tracked via radio signal. Once they
return to the hive, the data are uploaded and
the battery recharges wirelessly.

Evaluation: These trials demonstrate how loT
sensors can leverage biology to provide new
environmental monitoring opportunities. Aside
from being able to provide data for agricultural
purposes to monitor pests, weather
conditions or crop health, these sensors

could also be used to monitor the impacts

of climate change, as well as the effects of
deforestation on endangered species.

F.7 Disaster management

Fire warning and alert system -
Red Cross

In Nairobi and Cape Town, the Red Cross is
piloting a system of connected alarms across
high density urban slums to notify residents
of fast-moving fires. The use of low-cost
solar powered sensors networked together
to quickly detect and relay information to
authorities is currently being explored. The
network sounds alarms, communicates to
threatened residents (via SMS and other
modalities) and connected sensors identify
the origin of the fire via GPS, notifying
authorities of the location where fire
mitigation efforts should be targeted (Biggs et
al., 2016).

Evaluation: This example could be used to
support fire response and management in
RRR areas in Australia, minimising cost and
utilising solar energy.



GLOSSARY

Application program interface

A set of specifications that enables intermediary software to facilitate
the communication between two systems.

Automated vehicle

Vehicles where the tasks associated with driving, including
accelerating, braking, turning or changing lanes will be performed by
an automated intelligent system rather than a human driver.

Augmented reality

Technology that superimposes a computer-generated image on a
user's view of the real world, thus providing a composite view.

CAT-M1

A low-power wide area network that functions on a 1.4 MHz spectrum
and provides average upload speeds between 200 Kbps and 400
Kbps. It provides wide area coverage and has low power requirements
but has smaller data bandwidth capabilities.

Cyber-physical systems

Technologies that bring the virtual and material dimensions together
to produce a fully networked domain, in which intelligent objects
interact with each other.

Data wrangling

Process of cleaning and unifying complex raw’ data sets into a desired
useable format.

Digital twin

A digital twin is a digital representation of a physical object or
system, which uses technology to capture real-time data for process
analytics and predictive maintenance of machines. Digital twins are
physics-based and focused on the product, process and performance
of the product and process. This technology goes beyond current
visualisation and conventional engineering simulation tools by
integrating these in the twin.

Edge computing

Computing and storage systems that process data at 'the edge) as
close as possible to the component, device, application or human
that produces the data being processed, rather than sending data to
a central processing system. The purpose is to reduce latency, as data
does not need to be sent to the central processing system and then
back to the edge.

Field-programmable gate array

A field-programmable gate array is an integrated circuit that can
be reprogrammed or configured by a customer or designer after
manufacturing. This can be used to perform a specific task with
high performance and reliability. The flexibility and scalability of
these arrays makes them useful for many applications in the loT,
such as enabling high-performance and real-time video analytics
for infrastructure management in smart cities or to manage data
aggregation in healthcare systems.

Fog computing

Architecture required to bring cloud computing capabilities to the
edge of the network. This enables enterprises to push computing
processing out of centralised systems or clouds for more efficient and
scalable performance.

Government as a Platform

Government as a Platform represents a model for digital
transformation of public services.




General-purpose graphics
processing unit

A general-purpose graphics processing unit is a graphics processing
unit that is used for purposes other than rendering graphics.
Multicore parallel processing abilities enable increased speed and
capability to perform operations quickly, making it useful for big data
analytics.

Global System for Mobile
Communications (GSM)

A standard developed by the European Telecommunications
Standards Institute for second-generation (2G) digital cellular
networks used by mobile devices.

Internet of Things

An ecosystem in which applications and services are driven by
data collected from devices that sense and interface with the
physical world. In the Internet of Things, devices and objects have
communication connectivity, either a direct connection to the
internet or mediated through local or wide area networks.

loT devices

Objects (including buildings and living things) that are not inherently
computerised, but into which have been embedded one or more
computer processors with data collection, data handling and data
communication capabilities. loT devices may have interactions

with living things, the physical world, other loT devices and other
computing devices or systems.

Industry 4.0

Initially coined by the German government, Industry 4.0 refers to

the fourth industrial revolution, where advances in automation and
digitisation technologies (such as the loT, cyber-physical systems and
big data analytics) in manufacturing are enabling a higher level of
operational productivity and efficiency.

Latency

Time it takes for a data packet to travel from its origin point to its
destination. The type of connectivity and distance also impact on
latency.

Narrowband-loT

A low power wide area network radio technology standard developed
by the 3rd Generation Partnership Project that meets requirements for
extended coverage and low-device complexity.

Pervasive computing

Entails building models of the environment in which technology is
embedded in the context of use.

Platform urbanism

Using advances in the loT and data analytics to extend the reach of
platform ecosystems into urban domains.

Ubiquitous computing

Addition of mobility to computing, so the environment and its
context of use can entirely change, requiring dynamic configuration.

Vendor lock-in

Customers are dependent on a single technology provider’s
implementation, which may restrict future ability to move to a
different vendor without substantial costs, legal constraints or
technological incompatibilities.
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ACMA Australian Communications and Media Authority
ACCC Australian Competition and Consumer Commission
ACOLA Australian Council of Learned Academies

Al artificial intelligence

API application program interface

APP Australian Privacy Principles

AR augmented reality

ARC Australian Research Council

ARPANSA Australian Radiation Protection and Nuclear Safety Agency
CAVs connected and automated vehicles

co carbon monoxide

co2 carbon dioxide

COVID-19 coronavirus disease

CRC Cooperative Research Centre

CSIRO Commonwealth Scientific and Industrial Research Organisation
DSA dynamic spectrum access

EHR Electronic Health Record

EMR Electronic Medical Record

EU European Union

ETSI European Telecommunications Standards Institute
FTTH Fibre to the Home

FTTP Fibre to the Premise

GaaP government as a platform

GDP gross domestic product

GLAM galleries, libraries, archives and museums

GPS Global positioning system

GSM Global Standard for Mobile Communications
HAPS high-altitude pseudo satellites

ICT information and communications technology

IEEE Institute of Electrical and Electronics Engineers
lloT industrial Internet of Things

loT Internet of Things

IoTAA Internet of Things Alliance Australia




IP Internet Protocol

ISO International Organization for Standardization
ITS Australia  Intelligent Transport Systems Australia

TU International Telecommunication Union

LEO low-earth orbit

LGA Local government area

LoRa long range

LoRaWAN long range wide area network

LPWAN low power wide area network

LTE long-term evolution

LTE-M long-term evolution machine-type communication
M2M machine-to-machine

Maa$S mobility as a service

NB-loT narrowband-Internet of Things

NBN national broadband network

NSW New South Wales

OAIC Office of the Australian Information Commissioner
OECD Organisation for Economic Co-operation and Development
ONDC Office of the National Data Commissioner
PHR Personal Health Record

PwC PricewaterhouseCoopers

R&D research and development

RF EME radiofrequency electromagnetic energy

RRR rural, regional and remote

SME small to medium enterprises

UK United Kingdom

URLLC ultra-reliable low-latency communication

us United States

V2X vehicular communication

VET vocational education and training

VR virtual reality

WA Western Australia

WHO World Health Organization
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